Integrating cognitive radio with unmanned aerial vehicles

Guilherme Marcel Dias Santana

Dissertacdo de Mestrado do Programa Pés-Graduagcédo em Ciéncias de
Computacao e Matematica Computacional (PPG-CCMC)

o
=
2
o
o
<
V)]
LLl
a)
LL
a)
<
o
Vs
oc
LLl
>
P
-

Instituto de Ciéncias Matematicas e de Computacao

SAO CARLOS

ICMC
i







SERVIGO DE POS-GRADUAGAO DO ICMC-USP
Data de Depésito:

Assinatura:

Guilherme Marcel Dias Santana

Integrating cognitive radio with unmanned aerial vehicles

Master dissertation submitted to the Instituto de
Ciéncias Matematicas e de Computagdo — ICMC-
USP, in partial fulfilment of the requirements for the
degree of the Master Program in Computer Science
and Computational Mathematics. FINAL VERSION

Concentration Area: Computer Science and
Computational Mathematics

Advisor: Profa. Dra. Kalinka Regina Lucas Jaquie
Castelo Branco

USP - Sao Carlos
April 2021



Ficha catalografica elaborada pela Biblioteca Prof. Achille Bassi
e Secdo Técnica de Informéatica, ICMC/USP,
com os dados inseridos pelo(a) autor(a)

Di as Santana, Quilherne Marcel
D541i Integrating cognitive radio with unmanned aeri al
vehicles / Guilherne Marcel Dias Santana;
orientadora Kalinka Regina Lucas Jaquie Castelo
Branco. -- Sdo Carl os, 2021.
89 p.

Di ssertacao (Mestrado - Programa de Pés-G aduacgao
em Ci énci as de Conputacdo e Matengtica
Conmput acional) -- Instituto de G éncias Matematicas
e de Conputacdo, Universidade de Sdo Paul o, 2021.

1. Radio Cognitivo. 2. Veicul os Aéreos Nio
Tri pul ados. 3. RAdi o Definido por Software. 4.
Internet das Coisas. 5. Seguranca. |. Lucas Jaquie
Castel o Branco, Kalinka Regina, orient. Il. Titulo.

Bibliotecarios responséaveis pela estrutura de catalogagdo da publicacéo de acordo com a AACR2:
Glaucia Maria Saia Cristianini - CRB - 8/4938
Juliana de Souza Moraes - CRB - 8/6176



Guilherme Marcel Dias Santana

Integrando radio cognitivo a veiculos aéreos néao tripulados

Dissertagdo apresentada ao Instituto de Ciéncias
Matematicas e de Computacdo - ICMC-USP,
como parte dos requisitos para obtengcdo do titulo
de Mestre em Ciéncias — Ciéncias de Computagéo e
Matematica Computacional. VERSAO REVISADA

Area de Concentragdo: Ciéncias de Computacdo e
Matematica Computacional

Orientadora: Profa. Dra. Kalinka Regina Lucas Jaquie
Castelo Branco

USP - Sao Carlos
Abril de 2021






In memory of my brother,
Donizzeti Dias Santana Junior,
and my grandparents,
Antonio Carmelito Santana and Concei¢do Maria de Jesus,

Jodo Dias Santana and Maria Gongalves Santana.






ACKNOWLEDGEMENTS

I have to start thanking my supervisor Prof. Kalinka Castelo Branco for all the support
and trust throughout this project. Not only this research was made possible by her guidance, but
also her strong sense of dedication, motivation, and passion for the work have always inspired
me to give more than a hundred percent for this work. I am proud to have the chance to work
with her.

Very special thanks to Prof. Catherine Dezan, Prof. Diana Moya, and Prof. Jean-Philippe
Diguet for all the contribution and partnership since the beginning of this project. I am glad I
had the chance to learn from such high-calibre professionals. I also want to thank Prof. Edgar

Olivo and Prof. Roberto Inoue for their contribution in an early stage of this work.

I am very grateful to Prof. Daniel Pigatto, Dr. Jodo Fontes, Mariana Rodrigues, Matheus
Franco, Prof. Natdssya Silva, Dr. Rayner Pires, Rodrigo La Scalea, Rogers Cristo. This research
surely has a lot from them; they played an important role in all this. I am honoured to be part
of LSEC team. And many thanks to our "neighbours" from LRM; great neighbourhood and

impressive researchers.

To ICMC and to all my colleagues and professors there; I could learn a lot from you.
To all ICMC professionals for providing us such exceptional environment, infrastructure, and

services. Many thanks.

I would also like to thank USP for the opportunity and for the excellence. And Coorde-
nacdo de Aperfeicoamento de Pessoal de Nivel Superior - Brasil (CAPES) for their financial
support to this study.

And to all my friends for the company in this unique journey. And special thanks to my
friends overseas; although I have never met most of them, we had the chance to practise our
English together (and Chinese, and Portuguese, and Spanish, and Irish... And sometimes - or
most of the time - a mix of them) therefore they played a role in this work. To my family for the

experience and learning, and for sharing many good moments of my life with me.

And finally, I want to thank my awesome wife, Raquel. From reading early drafts to
helping me at outdoor experiments; her partnership goes beyond my personal life. She was as

important to this work getting done as I was. Thank you.






“The essence of knowledge is, having it, to apply it.”
(Confucius)






RESUMO

SANTANA, G. M. D. Integrating cognitive radio with unmanned aerial vehicles. 2021. 89
p. Dissertacdo (Mestrado em Ciéncias — Ciéncias de Computacdo e Matematica Computacional)

— Instituto de Ciéncias Matematicas e de Computacdo, Universidade de Sao Paulo, Sdo Carlos —
SP, 2021.

Um Veiculo Aéreo Nao Tripulado (VANT) é uma aeronave que opera sem um humano a bordo,
podendo voar de forma auténoma ou sendo pilotada remotamente. Devido a auséncia de um
piloto, os VANTS necessitam de tecnologias ndo s para que possam voar de forma autdnoma,
mas também de tecnologias de comunicagdo robustas que permitam a eles se comunicarem, seja
com estagdes de base, controladores de trafego aéreo, computadores, dispositivos, ou até mesmo
com outros VANTSs. Tradicionalmente, os VANTSs operam em bandas de espectro ndo licenciadas,
concorrendo com o crescente nimero de dispositivos méveis e com outras redes sem fio. Esse uso
pode levar a interferéncias que afetam a comunicacdo dos VANTS e, além disso, pode leva-los
a enfrentar o problema da superlotacdo de espectro. Radio Cognitivo (RC) apresenta-se como
uma tecnologia promissora para a solugdo desses problemas. RC permite uma comunicagdo sem
fio inteligente que, em vez de usar uma frequéncia de transmissdo definida no hardware, utiliza
software para esta defini¢do. Isto possibilita ao RC adaptar de forma inteligente sua frequéncia
de transmissao, utilizando canais de transmissao livres e/ou escolhendo-os de acordo com o0s
requisitos da aplicagdo. A integracdo de VANTSs e RC pode ser empregada em missdes nas
quais VANTSs convencionais enfrentam limitagdes devido a problemas de comunicagdo. Além
disso, RC € considerado um facilitador chave para a implantacdo satisfatoria de paradigmas de
comunicacdo que demandam alta conectividade, tais como Cidades Inteligentes, 5G, Internet
das Coisas (IoT) e, consequentemente, Internet das Coisas Voadoras (IoFT). Apesar de RC e
VANTSs serem areas de pesquisa bem estabelecidas, a integracdo dos dois € pouco explorada
na literatura. Portanto, este trabalho contribui nos avancos da integragdo de RC a um VANT.
Neste trabalho foram identificadas as lacunas e oportundiades, bem como os desafios na area.
Além disso, foram definidas as tecnologias de RC, bem como a integracdo do mesmo em uma
missao real de coleta de dados, obtendo resultados marcantes em relacdo aos da literatura, como
no caso de algoritmos de Aprendizagem de Mdaquina, tradicionalmente empregados com dados
simulados, mas que demonstraram limitagdo quando utilizados com dados reais coletados neste
trabalho.

Palavras-chave: Réddio cognitivo, Veiculos aéreos nao tripulados, Radio definido por software,

5@, Internet das coisas voadoras.






ABSTRACT

SANTANA, G. M. D. Integrating cognitive radio with unmanned aerial vehicles. 2021. 89
p. Dissertacdo (Mestrado em Ciéncias — Ciéncias de Computacdo e Matematica Computacional)
— Instituto de Ciéncias Matematicas e de Computacdo, Universidade de Sao Paulo, Sdo Carlos —

SP, 2021.

An Unmanned Aerial Vehicle (UAV) is an aircraft that operates without a human on-board and
can be flown autonomously or controlled remotely. Due to its unmanned operation, UAVs need
technologies so they can not only fly autonomously, but also communicate with base stations,
flight controllers, computers, devices or even other UAVs. Traditionally, UAVs operate within
unlicensed spectrum bands, competing against the increasing number of mobile devices and
other wireless networks. This use could lead to interference that affect UAV’s communication
and problems with overcrowded spectrum. Cognitive Radio (CR) presents itself as a promising
technology to solve these problems. CR provides a smart wireless communication which, instead
of using a transmission frequency defined in the hardware, uses software defined radio. This
allows CR to adapt its transmission frequency in a smart way, using free transmission channels
and/or choosing them accordingly with the application’s requirements. The combination of
UAVs and CR can be used in missions where the conventional UAVs face limitations due to
communication problems. Moreover, CR is considered a key enabler for adequately deploying
communication paradigms that require high connectivity, such as Smart Cities, 5G, Internet
of Things (IoT) and, thus, Internet of Flying Things (IoFT). Though both CR and UAVs are
well-established fields of research, the combination of these two elements is little explored in
literature. Therefore, this work identifies gaps and opportunities, as well as challenges on the
field. Furthermore, this work contributes to the progress regarding the integration of CR and
UAVs. To do so, this work presents the definition of CR technologies, as well as their integration
on a real mission of data collection. This work’s results differ to the others on the literature
in terms of, for example, highlighting the limitation in real scenario of traditionally deployed

Machine Learning algorithms using simulated data on the field.

Keywords: Cognitive radio, Unmanned aerial vehicles, Software defined radio, 5G, Internet of

flying things.
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CHAPTER

INTRODUCTION

1.1 Contextualisation

An Unmanned Aerial Vehicle (UAV), also known as drone, is an aircraft without the
concept of passengers or passengers on board. Thus, the term "unmanned" implies a total absence
of humans within the aircraft (VALAVANIS; VACHTSEVANOS, 2015). A set of hardware and
software allows the flight to be pre-programmed before take-off, and that is automatic and stable
(AUSTIN, 2010).

Although UAVs were initially designed for military action, strong technological advances
have made them suitable for different applications. These applications include cinema, amateur
photography and filming, people and environment monitoring, traffic control, and disaster
recovery (PIRES et al., 2016; ARNOSTI; PIRES; BRANCO, 2017).

Due to the absence of a pilot, the UAVs need not only stability and navigation control
technologies, but also robust, effective, and secure communication technologies that enable
them to communicate with base stations, air traffic controllers, other UAVs, or other devices and
computers (VALAVANIS; VACHTSEVANOS, 2015).

Also, while performing their missions, the UAVs may work within an Internet of Things
(IoT) (GERSHENFELD; KRIKORIAN; COHEN, 2004) context when equipped with IoT devices.
Herewith, the UAVs will form an innovative IoT platform operating in the skies, thus being part
of a new concept known as the Internet of Flying Things (IoFT) (PIGATTO et al., 2018). To
perform this role satisfactorily, the UAVs need high data-rate transmission and low latency. They
need to support instantaneous and real-time communication, and offer access to high resolution
files (e.g., videos and high definition images), even if they are in an overcrowded area. Hence,
5G networks are considered a key enabler for the [oT and the IoFT. 5G networks would not only
provide the UAVs with the necessary IoT requirements, but also supply coverage at high altitudes.

5G networks may also support remote change and planning of flight routes, thus helping them
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avoid collisions with other UAVs (MOTLAGH; BAGAA; TALEB, 2017).

Despite the need for more robust and secure communication, the UAVs traditionally
operate within unlicensed spectrum bands (i.e., open/free spectrum), such as IEEE S-Band,
IEEE L-Band, and industrial, scientific and medical (ISM) radio bands, fixedly defined in their
hardware. Hence, the UAVs increasingly face competition from the growing number of mobile
devices (e.g., smartphones and tablets), operating within other wireless networks (e.g., WiFi and
bluetooth) that use the same spectrum bands. Besides interfering the UAVs communications,
this competition may lead to the problem of spectrum scarcity and security-related problems
(SALEEM; REHMANI; ZEADALLY, 2015). In this context, Cognitive Radio (CR) emerges
as a promising technology to solve these issues by enabling Dynamic Spectrum Access (DSA)
(REYES; GELLERMAN; KAABOUCH, 2015).

Proposed by Mitola (MITOLA, 2000), CR is a smart wireless communication imple-
mented in a Software Defined Radio (SDR). An SDR sets its transmission frequency in software
rather than in hardware, this allows the CR to intelligently switch to different channels. To
switch channels, CR senses the radio spectrum environment around it and adapts accordingly to
increase reliability and efficient spectrum use (REYES; GELLERMAN; KAABOUCH, 2015).
Furthermore, CR is considered a key network enabler for 5G in emerging IoT applications
(AKPAKWU et al., 2018).

Some features would allow CR based UAVs to perform in situations where traditional

UAVs face limitations or are often subject to being hacked.

1. Reduced energy consumption and delay: The overcrowding of unlicensed radio spec-
trum bands results in higher packet loss due to interference. Because of the need to
retransmit these packets, the UAV's consume more energy and present a longer commu-
nication delay. With CR, the UAV could switch to a free channel when it detects that it
is in an overcrowded channel. Thus, packet loss is reduced, therefore retransmissions are
also reduced, causing the UAVs to increase energy efficiency and decrease communication

delay.

2. Opportunistic spectrum use based on application requirements: Multimedia applica-
tions demand higher data rate for data delivery, but tolerate packet loss. On the other hand,
file transmission tolerates delay, but not packet loss. CR based UAV's may opportunistically
use spectrum bands based on the application requirements, switching channels according

to what is being transmitted.

3. Multiple UAVs in the same area: With CR, multiple UAVs may be deployed in the
same area using different spectrum bands, thus reducing the interference among them and

increasing overall network performance.
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4. Security: CR does not suffer the effects of some conventional attacks. For example, in
the case of a jamming attack, CR senses the current channel as being overcrowded and

switches to an available channel.

Examples of such applications are forest fire monitoring (BARRADO et al., 2010),
disaster management (QUARITSCH et al., 2010; GHAFOOR et al., 2014), crop monitoring
(VALENTE et al., 2011; HERWITZ et al., 2004; ZARCO-TEJADA et al., 2008), commercial
drones (The Institute, 2018), traffic surveillance (KANISTRAS et al., 2013), and border patrolling
(SUN et al., 2011).

Moreover, CR alongside 5G would permit UAVs to work in an [oFT role within an [oT
context. This would fulfil the increasingly growth of applications requiring highly connected
devices, such as Smart Cities (CHOURABI et al., 2012).

However, although UAVs and CR are well established research fields, the integration
between the two is fairly unexplored (SALEEM; REHMANI; ZEADALLY, 2015), with only
one CR-based UAV real experiment in the literature (SKLIVANITIS ef al., 2018). Many issues
remain open, such as the impact of the UAVs mobility on CR and the definition of hardware
compatible with both. These open issues allow new research opportunities and advances in the

state-of-the-art.

1.2 Motivation

The motivation for CR-based UAVs is detailed in the following sections.

1.2.1 Spectrum scarcity

Although there is a massive growth of wireless connected devices, most of the radio
spectrum is under-utilised. Because of the fixed spectrum allocation policy, a big portion of
the radio spectrum is reserved to sporadic PUs, while other spectrum portions are overloaded,
such as Wi-Fi and mobile bands. Moreover, the UAVs traditionally operate within unlicensed
spectrum bands (i.e., open/free spectrum), such as IEEE S-Band, IEEE L-Band, and ISM, fixedly
defined in their hardware, under the same fixed spectrum allocation policy (THOMAS; MENON,
2017).

In this context, CR emerges as a promising technology to solve these issues by enabling
DSA (REYES; GELLERMAN; KAABOUCH, 2015). CR-based UAVs are able to select idle
spectrum bands for communicating. Thus, the UAV overall communication quality increases

when using CR, especially in overcrowded areas.
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1.2.2 Application requirements

UAVs may often be deployed in missions where they are expected to broadcast live video
and to send high definition pictures to the base station. However, live stream broadcast tolerate
packet loss, but require a high date rate for the timely data delivery. Sending high definition
pictures is the opposite operation, as the UAV may need a low data rate with no packet loss
tolerance, but with delay tolerance (SALEEM; REHMANI; ZEADALLY, 2015).

While traditional UAV's may face this problem, CR-based UAVs may easily deal with
it. CR-based UAVs may change their communication frequency accordingly to application
requirements. Thus, an UAV equipped with CR technology may be live streaming video and
switch to a low bandwidth to send a large file when required. This feature not only optimises the
overall network performance of CR-based UAVs, but it also opens new application opportunities

for these aircraft.

1.2.3 Security

Communication security is critically important for UAVs. These aircraft are also consid-
ered critical systems, a security issue, which can be used to manage confidential information,
thus in a UAV may often represent a serious safety issue. Some conventional attacks, such as
jamming and location spoofing (sometimes referred to as GPS spoofing or GNSS spoofing),
could lead the base station to lose the UAV. This problem is particularly evident in overcrowded

or hostile areas.

Jamming is an attack in the physical layer which causes a high interference to a spectrum
band by overloading it. It may provoke the attacked devices to present an excessive energy con-
sumption due to package retransmission, or even interrupt its communication channel (PIGATTO
et al.,2018). When a CR is under a jamming attack, it simply understand that spectrum band as
being busy or overcrowded, and then it switches its transmission to a new channel, thus avoiding
the attack.

Location spoofing attacks also happen in the physical layer and they have become more
frequent. It happens when an attacker uses a signal that is stronger than and mimics the attributes
of a genuine location satellite signal to spoof the receiver (PIGATTO et al., 2018). By using a
location spoofing attack, attackers may capture UAVs and/or take control of their flight path. Such
attacks have become easy to launch (HOSSEINI; MATOLAK, 2017). However, location spoofing
attacks are much more complex to be executed to CR devices. In (ZENG; RAMESH; YANG,
2014), the authors provide some strategies for spoofing attack detection and countermeasure

solutions in CR networks.

Hence, UAVs may benefit from CR technology security. Conventional jamming and
location spoofing strategies may be easily avoided by CR. These attacks are only possible to CR
when the attacker is also using a CR with different and specific strategies, therefore attacking a
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CR device is a more complex problem than attacking conventional wireless devices.

1.2.4 Energy efficiency

Although CR devices may represent a computational overload to UAVs, they may be
capable of actually reducing energy consumption to these aircraft. Because the UAVs operate
in overcrowded spectrum bands, they are susceptible to a high number of loss, thus increasing
packet retransmission. The energy consumed for packet retransmission may be greatly reduced

when a UAV is equipped with a CR.

In (LI et al., 2010), the authors proposed a method to maximise energy efficiency based
on a joint optimisation with both medium access control (MAC) and physical layers, considering
CR networks. In their scenario, a CR user senses different channels simultaneously and uses
some idle ones for data transmission. The authors showed that, the more channels the CR device
is able to use, more efficient is its bits/joule ratio throughput. The data rate also increased with

the number of channels used.

So, this work contributes by identifying, characterising, developing and implementing a
low-cost CR-based UAV testbed ready for experimentation in the field. This work will also point

out gaps that may be explored for a optimum integration between CR and UAVs.

1.3 Objectives

This work has a different focus related to the works involving UAVs and CR. Typically,
those works present theoretical analysis or computational simulations, with a paucity of real
missions with CR-based UAVs.

Therefore, the main objective of this one is to integrate a UAV to the CR technology.
This aircraft is able to choose autonomously the spectrum band for communication. It serves as

a platform for the development of real experiments involving CR-based UAVs.

In addition, part of the objective of this work is the analysis of transmission methods,
spectrum sharing and spectrum mobility in CR in the literature. This evaluation was carried out
with a focus on validating which methods fulfil the energy and physical space constraints of

UAVs. It also aims at improving the overall communication performance and security of UAVs.

1.4 Text Organisation

This paper is organised as follows: In Chapter 2 some background information about
CR and UAVs is given, and a systematic review of the field is presented in Chapter 3. The
experiments performed, including its details on the methods that were used and results are given

in Chapter 4. Finally, conclusions are discussed in Chapter 5.
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CHAPTER

BACKGROUND

2.1 Chapter Overview

This section presents some background information needed to understand this work.
First, it gives a brief description of the concepts related to CR and its operation. Second, it gives

an overview of UAVs. Finally, it discusses the main aspects regarding CR-based UAVs.

2.2 Cognitive Radio

The European Telecommunications Standards Institute (ETSI) defines CR as "radio,
which has the following capabilities: to obtain the knowledge of radio operational environment
and established policies and to monitor usage patterns and users’ needs; to dynamically and
autonomously adjust its operational parameters and protocols according to this knowledge
in order to achieve predefined objectives, e.g. more efficient utilisation of spectrum; and to
learn from the results of its actions in order to further improve its performance" (European

Telecommunications Standards Institute, 2018).

CR is also able to operate as a secondary user (SU) within a spectrum band of a licensed
user or primary user (PU). A secondary user may be defined as a user who has lower priority in a
given spectrum band. In (BALDINI et al., 2012) and (AKPAKWU et al., 2018), CR is described
as an intelligent SDR with the following components:

1. spectrum sensing: identifies available spectrum and detects PUs when operating in a

licensed band;
2. spectrum management: selects the best available channel;

3. spectrum sharing: coordinates accessibility to the available channel with other users;
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4. spectrum mobility: vacates the channel when a PU arrives.

Figure 1 shows the interaction among the CR components. First, the spectrum sensing
component collects data from the radio environment and keeps sending the sensed radio data to
spectrum management component. Also, it informs spectrum mobility component when a PU is
detected and a spectrum handover has to be executed. Spectrum management component sends
the best available channel to spectrum mobility component, so a new channel is used when the
current channel has to be vacated. Finally, the spectrum sharing component communicates with

the radio environment to coo-handover coordinate the allocation of spectrum bands.

Figure 1 — The interaction among CR components.
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Source: the author (SANTANA; CRISTO; BRANCO, 2021).

In practice, CR consists of a hardware associated with an intelligent software. Usually,
the hardware consists of a radio platform, generally an SDR, and a computational platform.
Most computational platforms used for CR applications are single-board computers, such as the
ODROID (Hardkernel Co., Ltd., 2018), the Raspberry Pi (Raspberry Pi Foundation, 2018), and
the BeagleBoard (Texas Instruments, 2018). The Universal Software Radio Peripheral (USRP)
from Ettus Research (RESEARCH, 2018) and the Wireless Open-Access Research Platform
(WARP) from Rice University are both SDRs and the most common radio platforms used in CR
(UNIVERSITY, 2018; YOUNG; BOSTIAN, 2013).

Figure 2 shows one of the latest available SDR hardware: the USRP X310 by Ettus
Research. It has a technology able to provide a simulation of full-duplex wireless communication
within a frequency range starting from 50 MHz varying up to 6 GHz. Its architecture offers
compatibility with a variety of softwares and frameworks, such as C++, Python, GNU Radio,
Amarisoft LTE 100, OpenBTS, etc.
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Figure 2 — USRP X310 by Ettus Research. Its price is currently U$5,290.00.

Source: (RESEARCH, 2018)

2.3 Unmanned Aerial Vehicles

The term UAV usually refers to a different types of aircraft, such as fixed-wing aircraft,
rotary-wing aircraft, quadcopters, and even airships (TRINDADE et al., 2010; AUSTIN, 2010).
Moreover, UAVs are described with different terms, such as drones. These terms vary according
to the research field, often describing the same thing though (VALAVANIS; VACHTSEVANOS,
2015). For the purpose of this work, UAV is defined as an aerial vehicle, with an embedded

computer platform, capable of flying with no human pilot onboard.

UAVs are composed by fuselage and physical parts, and by a communication unity, which
is a key component of a UAV. They also have various essential systems, including navigation,
flight control, propulsion, collision avoidance, and electric systems. UAVs can be remotely
controlled and/or autonomous, and they can perform a variety of tasks. Although initially
purposed for military tasks, there has been an increasing growth in civilian, commercial and
scientific applications (e.g., traffic surveillance, communication relays, disaster management,
data and image acquisition, etc.) (BENTO, 2008). The main features used to evaluate a UAV
suitability for a given mission are its range, speed and energy consumption. Its range depends on
its endurance, speed, battery life or fuel capacity, as well as its energy efficiency. While its speed
is related to other specifications, such as fixed or rotary wings.

As shown in Table 1, UAVs can be classified according to their weight, altitude and
endurance (SALEEM; REHMANI; ZEADALLY, 2015). Figure 3 shows an example of a mini
UAV, the Inspire 2, by DJI, as categorised by Table 1 (Da-Jiang Innovations Science and
Technology Co. Ltd., 2018). This UAV weighs around 3.3 kg and its flight reaches up to 27

minutes.
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Table 1 — UAVs classification. Adapted from (SALEEM; REHMANI; ZEADALLY, 2015).

UAV Weight Altitude | Endurance
(kg) (km) (hours)

Micro 0.1 0.25 1

Mini <30 0.15-0.3 | <2

Short range 200 3 2-4

Medium range 150-500 3-5 30-70

Long range - 5 6-13

Endurance 500-1500 5-8 12-24

Medium altitude, long endurance | 1000-1500 | 5-8 24-48

High altitude, long endurance 2500-12500 | 15-50 24-48

Figure 3 — DJI Inspire 2, a mini UAV weighing around 3.3kg and capable of a flight time up to 27 minutes.

Source: (Da-Jiang Innovations Science and Technology Co. Ltd., 2018)

For mini and micro UAVs, battery represents an important portion of their weight. The
DIJI Inspire 2, for example, typically works with a pair of 4280 mAh batteries, weighing 515g
each. Although over 30% of this UAV weight is assigned to batteries, its is only able to fly 27

minutes per charge.

UAVs may be deployed as a part of a Unmanned Aircraft System (UAS). UASs are
usually composed by multiple UAVs, ground control stations, and data communication links.
They typically also include support systems (e.g., systems for the aircraft maintenance, take-off,

landing, and transport), and additional equipment needed to perform a given mission.

The ground control station (or base station) is a computer or device designed to operate
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missions and UAVs. It is responsible for executing different controls in a UAS, such as the
take-off and flight operation. It is, therefore, the UAS operational control centre. It may also
execute tasks other than control, from processing sensors data to play the role of an interface

between the UAS and external devices.

The data communication links are communication components within the UAS, which
main purpose is to ensure continuous communication between the UAV and the base station.
Recently, Multi-UAV systems have been employed as Flying Ad-hoc Networks (FANETSs) to
collaboratively complete missions more efficiently when compared to single UAV systems.
However, much of the work carried out for other ad-hoc networks, such as Mobile Ad-hoc
Networks (MANETSs) and Vehicular Ad-hoc Networks (VANETSs), does not consider special
issues in FANETs. FANETs demand studies addressing the variety of their unique features.
These characteristics involve, for example: the high mobility of UAVs and different mobility
levels among them; intermittent links and fluid topology; routing protocols considering energy
constraints and changing link quality. Hereof, Software Defined Networking (SDN) is a key
enabler for flexible and efficient deployment, while increasing both security and availability in
these networks (GUPTA; JAIN; VASZKUN, 2016).

2.4 CR-Based UAVs

A CR-based UAV may be seen as a UAV with SDR platform embedded to it. It should also
contain a computational unity that will interact with the SDR platform in order to autonomously
take decisions regarding the radio spectrum usage. In this section, we first discuss the need for

CR-based UAVs, potential applications, and hardware/software characteristics.

2.4.1 Hardware Characteristics

Usually, CR hardware consists of a radio platform, typically an SDR, and a computer plat-
form. The Wireless Open-Access Research Platform (WARP) from Rice University (UNIVER-
SITY, 2018), and the USRP, from Ettus Research(RESEARCH, 2018) are the most commonly
deployed radio platforms for CR (YOUNG; BOSTIAN, 2013).

A recent implementation of SDR, however, has been carried out using various methods
rather than considering the integration with UAVs. As a consequence, for UAVs, overhead, energy
consumption and time delays associated with conventional SDR are constraints. Alternatively,
(YOUNG; BOSTIAN, 2013) built the SKIRL, a simple and low-cost RFIC-based RF CR
platform suitable for the experimentation of small radio-controlled UAVs. The Hope RF RFM22B
(MICROELECTRONICS, 2018) was used as the radio platform, whereas the BeagleBoard-xM
(Texas Instruments, 2018) single board was deployed as the computer unit. This was done to

reduce resource consumption and simplify CR design.
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Figure 4 shows the physical dimensions of the USRP B200, 97x155 millimetres, and the
Hope RF RFM23B, 16x16 millimetres. For UAVs, particularly for micro UAVs, where physical
space is limited, so if a large board is inserted to it, series of changes may be triggered in the
aircraft system, configuration, and scale. Thus, this difference in size is critical. Moreover, the
energy consumption of the Hope RF RFM22B is just 0,306 Wh in the worst case scenario. The
USRP B200, on the other hand, may have up to 4,092 Wh of energy consumption. Because the
energy capacity of a LiFe SourceHCAM®6426 UAV lithium battery, a typical UAV battery, is just

12 Wh, so energy consumption is a key aspect to take into account in this context.

Figure 4 — Physical aspects of the Hope RF RFM23B on the left and the USRP B200 on the right. The
boards are shown in different size scales.
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Source: the author (SANTANA; CRISTO; BRANCO, 2021).

2.4.2 Software Characteristics

The CR software design and applications can be divided into multiple categories, from
MAC protocols and routing algorithms to machine learning approaches used to predict channel
occupancy. In this work we summarise three of those categories: (i) spectrum sensing algorithms,
focusing mainly on transmitter detection and identification of spectrum holes (MALIK et al.,
2010; PERERA; HERATH, 2011); (ii) methods to perform the spectrum handover (CHRISTIAN
et al., 2012); (iii) and simulation software (NIR; SCHEERS, 2015).

2.4.2.1 Spectrum sensing

The literature commonly refers to spectrum sensing as the procedure of gathering and
analysing radio data to establish the spectrum occupancy (HOSSAIN; NIYATO; KIM, 2015). In
order to detect transmitters, some well-known methods can be employed, i.e., Energy detector,
Matched-filter and Cyclostationary feature detection. These algorithms are connected with two
hypotheses formally defined as follows (ZHENG et al., 2009; ABDELRASSOUL; FATHY;
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ZAGHLOUL, 2016):

x(t) = (o), Ho 2.1)
s(t)+n(t), H

where H; indicates the presence of a licensed user, whereas Hy represents the null hypothesis. x
represents the received signal, ¢ is the time sample, s and n denote the PU signal and the additive

noise, respectively.

In cases where the signal receiver has no prior information about the PU signal, the energy
detector algorithm may be deployed at a low computational cost. It functions by comparing a
signal sample from the data to a pre-defined threshold, where a value higher than the threshold
suggests the presence of a primary user, whereas a value smaller than the threshold implies the
lack of band utilisation. The main downside of this approach is the fixed threshold value, as noise
power can differ over time possibly assuming unknown behaviour. In this case, the threshold
could be surpassed by the noise power, indicating an invalid PU presence in a given spectrum
band (KIM; SHIN, 2008; AKYILDIZ et al., 2008).

The matched-filter contrasts the current signal with previous collected samples from
the same transmitter, in comparison to the energy method. It appears to be more precise, has a
shorter sensing time and maximises the ratio of signal to noise (SNR). However, the need for
prior knowledge of the form of the transmitter signal restricts its feasibility only to the point
where licensed users cooperate.(KAPOOR; RAO; SINGH, 2011).

In order to check whether or not the transmitted signal has periodicity, the cyclostationary
feature detection adopts a spectral correlation function (SCF) (ONER; JONDRAL, 2007). Unlike
the previous approaches, it helps the CR user to distinguish between noise and user signal,
improving the efficiency of the algorithm in channels where there is greater noise (CABRIC;
MISHRA; BRODERSEN, 2004). Because of its computational complexity, perhaps the most
serious drawback of this approach is the need for long processing time, an undesired characteristic

for small energy consumption systems such as UAVs.

Finally, machine learning approaches have been adopted in the literature to enhance the
detection of transmitters. The authors in (POPOOLA; OLST, 2011) achieved an overall success
rate of over 99.50% in predicting PU presence by using an Artificial Neural Network (ANN)
at different SNR frequencies. Similarly, (ZHANG; WU; LIU, 2012) proposed a cooperative
detection device combining the energy detector with ANNs, adding a basic ANN for each
SU and a base station responsible for final decision-making, referred to as the Fusion Centre.
(MATINMIKKO et al., 2013) proposed a new Fuzzy logic system to adapt each spectrum
scenario to the most suitable transmitter detection algorithm. The reader may refer to (ARJOUNE;
KAABOUCH, 2019; Tavares et al., 2020) for further information concerning spectrum sensing
techniques.
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2.4.2.2 Spectrum handover

The channel occupied by an unlicensed should ideally be vacant when a PU arrives. This
is desirable in order to generate minimal interference to the primary user transmission. The
literature generally refers to the process of hoping to another channels as spectrum handover.
It involves distinct strategies with regards to its integration with spectrum sensing, such as
non-handover, pure proactive, pure reactive, hybrid, and ML approaches, which incorporates the
preceding (CHRISTIAN et al., 2012).

In the non-handover strategy, the SU remains idle until the PU leaves the channel,
resuming the transmission of data later. Although spectrum sensing is limited solely to current
channel monitoring, the drawback of this concept is unveiled during a long PU transmission,
which significantly restricts the transmission time available to the SU, in terms of detection of

PU arrivals and departures.

Unlike non-handover, before and after the arrival of the PU, both pure proactive and
reactive strategies concentrate on handover to an idle channel respectively. The pure proactive
algorithm tries to predict the arrival of the PU while perceiving the atmosphere to locate a
spectrum hole based on the traffic pattern of the channel. On the contrary, after the identification
of the PU, the pure reactive approach only senses and switches to an unused channel. A potential
disadvantage in the pure proactive method may be created by a poor prediction of traffic, leading
to an unnecessary handover, whereas the pure reactive approach may have a greater handover

delay just after a PU arrival due to the execution of the spectrum sensing stage.

The hybrid handover strategy, taking advantage of the advantages of both methods,
incorporates proactive spectrum sensing phase, perceiving the spectrum holes before the arrival
of the PU, and reactive handover action. Therefore, due to the proactive process, the handover
delay is reduced, and not every PU arrival needs to be predicted by the algorithm. However the
backup channel can become obsolete before use, as in the proactive method, thus driving the

algorithm to perform a supplementary spectrum sensing phase.

The literature has stressed the utility of ML algorithms to overcome the complexities
of spectrum handover. (TRIGUI; ESSEGHIR; MERGHEM-BOULAHIA, 2012) developed a
method of negotiating multi-agent systems that enables SUs to migrate opportunistically to the
most adequate spectrum band provided its characteristics, achieving around 97% of spectrum
utilisation. An investigation on the Hidden Markov Model (HMM) application for spectrum han-
dover and simulated data showed that in detecting transmission opportunities, this technique can
give SUs greater accuracy (PHAM et al., 2014a). Finally, in order to achieve dynamic handover
management, (ANANDAKUMAR; UMAMAHESWARI, 2017) suggested a supervised Machine
Learning (ML) approach referred to as Spectrum Particle Swarm Optimisation (SpecPSO), using
Visitor Location Register and Home Location Register databases to train the algorithm.
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2.4.2.3 Simulation tools

All levels of abstraction, from the physical layer to protocols and routing, should be
associated with a full CR simulation program. We have not found a method in the literature that
embodies all these characteristics. The only way to do this, to the best of our knowledge, is to
combine open source resources, such as radio simulators (e.g. GNU Radio (GNU Radio, 2018),
CogWave (NIR, 2018)) and general network simulators (e.g. Omnet++ (OpenSim Ltd., 2018b)
and ns-3 (GeorgiaTech, 2018)).

GNU Radio is free and open source software designed to use its graphical user interface
flow graphs to simulate radio transmissions and signal processing (GNU Radio Companion).
It could be compared to LabView (INSTRUMENTS, 2018) and Simulink (MathWorks, 2018).
Standard flow graph blocks encompass waveform generators, modulators, instrumentation sinks,
math operators, filters, and Fourier Analysis. It also facilitates the development of new blocks
using the programming language C++, as well as the design of the flow graph using Python. In
addition, GNU Radio can be connected to SDR hardware, thus allowing simulations from the
testbed to be used.

Another open-source program suggested for designing CR waveforms is CogWave. It
involves many modulation systems, including multichannel DAA-OFDM, Fathers, and others
from GNU Radio, such as (e.g. OFDM, BPSK, QPSK). During run-time, CogWave is able to
reconfigure the modulation scheme and can communicate with SDR hardware, as well as GNU

Radio, to provide real-time transmission between USRP devices.

Omnet++ and INET (OpenSim Ltd., 2018a) have been widely used in the literature to
simulate CR networks for general network simulators (PATHAK et al., 2016; NOOR et al., 2016;
ABEYWARDANA; SOWERBY; BERBER, 2017). Omnet++ offers a C++ component-based
architecture where modules and components can be assembled using a graphical user interface
or a high-level network description language, similar to flow graphs in GNU Radio (NED). Its
modular architecture therefore eases the reusability of the built models. Furthermore, INET
offers protocols, templates, routing and mobility simulation as an open-source model library for

Omnet++.

Another well-established tool is the ns-3. It is an open discrete-event simulation envi-
ronment for network research that provides C++ libraries of models for wired protocols, IP and
non-IP, wireless, dynamic routing protocols, and so forth. For instance, the ns-3 has been applied
in the simulation of CR networks regarding spectrum handover (GKIONIS et al., 2017), data
collection (WU; CARDEI, 2016), and channel sharing (BANSAL; LI; SINHA, 2014).

It is necessary to note that many programming languages can be used to build a custom
simulator, as they provide access to several network and scientific libraries (e.g. Java, C++,
Python and Julia). However, most simulation scenarios encountered in literature are complex

enough to require thousands of lines of code, turning this option impractical for most of the



36 Chapter 2. Background

problems.

2.4.3 Spectrum Mobility

When a PU resumes transmission through the same channel as the SU, the latter has to
vacate the channel by suspending its transmission and restart communication through a vacant
channel. This CR feature is called Spectrum Mobility (CHRISTIAN et al., 2012).

It is considered a daunting problem due to the erratic behaviour of the wireless medium in
combination with the high mobility of UAVs. Thus, network protocols for ground-based networks
could not perform as expected for UAVs, and their high mobility should be taken into account
when designing CR-based UAV transport protocols (SALEEM; REHMANI; ZEADALLY, 2015;
XIE et al., 2014).

One of the forms in which an SU does not trigger disruption in a PU-licensed band is
to perform a spectrum handover as soon as the SU detects the existence of the PU. In general,
UAVs s take their places in a CR network as SUs, and they are likely to conduct a high number
of spectrum handovers, as they will be on a mission throughout their route in the presence of

various PUs. Therefore, spectrum handover is a key element in CR-based UAVs.

A general spectrum handover process is shown in Figure 5. A SU keeps monitoring the
spectrum environment during the evaluation phase by sensing it. The link maintenance process
begins when a handover signal is identified, then the SU pauses its transmission and performs a
channel handover to a backup channel and resumes its transmission, returning to the evaluation

phase.

A handover trigger could be provided by a PU or by the SU itself, depending on the
application purposes and signal quality. Depending on the spectrum handover strategy, a backup
channel could be searched proactively during the assessment process, and a channel handover

could also be performed proactively.

On the other hand, both backup channel scanning and channel handover are performed
reactively in a reactive technique. A new backup channel has to be checked and another channel
handover attempt is made if a channel handover is not successful due to any incident affecting
the target channel (e.g., a PU started a transmission through the target channel) (CHRISTIAN et
al., 2012).

On the one hand, proactive strategies usually benefit from lower delay rates. On the other
hand, reactive strategies may require less spectrum handover executions. Since little to none
interference in PUs is allowed, proactive strategies are actually hybrid strategies, 1.e., they will

also sense the environment for reactive handovers in case they fail to predict a PU presence.

Considerable energy consumption is required in a spectrum handover. Furthermore,

some communication problems, such as packet loss and delay, may increase during the spectrum
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Figure 5 — Spectrum handover process.
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handover process. In a spectrum handover, delay is also a significant performance factor (HANIF;
ZEESHAN; AHMED, 2016).

Figure 6 demonstrates the effect of the spectrum handover delay over a SU after many
PU channel reclaims. In that case, an SU establishes a connection whose operation requires the
completion of 7 time slots. However, due to successive PU arrivals, the process needs 9 time
slots. Nevertheless, as the existence of a PU on channel Chl is quite short, the first SU channel
handover was unnecessarily executed, which means that the SU was submitted to excessive
channel handover costs (LERTSINSRUBTAVEE; MALOUCH; FDIDA, 2012). Regardless of
the spectrum handover strategy being reactive or proactive, there will be some amount of delay

associated with it.

Figure 6 — Spectrum handover delay caused to an SU.
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UAVs designed for real-time multimedia broadcasting could cause unsatisfactory user
experience, since spectrum handover latency could have a significant effect on delay-sensitive
applications. For optimal transmission, therefore, delay reduction has to be considered (WU et
al., 2016).

2.5 Final Remarks

This section presented the background information on CR and UAVs needed to achieve
proper understanding of this work. It gave an overview on both areas, but it focused on the
most important aspects. Although CR may be employed in a wide range of applications, and
likewise there is vast range of UAV models, this project focuses on the use of CR to enhance
the communication of a single mini UAV, considering its energy, space and weight constraints.
Other types of UAVs and scenarios are beyond the scope of this work. Next chapter shows the

related work regarding CR for UAV communication.
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CHAPTER

LITERATURE REVIEW - THE
STATE-OF-THE-ART IN CR FOR UAV
COMMUNICATION

3.1 Chapter Overview

This section presents a systematic review and some case studies to show the state-of-the-
art in CR for UAV communications. It was held in November 2020, seeking works involving
UAVs, SDR and CR. The main idea was to find the state-of-the-art of CR-based UAVs. SDR-
based UAVs represent a step backwards for CR-based UAVs, they were also included in the

review.

3.2 Systematic Review

The digital libraries of the Transportation Research Board (TRB), the Association for
Computing Machinery (ACM), Scopus, and the Institute of Electrical and Electronics Engineers
(IEEE) were all used for this review. The query strings used in each digital library can be found

in Appendix D.

A total of 520 publications from four different digital libraries were evaluated. However,
the majority of those articles were identified marginally related to the scope of this work. Thus,
the final studies dataset obtained after analysing them regarding the following exclusion criteria

consisted of 64 articles:

1. non-English publications. Although I used English language keywords, I found a few
publications in other languages. I had to exclude them merely because I would not be able

to analyse them in depth;
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2. papers not downloadable online;

3. publications not related to CR, SDR or UAVs as defined in this work (other research
fields);

4. papers focusing on CR or SDR applications other than UAV's wireless communication.

Figure 7 outlines the number of publications per year, among those selected in this review.
It shows an increasing interest over the recent years in this research field. Moreover, more works
might have been published after this review but not yet published online. Note that a number of
papers may have been published from January 2020 to November 2020, but not yet available

online either.

Figure 7 — Publications per year.

Publications per year

17
15-
13
11
1 9
6
5_
3
2 2

. _ o

2011 2012 2013 2014 2015 2016 2017 2018 2019 2020*
Year

Source: the author (SANTANA; CRISTO; BRANCO, 2021).

-
o

Publications

Figure 8 presents keywords graph and occurrence mapping for all 64 articles selected
on this review. Keywords with at least two occurrences and at least one link to other keywords
are considered. Thereby, the keyword mapping consists of 34 keywords in total. On Figure 8, it
is possible to note an expressive amount of links correlating UAV-related keywords and SDR-
related keywords. However, although CR-related keywords are well present on Figure 8, there
are barely links correlating them to UAVs. Thus, Figure 8 outlines the paucity of studies on the
integration of CR and UAVs.

In order to measure how fit each selected publication is to CR-based UAVs research field,

each paper was analysed regarding the following aspects:
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Figure 8 — Keywords graph and occurrence mapping for all 64 articles selected on this review.
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1. the work presents a theoretical analysis (Q1);
2. the work presents practical results (Q2);
3. the work involves a real SDR-based UAV (Q3);
4. the work is centred on CR-based UAVs (Q4);
5. the work involves a real CR-based UAV (Q5).
For each publication, each aspect is analysed, and it is evaluated as "yes", if the aspect is

present in the paper, or "no" otherwise. Table 2 presents all selected publications in this review,

as well as their publication year and aspects analysis.

Table 2 — Reviewed publications and their explored topics. On the columns Q1 to Q5, cells filled in blue
color represent "yes" for the respective column, and "no" otherwise (SANTANA; CRISTO;
BRANCO, 2021).

Publication

(CHEN et al., 2011)

(YOUNG; BOSTIAN, 2013)

(MIKO; NEMETH, 2013)

(HAROUNABADI et al., 2015)

(BROWN; MCHENRY; JAROONVANICHKUL, 2015)
(REYES; GELLERMAN; KAABOUCH, 2015)
(GUEVARA et al., 2015)

(ANDERSON; FREW; GRUNWALD, 2015)

(MIK6; NéEMETH, 2015)

(ANDRYEYEV; ARTEMENKO; MITSCHELE-THIEL, 2015)
(SALEEM; REHMANI; ZEADALLY, 2015)
(VONEHR et al., 2016)
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(JACOB et al., 2016)

(TATO; MOSQUERA; GOMEZ, 2016)

(MURPHY; BROWN; SREENAN, 2017)

(SBOUI et al., 2017)

(GUTIERREZ et al., 2017)

(GONZALEZ; FUNG, 2017)

(HORAPONG et al., 2017)

(ZHANG et al., 2017)

(GHAZZAl et al., 2017)

(CAletal., 2017)

(NOBLE et al., 2017)

(PETROLO; LIN; KNIGHTLY, 2018)

(SHI et al., 2018b)

(HUANG et al., 2018)

(SHI et al., 2018a)

(LIU et al., 2018)

(SKLIVANITIS et al., 2018)

(PiRLIN; ALAM; MOULLEC, 2018)

(DUNNE; KEENLANCE, 2018)

(SHAMAEI; KHALIFE; KASSAS, 2018)

(SANTANA et al., 2018)

(JADON et al., 2018)

(Torabi et al., 2018)

(Xu et al., 2019)

(PAN; DA; HU, 2019)

(Shen et al., 2019)

(Aftab; Khan; Zhang, 2019)

(Adane, 2019)

(Almasoud; Kamal, 2019)

(Matheou et al., 2019)

(Wang et al., 2019)

(Murphy; Sreenan; Brown, 2019)

(Hasan et al., 2019b)

(Che; Luo; Wu, 2019)

(Nie et al., 2019)

(Radisi¢; Mustra; Andrasi, 2019)

(Hasan et al., 2019a)

Chapter 3. Literature review - the state-of-the-art in CR for UAV communication
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(Yuheng; Yan; Yanyong, 2019)

(D’ Alterio et al., 2019)

(Zhao et al., 2019)

(Mohanti et al., 2019)

(Liang et al., 2020)

(Kornprobst; Mauermayer; Eibert, 2020)
(Bertizzolo et al., 2020)

(Figueira; Niedermeier Belmonte; de Freitas, 2020)
(HASAN et al., 2020)

(POWELL et al., 2020)

(AbdulCareem et al., 2020)

(Zambrano; Bui; Landry, 2020)
(Sommer et al., 2020)

(Liu et al., 2020)

(Krayani et al., 2020)

Many of these publications is centred on a variety of SDR applications in UAV contexts
instead of CR-based UAVs. Although they do not directly study CR-based UAVs, they may add
valuable information to the CR-based UAV research field. The reason for that is, as most of the

CR schemes are based on SDR, it may be considered sometimes an earlier step to CR.

In (CHEN et al., 2011), the authors proposed a distributed spectrum sensing with multiple
sensing nodes in an SDR/UAV context. Hereof, the UAV serves as a natural collection point for
the distributed measurements, and it is aided by ground sensing nodes, in order to enhance the
UAVs decoding accuracy of compressive sensing. Through a real” world experiment, the authors
showed that, as their proposed strategy easily tolerates wireless transmission losses, it is well
adapted for an SDR/UAV scenario.

The authors in (GUEVARA et al., 2015) presented the design and implementation of an
SDR-based UAV that may be quickly deployed in emergency communication scenarios. This
UAV is intended to serve as a GSM base station to provide cellular network coverage to nearby
users, and it may also work to improve wireless throughput. The authors, however, did not
present any real experiment validating their aircraft. The same subject is studied in (RadiSi¢;
Mustra; Andrasi, 2019). Their results proved its feasibility, but further performance enhancement

is needed, especially with regards to RF range.

In (VONEHR et al., 2016), the authors proposed two different strategies for assisted
wildlife tracking with SDR-based UAVs. Although the authors proposed two different approaches,
only one was validated through real tests. Their experiment showed that the implemented strategy

was able to improve the area of detection by more than a factor of two over ground searching.
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Wildlife tracking was subject of study also in (Torabi ef al., 2018). There, the authors developed
a UAV integrated with a VHF radio telemetry. Although the work they presented was still in
an early stage of development, they could satisfactorily conduct real experiments using their

prototype.
In (TATO; MOSQUERA; GOMEZ, 2016), the authors described an experiment to

communicate a mobile platform with a base station through a medium Earth orbit satellite. SDR
was used to implement the physical layer in both ends. Therefore, as the mobile platform was a
UAYV, it may be considered an SDR-based UAV. Through their experiment, the authors concluded
that SDR technology is a promising technology to develop an adaptive satellite communication

system in real conditions

The authors in (MURPHY; BROWN; SREENAN, 2017) proposed a system combining
low-cost UAVs with SDR for GSM cellphone localisation in emergency scenarios. The system
was validated through the localisation of a user device based on the reception of GSM. In
(Murphy; Sreenan; Brown, 2019), they continued their work by adding a sophisticated algorithm
for autonomous path-planning for efficient coverage of a search area by their SDR-based UAV.
As future work, the authors intend to propose the inclusion of multiple UAVs to track non-mobile-

phones wireless devices.

In (HORAPONG et al., 2017), the authors present a UAS for assisting actual flights
through a previous inspection of the radio navigation environment. For the radio environment
inspection, the authors use an SDR platform mounted on a UAV. Although the authors tested this
strategy in simulated and real scenarios, they concluded there is still much work to do to prove

this operation in real use.

The authors in (CAI et al., 2017) investigate the low altitude air-to-ground UAV wireless
channel in a suburban scenario. They conducted a measurement for the wireless propagation
using an SDR-based UAV. The measured frequencies were 5.76 GHz and 1.817 GHz. The main
purpose of their work is to evaluate the impacts of mobility, radio environment, and obstacles
to a UAV in a 5G context. Using SDR-based UAVs to enhance 5G is also subject of study by
(D’ Alterio et al., 2019). On that work, the authors propose a quality-aware scheme for 5G by
using SDR-based UAVs to optimise the network. Their results show that, not only UAV's can
improve general network performance, but also they are be able to autonomously reposition
themselves according to signal requirements. Perhaps combining these works with a complete
algorithmic framework for distributed beamforming by a swarm of UAVs, as in (Mohanti et al.,
2019), and the automated distributed control for drone networks proposed by (Bertizzolo et al.,

2020) could achieve optimal results in future work.

In (PETROLO; LIN; KNIGHTLY, 2018) the authors proposed a UAV network called
ASTRO. Its main features are: the capability of executing on-board machine learning missions
based on UAV sensors data shared among other UAVs; the ability to use SDR to coordinate

networked UAVs in autonomous flight; and off-grid tetherless flight without a base station or
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air-to-ground network. ASTRO was validated through sensing missions to find and track mobile

spectrum cheater.

In (ZHANG et al., 2017), the authors presented a design and implementation of an SDR
able to send and receive channel data in real time. Their focus was mainly on multi-system
avionic architecture. The authors used laboratory results, where they simulated real conditions,
to demonstrate the system feasibility and to establish some performance metrics. However,
according to the authors, further system optimisations are needed to reduce CPU resources.
In (Zambrano; Bui; Landry, 2020). the authors continued their work proposing a technique
to mitigate interference when deploying two UASs in the same region and sharing the same

frequency range. They validated their work with practical experimentation.

In (SHI et al., 2018b) and (SHI ef al., 2018a), the authors also built SDR-based UAVs
testbeds for performing measurements in order to characterise the air-to-ground channel between
aerial platforms and terrestrial users at various heights and distances. Their numerical results show
that SDR-based UAVs can significantly improve throughput when compared with traditional
UAVs. The development of SDR-based UAVs testbeds were also the subject of the study in
(DUNNE; KEENLANCE, 2018), (ANDERSON; FREW; GRUNWALD, 2015) and (Sommer et
al., 2020).

The authors in (SHAMAEI; KHALIFE; KASSAS, 2018) studied the use of cellular
Long-Term Evolution (LTE) downlink signals considering navigation purposes. They designed
an SDR that is capable of acquiring, tracking, and producing ranges from LTE signals. Then,
the developed SDR was embedded on a UAV for the experimental evaluation. Nonetheless, the
authors concluded that developing the proposed receiver in hardware still need to be considered.
LTE was also the focus of the authors in (Matheou et al., 2019), where they deployed small

UAVs in low-altitute and measured the impact of civilians use of LTE on their UAV.

In JADON et al., 2018), the authors described how to develop a UAS testbed, to work
as a platform for networking and spectrum related research. It is embedded on commercial
off-the-shelf hardware and open source software components. The main contribution by their
work is the creation of a public database that can be used on new propagation models, and thus
enabling more accurate UAV network simulations. The authors, however, conclude that further
work should consider improvements on several hardware systems and software components
to enhance the experimental capabilities, such as new functions and expansion of the set of

questions explored.

In (WOLFE et al., 2018), the authors deployed a testbed to evaluate adaptive links for
802.11 UAV uplink. They used an SDR and a reconfigurable antenna mounted on a UAV and,
based on real experiments, they showed that the reconfigurable antenna with intelligent selection

enhances the signal quality when compared to an omni-directional antenna.

The author in (FOUDA, 2018) presented a study on security vulnerabilities of cyber-
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physical UAS. Although most of his work involved general/traditional UAS, the author also

contributed by outlining a series of vulnerabilities in SDR-based UAS.

In (PETITJEAN; MEZHOUD; QUITIN, 2018), the authors consider a scenario in which
UAVs are used to replaced damaged network ground infrastructure in emergency situations. They
developed an algorithm to help the UAV at locating the ground user and then serve as the flying
base station to that user. Their real experiments showed that their algorithm succeed at both,
locating the ground user, and locating the best spot when more than one ground user has to be

served.

The authors in (Adane, 2019) focused their work in developing a software-defined
transceiver especially designed for UAVs. Their transceiver lies on the use of cutting edge Field
Programmable Gate Array (FPGA) technology. Although they have only tested their transceiver
offboard an UAYV, the authors made clear that the next step of their research is to embed it to an
UAV prototype in order to prove that their technology will work in a real mission. Furthermore,
the RF equipment proposed by (Kornprobst; Mauermayer; Eibert, 2020), due to its low-cost and

light-weight features, could also have its use on UAVs experimented.

In (Wang et al., 2019), the authors proposed the use of a UAV integrated with SDR
technology to detect malicious WI-FI hotspots. They used well-known techniques for such
detection, and they take advantage of the power of SDR and of UAV’s high mobility to detect
such malicious hotspots in a large area. Although their system was fully designed, no outdoor
experiment was made. Also, their work could be further improved by using the signal detection
technique presented by in (AbdulCareem et al., 2020). This combination could help the UAV to

plan its route more efficiently and autonomously.

The integration between SDR and UAV was also used by (Figueira; Niedermeier Bel-
monte; de Freitas, 2020). In their work, the authors presented an architecture for a Command,
Control, Communications, Computers, Intelligence, Surveillance and Reconnaissance (C4ISR).
Their proposed system uses SDR not only on the UAVs themselves, but also on the ground control
station. They obtained important results with regards to producting and processing Intelligence,

Surveillance and Reconnaissance (ISR) ISR data in real time.

Another group of publications rely on simulated results. However, they contribute as

early and important steps towards efficient deployment of CR-based UAVs.

In (YOUNG; BOSTIAN, 2013), the authors proposed a new CR architecture aiming at
decreasing the radio’s cost, computational complexity, and size. Herein, the authors replaced
the usual SDR part of a CR with a radio frequency application specific integrated circuit. The
authors also encouraged researchers to evaluate similar radio frequency platform alternatives to

enhance CR performance for UAV applications.

In the book chapter in (BROWN; MCHENRY; JAROONVANICHKUL, 2015), the

authors explored the key role of CR technologies for UAS to use wider and different ranges of
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radio spectrum. To do so, the authors presented distinct architecture choices available for the
design of CR-based UAS.

The authors in (HAROUNABADI et al., 2015) proposed a Trajectory Aware Geographi-
cal (TAG) routing with UAV nodes to be used on CR ad hoc networks. It aimed to reduce the
time consumed due to PU activity. According to the authors, TAG routing could also be applied
to other kinds of wireless ad hoc networks, such as VANETSs with autonomous vehicles. This

application still have to be studied. Trajectory design is also subject of study in (Liu et al., 2020).

In (REYES; GELLERMAN; KAABOUCH, 2015), the authors proposed a CR technology
system to enhance the security and reliability of UASs/UAVs networks wireless communications.
They argued and showed that their proposed solution is effective at detecting lost link and
jamming, thus improving the reliability and security in the UAS/UAV. However, the authors

results are strictly based on simulations, and no practical results were obtained.

The authors in (MIK6; NéEMETH, 2015) developed a data communication system for
UAVs through SDR architecture. The system has the following features: bi-directional data
flow, radio navigation and ranging. The authors presented the system description, the hardware
platform and the test results. However, further efficiency and power amplifier enhancement is

needed.

The authors in (ANDRYEYEV; ARTEMENKO; MITSCHELE-THIEL, 2015) proposed
the use of lightweight directional antennas with a fixed beam on small UAVs. They also evaluated,
through software simulations, their performance. This approach aimed to enhance the system
capacity in CR ad hoc networks. For further research, the authors proposed improvements of the

approach.

In (GUTIERREZ et al., 2017), the authors investigated the characteristics of time and
frequency dispersion of UAS air-to-ground wireless channel at the frequency 5.8 GHz. To do
so0, the authors collected empirical measurements in mountainous desert terrains and outdoor
residential areas. For further research, the authors proposed to conduct the experiments in

different environments and compare the results in terms of channel phenomenologies.

The authors in (GONZALEZ; FUNG, 2017) developed an aeronautical surveillance
system aiming at the use of UAVs for delivery using a heterogeneous SDR framework. For that
purpose, they used Linux single board computers to integrate the SDR to a variety of platforms
used in a UAV delivery, such as Google Earth and Gnu Radio. Their proposed system successfully

decoded in real-time the location of aircraft.

In (ZHANG et al., 2017), the authors presented a design and implementation of an SDR
able to send and receive channel data in real time. Their focus was mainly on multi-system
avionic architecture. The authors used laboratory results, where they simulated real conditions,
to demonstrate the system feasibility and to establish some performance metrics. However,

according to the authors, further system optimisations are needed to reduce CPU resources.
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In (SBOUI et al., 2017) and (GHAZZALI et al., 2017), the authors focus on energy-
efficient solutions for CR-based UAVs. They focus on efficient-energy management of CR-based
UAVs, especially in terms of opportunistic spectrum access. Energy is a constraint in UAVs, and
it is a major issue for the efficient deployment of CR-based UAVs. However, their work is based

on simulated results.

The authors in (MIKO; NEMETH, 2013), (PARLIN; ALAM; MOULLEC, 2018), and
(NOBLE et al., 2017) all worked on jamming applications in SDR and UAVs. They used SDR as
a way to enhance UAVs safety by avoiding location jamming, to cause jamming to UAVs remote
controls, and to execute jamming attacks to traditional combat net radios using SDR-based
UAVs, respectvely. On the other hand, the authors in (Krayani ef al., 2020) focused on jamming
attacks executed to disable UAV controls. rather than location jamming. Although all four works
present promising results, they rely mostly on simulations, and no conclusive practical results

were obtained.

The authors in (HUANG et al., 2018) investigated a spectrum sharing between terrestrial
wireless communication systems and a CR-based UAV. They proposed an algorithm to obtain a
locally optimal solution to the non-convex problem of joint trajectory and power optimisation.
Their numerical results showed that their proposed strategy performs more satisfactory than

traditional methods. However, no practical results were presented.

In (LIU et al., 2018), the authors worked on spectrum sensing optimisation for CR in
UAVs, however, they had a different approach on integrating CR and UAVs. Their main idea is to
use UAVs to improve CR spectrum sensing, by reducing fading and shadowing effects when the
UAV is positioned in a high altitude during a flight. Their UAV performed circular flight around
the PU which spectrum was being sensed. Therefore, their focus is more related to UAV-based
CR than CR-based UAVs. It shows that, not only UAVs may benefit from CR, but also vice versa.
Improving spectrum sensing for UAVs was also subject of study in (Xu ef al., 2019), (Shen et al.,
2019), (Nie et al., 2019) and (PAN; DA; HU, 2019).

The authors in (CHEN et al., 2018) undertook a theoretical analysis on spectrum sharing
of UAVs with multiple ground PUs. Their analysis took into consideration false alarm and miss
detection probabilities, as well as the total interference of UAVs to PUs. Their simulated results
showed that as the probability of false alarm and the probability of miss detection are inversely
proportional. They also showed that UAVs transmission power and the interference they cause to
PUs are directly proportional, however at high heights and long distances UAVs cannot affect
PUs communication. Spectrum sharing was also subject of study in (Che; Luo; Wu, 2019),
but only numerical results are provided to validate their theoretical analysis, and no real-world

experiments were executed.

In (GHORBEL et al., 2018), the authors proposed an energy-efficient overlay CR ap-
proach for UAVs. Their strategy was centred on letting the UAV transmit on the PU channel while

it is also supporting the PU communication. Their simulated results showed that the proposed
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strategy provides gains in energy efficiency and offers additional transmission opportunities

when compared to traditional schemes.

In (Hasan ef al., 2019b), (Hasan et al., 2019a) and (HASAN et al., 2020), the authors
undertake a series of analysis focused on provisioning wireless network using CR-based UAVs.
First, the authors analyse the problem of deploying resilient connectivity using CR-based UAVs.
Then, they propose an adaptive error control framework for that scenario. Finally, they proposed
using CR-based UAVs to recover wireless network infrastructure in a disaster area. Although
the authors achieved positive results in all three works, they relied on simulations rather than

real-case experimentation.

The authors in (Aftab; Khan; Zhang, 2019) and (Almasoud; Kamal, 2019) all analysed
CR-based UAVs in an IoT context. Their work focused on a self-organised clustering scheme,
and data dissemination, respectively. Again, only simulated results were given. However, their
methods may be of great value for future work deploying real CR-based UAVs in an [oT context,

especially with regards to IoFT scenarios.

In (Zhao et al., 2019), the authors propose the use of Hidden Markov Model to predict
PU arrivals for CR-based UAVs. However, they only rely on simulated results. Furthermore, as I
discussed in (Santana et al., 2019), the HMM may not be suitable for real-world scenarios. My
results, however, considered the use of ED, which is a step that has not to be taken for simulated
results. Although further simulations should consider the step of detecting the PU itself, ideally
such techniques should be assessed with real data.

The authors in (Liang er al., 2020) proposed a method to optimise the throughput in
cognitive UAV networks. They propose a method of a joint optimisation of three-dimensional
location and spectrum sensing duration of a leading UAV, maximising a group of following UAVs’
throughput. Their simulated results show that their proposed scheme is superior to currently
deployed ones, with very little computational performance loss. Their future work shall consider

three-dimensionally mobile UAV nodes.

CR aircraft applications are also the subject of recent surveys. In (JACOB et al., 2016),
the authors carried out a survey on CR for aeronautical applications. Although their survey is
not directly related to UAVs, they present valuable information about studies involving CR and
UAS. Notwithstanding, the authors in (SALEEM; REHMANI; ZEADALLY, 2015) undertook
a survey on the integration of CR with UAVs. They discussed and highlighted a variety of
challenges, issues and future research in the field. In (POWELL et al., 2020), the authors provide
a comparative overview of SDRs. They address specifications for SDR hardware, features
of available SDR hardware that are acceptable for small UAVs, and measurements of power.
They also present SDR software specifications, open-source SDR software available, and SDR
software calibration/benchmarking. Finally, the authors present Aerial Experimentation and
Research Platform for Advanced Wireless (AERPAW) as a case study, and address various

different experiments that can be sponsored by SDRs on that platform to verify/test possible
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wireless advancements, protocols, and technologies. Finally, (SANTANA et al., 2018) (see
Appendix E) outline the state-of-the-art, opportunities, and future challenges in the field, As

shown in Table 3.

Table 3 — A summary of challenges and opportunities in each issue (SANTANA et al., 2018).

Issues Challenges and opportunities

Energy consumption Energy-efficient spectrum sensing and spectrum handover are critical
for CR-based UAVs to cover wide areas and/or long missions

Hardware
Embedded Conventional SDR hardware does not satisfy UAVs energy, resource
and physical space constraints, thus further research in CR hardware
platform for UAVs is needed
Response time The implementation must be fast enough to perform Spectrum sensing
and Handover in short response time
Software
PU arrivals Best suited transmitter detection for CR-based UAVs
Data generator PU arrivals simulated data generator used for machine-learning algo-

rithms training

Spectrum mobility Due to their high mobility, UAVs face very dynamic spectrum en-
vironments, hence further works should target spectrum mobility in
UAVs

Spectrum sharing

Underlay In underlay spectrum sharing, CR-based UAVs could achieve delay
and energy consumption reductions

Cooperation Cooperative sensing and transmission could be employed to reduce
interference among CR nodes and delay

The study in (SKLIVANITIS et al., 2018), published in July 2018, is a pilot work.
The authors designed, developed and validated through real indoor and outdoor experiments
CR platform for UAVs. To the best of my knowledge, it is the first work involving a real
CR-based UAV experiment. Their experiment involves on-ground CR nodes interacting with a
CR-based UAYV, and it shows that their proposed platform optimises wireless networks subject to
interference, thus maximising their throughput. However, because this work involves a low-cost
CR-based platform, it differs to their work. Moreover, this work’s validation experiment includes

security not present within the scope of their work.

3.3 Final Remarks

This chapter indicated the first steps taken towards integrating CR with UAYV, and a
review of the state-of-the-art of CR for UAV communications. Based on this review, it is clear
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that, although this field has been studied for several years, it has yet to reach its prime. Herein, I
identify gaps, challenges, and works that could complement each other, in particular regarding
the impact of CR to UAVs energy consumption, and the effects of UAV's mobility to CR spectrum
mobility and spectrum sharing, as well as the need for real scenario experiments.

With regards to the analysed papers, in general, they can be separated in two groups: one
using SDR-based UAVs for different applications; and other studying the impact of integrating
CR technology with UAVs, mainly with theoretical analysis and simulation results. A notable
exception to this is that publication (SKLIVANITIS er al., 2018). Their work, however, demands
a high level of investment and their strategy is suitable for investigating the behaviour of multiple
CR-based UAVs deployed together. Although their work presents valuable strategies and results,
the majority of the reviewed papers using simulated data do not require that level of complexity

to perform their experiments in real scenario instead.

In the next chapter, the experiments and results of this work are shown. The strategy that
was utilised in this work demands low levels of investment. It is also suitable for a number of
experiments on the field, in particular those using simulated data to analyse CR-based UAVs

spectrum mobility/handover strategies.
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CHAPTER

EXPERIMENTS AND RESULTS

4.1 Chapter Overview

Aiming at the global validation of CR for UAVs, it was necessary to execute major
experiments. This chapter presents the main experiments accomplished in this work, as well as

its results.

4.2 Scenario Specification

The first step of this work was to undertake a deep literature review. It is one of the main
activities in this work. For example, through this literature review, it was possible to identify the
major contribution of this work: the pioneering in creating a low-cost prototypical platform of a
CR-based UAV.

Firstly, I examined works and research topics being conducted in the laboratory. Then, I
chose a recent survey for each relevant research topic, to investigate gaps to explore in this work.
Thus, an early systematic review was conducted regarding spectrum mobility in CR networks,
inspired by a survey (SALEEM; REHMANI; ZEADALLY, 2015). The first systematic review
exposed that much work has been done involving CR and UAVs separately, but the integration

between the two is fairly unexplored.

This work presents the second systematic review I conducted. It focused on the study
efforts for integrating CR with UAVs, and it revealed Alexander Young in his PhD dissertation
(YOUNG, 2012) took the first notable steps towards CR-based UAVs. The recent publication in
(SKLIVANITIS et al., 2018) also presented a major contribution in the field. The main results of
this project’s review were presented in Chapter 2.

Although two systematic reviews were carried out, the literature review is a continuous

process in this work. This continuity is especially processed using web paper alerts, but main
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authors, conferences and journals in the field are also followed.

Because of the paucity in works related to CR-based UAVs, the second step of this
work was to evaluate possible compatibilities of existing CR technologies and strategies with
UAVs. At this stage of the work, CR equipment was studied, classified, and characterised, to find
compatibilities in terms of size, energy consumption, etc., so they can be integrated with a UAV.
In this process, data sheets and parameters such as physical dimensions of the board, energy
consumption, cost, bandwidth, radio frequency coverage, and half duplex / full duplex operation,

which may influence the integration with the UAV, were taken into consideration.

There was also a need to execute a characterisation and evaluation of CR algorithms
presented in the literature. They were studied, implemented, and evaluated, to define which
algorithms and strategies are more suitable to UAVs. Aspects such as response time, accuracy,

data throughput and energy efficiency were taken into consideration.

The next stage was to develop and test a CR platform with the purpose to integrate it with
the UAV. It was developed with a Raspberry Pi 3 connected to an RTL SDR 820T2 (RTL-SDR,
2018) as the radio front-end with a basic antenna. The RTL SDR 82072 is a simple and low-cost
USB SDR receptor which frequency coverage varies from 30 MHz to 1.8 GHz. Figure 9 shows
the CR platform; a picture taken in the laboratory.

Figure 9 — CR platform built for this work. This is equipped with a basic antenna, an RTL SDR 820T2 as
the radio front-end, and a Raspberry Pi 3.

=
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Source: the author
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Although the RTL SDR 820T2 does not support wireless data transmission (it only
supports wireless data reception), its low-cost feature makes it a valuable tool for CR experiments,
as most of the gaps are not found in the transmission itself, but in the received data processing
and decision-making. For example, to evaluate a given spectrum handover algorithm, a CR
device is not required to transmit wireless data itself. It only needs to sense the environment and

decide whether to vacate the channel.

A Parrot AR.Drone 2.0 (Parrot, 2018a) UAV was chosen to be integrated with the CR
platform built for this work. Figure 10 shows the Parrot AR.Drone 2.0 UAV used in this project.

Figure 10 — The Parrot AR.Drone 2.0 UAV.

Source: the author

Because Parrot AR.Drone 2.0 is a typical commercial drone widely used for entertain-
ment, it fits the "keep it simple" requirement of this project, and it is also appropriated to test the
CR platform suitability to mini-UAVs. Because the Parrot AR.Drone 2.0 is not open in hardware
nor in software (except for an SDK intended for the development of smartphones, smartwatches,
or VR glasses applications (Parrot, 2018b)), it is not possible to make changes directly to the
UAV. However, both the CR platform and the Parrot AR.Drone 2.0 run Linux operating systems
(Parrot, 2018b), therefore this work results are equally valid for open-source/open-hardware
Linux-based UAVs.

Moreover, this UAV provides a USB port on its top. This port will be the interface to
connect the CR platform to it. Figure 11 shows a picture taken in the laboratory of the Parrot
AR.Drone 2.0 without its hull, in which it is possible to see its USB port.

Because of the low energy supply provided by the the Parrot AR.Drone 2.0, it was
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Figure 11 — The Parrot AR.Drone 2.0 without its hull, highlighting its USB port.

Source: the author (SANTANA; CRISTO; BRANCO, 2021).

necessary to efficiently adapt the CR platform. I changed its operational system to Ubuntu Mate,
in order to have a better general compatibility with third parties software, and more control over
unnecessary background processing. It was also integrated with RLTSDR-Scanner, which is
an open-source cross platform Python frequency scanning tool for RTL SDR, whose source is
available at (EARTOEAROAK, 2019).

Finally, it was possible to deploy the CR-based UAV testbed outdoor. Figure 12 the
testbed developed and deployed in this work. Because of the influence that an indoor environment
could cause to radio data collection (for instance, because of walls, other devices etc.), outdoor

data collection is a key factor to determine the quality of the collected data.

4.3 Systematic Review

The first result obtained during this work is the literature review. It was published at the
ICUAS’18 - The 2018 International Conference on Unmanned Aircraft Systems, with the title
"Cognitive Radio for UAV communications: Opportunities and future challenges" (SANTANA
et al., 2018). The paper presents a review of the state-of-the-art of CR-based UAVs. It shows
an overview on Spectrum Mobility for CR-based UAVs, and also their hardware and software
constraints and requirements. Its main contribution is to highlight the demand of future research
on special CR for UAVs, and to summarise opportunities and future challenges (a link for the

full paper can be found in Appendix E).

The review results led me to contribute as a co-author of the paper "MARIO: A Cognitive
Radio Primary User Arrivals Data Generator", published in the WoCCES’18 6th Workshop
on Communications in Critical Embedded Systems, in conjunction with the ISCC’18 - IEEE

Symposium on Computers and Communications (CRISTO et al., 2018). The paper presents
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Figure 12 — The CR-based UAV testbed developed for this work. It consists of a Parrot AR.Drone 2.0
(Parrot, 2018a) UAV with a CR platform embedded to it.

Source: the author (SANTANA; CRISTO; BRANCO, 2021).

MARIO, a simple and intuitive data generator tool of Primary User (PU) arrivals. It offers the
opportunity of generating spectrum traffic data in a "keep it simple" concept, without the need
of using a complex and counter-intuitive simulator (a link to the full paper can be found in
Appendix E).

4.4 CR Platform

An additional result is the development of the CR platform shown in Figure 9. To validate
the platform operation, first I deployed it as a sensor on Electrosense !. This sensor was deployed
in the laboratory in which this work is under development. It is equipped with a basic antenna,
an RTL SDR 820T2 (RTL-SDR, 2018) as the radio front-end, and a Raspberry Pi 3 (Raspberry
Pi Foundation, 2018) with the Electrosense software. The main idea with deploying the CR

platform as a sensor is to use it to detect and predict PU arrivals, as a way to validate the platform.

I used the Electrosense open API to collect five days of data from two different spectrum
bands: from 144MHz to 148MHz, and from 806MHz to 824Mhz. According to the local
Agency of Telecommunications (Anatel) (Anatel, 2018), those spectrum bands PUs are intended
to serve Amateur Radio (AR) and Mobile Phone (MP), respectively (Anatel, 2018). Then, I
applied the Energy Detector (ED) ? in the collected data to determine the AR and the MP PU

presence/absence thresholds: Yz and yrp, respectively. Thus, I obtained as the outcome whether

More details on Electrosense can be found in Appendix A.

2 More details on ED can be found in Appendix B.
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the PU was present or not. As the data collected from the Electrosense contains the signal power
and the Hidden Markov Model (HMM) 3 inputs are states, the ED is needed before to make such
a conversion. In this work, the ED receives channel signal power through the time, and for each
time slot two states are returned by the ED: busy channel or idle channel. These states are the
HMM input. Finally, after applying the ED, the HMM is applied by considering that the first
four collected days (80%) were used to train the algorithm, with the fifth day (20%) being used
to test the prediction accuracy.

Figure 13 shows the collected spectrum data for five days in both spectrum bands: AR
and MP. The calculated signal-to-noise ratio (SNR) thresholds, yag = 14.5Db and yyp = 5.9Db,
are also presented. It is the data collected from our sensor via the Electrosense open API. As
previously mentioned, yag = 14.5Db and Yy p = 5.9Db were calculated using the ED. Thus, the
AR SNR over yag = 14.5Db are considered as the AR presence in its channel, whereas AR
SNR values below yag = 14.5Db are considered as the AR absence. Analogously, the MP SNR
values over Yyp = 5.9Db represent the MP presence, while MP SNR values below yyp = 5.9Db

represent the MP absence in its channel.

Figure 13 — Five days collected spectrum data from AR and MP with the resultant thresholds using the
ED.
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Figure 14 and Figure 15 present the results of the HMM applied to an AR and a MP,
respectively. The first 80%-portion is only shown as channel data, as it was used only for training.
The last 20%-portion is used to test and compare the prediction with the channel data. The

colored vertical lines represent the channel as being busy; the channel is idle otherwise.

The experiment shows that, although the ED demanded low computational cost, it may
not be suitable to be used for PU detection in a CR context. When the ED was applied to detect
AR, AR transmission power was often too low, causing the threshold to result in a low value, thus
channel noise was often detected as occupation of the channel by the AR. Furthermore, although

MP had a high transmission power when arrived in the channel, the channel noise changed

3 More details on HMM can be found in Appendix C.
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Figure 14 — Prediction of AR arrivals using HMM. The red corresponds to the 80%-portion of training
and blue corresponds to the 20%-portion used to compare with the predicted sequence, in

green.
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Figure 15 — Prediction of MP arrivals using HMM. The red corresponds to the 80%-portion of training
and blue corresponds to the 20%-portion used to compare with the predicted sequence, in

green.
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throughout the days. It led the threshold to be unbalanced in some periods. Other PU detection

methods should consider more information besides channel noise and PU power. Therefore, the

HMM cannot predict accurately AR and MP arrivals.

Furthermore, real PUs in general present no transmission or arrival pattern, usually
with a random behaviour. Because simulated PUs are often developed following some arrival

patterns, the HMM accuracy increases significantly when applied in a simulation. A PU should
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be classified as predictable or random. In stationary CR, it is possible to have prior information
regarding the PU, hence predictable PUs could be identified and their data could be used for
training. Each predictable PU might need a specific training algorithm. However, in mobile
CR networks, it may be difficult to obtain any prior information on PUs, as there are different
PUs in different geographic locations. Traditional prediction methods do not meet mobile CR
application requirements. The first reason is a PU would have to be classified as predictable, and
then its data would be collected and used for training. This is impracticable considering mobile

CR time and resources constraints.

The first result obtained at this stage were published at the WoCCES’19 - The 2019
Workshop on Communications in Critical Embedded Systems (as part of IEEE ISCC 2019), with
the title "A Case Study of Primary User Arrival Prediction Using the Energy Detector and the
Hidden Markov Model in Cognitive Radio Networks" (Santana et al., 2019) (a link to the full
paper can be found in Appendix E).

4.5 CR-based UAV testbed

The final experiment conducted in this work comprises executing a typical jamming
attack to the CR-based UAV testbed outdoor. The CR should detect the jammed frequency range

as busy and then switch to a backup frequency, thus avoiding the jamming attack consequences.

In this experiment, I used a jammer device capable of jamming the frequency 432MHz,
and the CR-based UAV testbed. Firstly, I deployed the CR-based UAV sensing the 432MHz
frequency. Secondly, I used the jammer device to execute the jamming attack in that frequency.
The CR-based UAV then sensed the high signal level in that frequency and it automatically
switched to its backup frequency. Although it was an outdoor experiment, it was important
to isolate it, keeping it away from other variables. Hence, I experimentally defined its backup
channel as 440MHz and its level threshold to -40dB. It was necessary to avoid that other PUs

and/or SUs interfered in the experiment, and to reduce the incidence of false alarms.

The algorithm applied was reactive with a backup channel. It consists of keeping sensing
the environment and checking whether the current channel signal 1s lower than the prefixed
threshold. It would only switch to the backup channel in case signal higher than the threshold
is sensed. It would, then, stop sensing, immediately switch to the backup channel, and restart
sensing. The validation of different algorithms for spectrum handover and PU detection are

beyond the scope of this experiment.

Figure 16 shows that the CR-based UAV testbed performed as expected under a jamming
attack.

For a clearer understanding of the radio spectrum environment within the frequency range

from 432MHz to 441MHz, I used the CR platform to make a data collection during a jamming
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Figure 16 — Data collected using the CR-based UAV. It kept using the 432MHz frequency until it sensed a
transmission level over the threshold. It then switched to its backup channel at 440MHz.
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Source: the author (SANTANA; CRISTO; BRANCO, 2021).

attack, in similar circumstances to the CR-based UAV testbed experiment. Figure 17 shows the
data collected. It highlights the 432MHz frequency level discrepancy under the jamming attack,

related to other frequencies within the measured range.

These results show that even switching to a channel around the same frequency bands
could be enough to avoid a jamming attack, considering the attacker does not have access to
the new channel. Also, note that we used a simple reactive algorithm based on static channel
noise threshold, but especially proactive algorithms may benefit from such data collections, since

Machine Learning techniques could be trained and tested over real-scenario data.

The results of the CR-based UAV tested, as well as an overview of CR-based UAVs,
were published in the journal Sensors, in 2021, with the title "Integrating Cognitive Radio with
Unmanned Aerial Vehicles: An Overview" (SANTANA; CRISTO; BRANCO, 2021) (a link to
the full paper can be found in Appendix E).

4.6 Final Remarks

This chapter presented the relevant experiments and results obtained throughout this
work. It started outlining publications as a result of literature review. Then it showed experiments
and results from the use of the CR platform and the CR-based UAV. Next chapter presents the

conclusions and future works.
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Figure 17 — Data collected using the CR platform. It shows a map of the level in dB measured within the
frequency range from 432MHz to 441MHz throughout the time.
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UAVs demand technologies so they can not only fly autonomously, but also communicate
with base stations, flight controllers, computers, devices or even other UAVs. Still, UAVs usually
operate within unlicensed spectrum bands, competing against the increasing number of mobile
devices and other wireless networks. Combining UAVs with CR may increase their general
communication performance, thus allowing them to execute missions where the conventional
UAVs face limitations. CR provides a smart wireless communication which, instead of using a
transmission frequency defined in the hardware, uses software transmission. CR smartly uses free
transmission channels and/or chooses them according with application’s requirements. Moreover,
CR is considered a key enabler for deploying technologies that require high connectivity, such as
Smart Cities, 5G, IoT, and the IoFT.

However, CR-based UAVs are an emerging, though promising, research field taking it
early steps towards a satisfactory integration. Several questions remain unclear, in particular
regarding the impact of CR to UAVs energy consumption, and the effects of UAVs mobility to

CR spectrum mobility and spectrum sharing.

This work not only highlighted gaps, issues and future challenges in the area, but it also
addressed some of them. In particular, this work differs to the majority of the works in the field
by having a real world approach. "Simulation-only" methods were quickly discard in order to
prioritise the deployment of a pioneer low-cost CR-based UAV testbed in a real world scenario.
The evaluation of CR algorithms and technologies was carried out with a focus on validating
which methods fulfil the energy and physical space constraints of UAVs, following the same real
world approach. It also aimed to improve the overall communication performance and security
of UAVs.

The experiments executed in this work showed there is a huge gap between simulation
and practical results when it comes to CR-based UAVs. The recent growth of works in the

field might address such issues, by developing specific CR hardware, software, and algorithms
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suitable for UAVs. Future work might also use real world experiments as validation for the high

number of simulated results.

5.1 Difficulties Found

The first difficulty was found during the literature review. It was supposed to be a review
on works involving real CR-based UAVs; none was found at that time though. It was then

necessary to change the review approach seeking for surrounding areas and researches.

The paucity of CR works addressing UAVs was a difficulty during all the project. Nearly
no information on which CR hardware, software or algorithms were suitable for UAV's could be
find within the literature. Every step taken in this project demeaned deep research in different

surrounding fields to succeed.

The lack of totally open-source and open-hardware Linux based UAVs and CRs on
the market was also a difficulty. Current CR hardware compatible with mini UAVs can barely
be found, and it is even more scarce (or even nonexistent) when it comes to open-source and

open-hardware Linux based compatible UAVs and CRs.

5.2 Contributions

In this work, firstly I presented an overview on CR-based UAVs, as well as their hardware
and software requirements. I also indicated the first steps taken towards integrating CR with
UAVs, and a review of the state-of-the-art of CR for UAV communications. This work has also

shown that several questions remain unclear in the field.

Secondly, I described a low-cost CR platform for experiments. I used it to undertake a
case study of two PUs arrivals prediction using the HMM in CR. I showed that the traditional
method of combining the ED with the HMM for PU arrivals forecast may not be suitable in a
real CR context, especially in mobile CR networks (e.g., VANETSs and FANETS). Real life noise
power data may vary throughout the time, causing the ED to detect noise as a PU. Additionally,
in mobile CR networks, the PU transmission power varies in different spectrum environments.

Moreover, real life PUs may present no pattern, thus significantly decreasing the HMM accuracy.

This work was also pioneer in proposing, developing, and deploying a low-cost CR-based
UAV testbed suitable for experimentation. It was described and characterised. It was used to
execute a mission in which it is performed as expected by avoiding a jamming attack, accordingly
to the CR features.
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5.3 Scientific Productions

5.3.1 Journal Papers

Dias Santana, G.M.; Cristo, R.S.d.; Lucas Jaquie Castelo Branco, K.R. Integrating Cog-
nitive Radio with Unmanned Aerial Vehicles: An Overview. Sensors 2021, 21, 830. doi:
10.3390/s21030830.

5.3.2 Conference Papers

G. M. D. Santana, R. S. Cristo, C. Dezan, J. Diguet, D. P. M. Osorio and K. R. L. J. C.
Branco, "Cognitive Radio for UAV communications: Opportunities and future challenges,"
2018 International Conference on Unmanned Aircraft Systems (ICUAS), Dallas, TX, 2018, pp.
760-768, doi: 10.1109/ICUAS.2018.8453329.

R. S. Cristo, G. M. D. Santana, D. P. M. Osorio and K. R. L. J. C. Branco, "MARIO: A
Cognitive Radio Primary User Arrivals Data Generator," 2018 IEEE Symposium on Computers
and Communications (ISCC), Natal, 2018, pp. 01137-01142, doi: 10.1109/ISCC.2018.8538660.

G. M. D. Santana, R. S. Cristo, J. -P. Diguet, C. Dezan, O. Diana P. M. and B. Kalinka
R. L. J. C.,, "A Case Study of Primary User Arrival Prediction Using the Energy Detec-
tor and the Hidden Markov Model in Cognitive Radio Networks," 2019 IEEE Symposium
on Computers and Communications (ISCC), Barcelona, Spain, 2019, pp. 1195-1198, doi:
10.1109/ISCC47284.2019.8969632.

5.3.3 Poster Presentations

20 Encontro Paulista de P6s-Graduandos em Computacao.Integrando radio cognitivo a veicu-
los aéreos ndo tripulados. 2018. 2nd Sao Paulo Meeting of Graduate Students in Computing.

Integrating cognitive radio with unmanned aerial vehicles. 2018.

5.4 Future Work Suggestions

Several future works shall complement this work, such as:

1. to analyse the impact of a UAV mobility to CR mobility algorithms;

2. to compare the energy consumption of a CR-based UAV and a traditional UAV in both

overcrowded uncrowded radio environments;

3. to investigate PUs from different geographic locations and how other spectrum sensing and
arrivals prediction methods (e.g., the MSM) can solve the question. Considering mobile

CR, such as vehicular CR networks, would be a major contribution;
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4. and to develop an open-source/open-hardware fixed wing UAV using a CR as its wireless

unity.
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APPENDIX

A

ELECTROSENSE

The Electrosense (RAJENDRAN et al., 2018; ELECTROSENSE, 2018) is an open

source collaborative spectrum monitoring tool based on the crowd-sourcing paradigm to collect

and analyse spectrum data. On Electrosense, users from different geographic areas may deploy

their own SDR sensors, so other users may remotely access those sensors data by using the open

API or the web interface.

Figure 18 illustrates the operation of Electrosense. Therein, different users deploy their

sensors and send the data to Electrosense. Then, the data is processed by Electrosense, and a

public access is provided. Users may access data from different sensors through the open API by

using custom applications, or via web interface. The data is available in different forms, e.g., a

user may retrieve data from a specific sensor and for different time and frequency ranges.!

Figure 18 — An overview of the Electrosense operation.
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APPENDIX

ENERGY DETECTOR

The ED (URKOWITZ, 1967) is a low-computational method for detecting a PU in a
given channel. Therefore, outcomes of this method are "true" in case a PU is detected (i.e., PU

signal present) or "false" otherwise (i.e., PU signal absent).

We denote Hj as the hypothesis PU signal is absent, and H; if PU signal is present. The

received signal is then given as

o V(l‘), H,
r(”_{ V(1) +s(t),Hy -1

where v(¢) represents the additive white Gaussian noise (AWGN) component and s(t) is the
bandpass received signal (MARIANI; GIORGETTI; CHIANI, 2010). A detection threshold y
has to be determined to decide whether the received signal is in the Hy form or in the H; form.

The detection threshold ¥ for a given Pgy is given by

Q_l(PFA))
\/M )

where N is the noise power spectral density, B the signal bandwidth, Q(.) the Q-function, Pgy

y=N,B (1 + (B.2)

the false alarm probability, and M the number of samples. The miss-detection probability Pyp
for a y is given as

Pyp =0 ((P~|——\/AN_/IdB)[<P+NdB) - 7]) : (B.3)

where P is the signal power (KIM; SHIN, 2008).

The ED does not require prior information about the PU signal. However, the main
drawback in this approach is that the threshold ¥ is fixed, thus it does not tolerate noise power and
PU power variations (KIM; SHIN, 2008; ALI; HAMOUDA, 2017; AKYILDIZ et al., 2008).1

' This text is part of a paper currently under submission process.
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APPENDIX

HIDDEN MARKOV MODEL

The HMM is a statistical Markov model consisting of two processes: the variation of the
unobserved (i.e., hidden) states is a Markov process, and the observation under a specific hidden
state 1s a normal random process (RABINER, 1989). A Markov process is a random process
whose future probabilities are determined by its most recent values and they are not affected by

past values.

One of the most traditional applications of the HMM is in machine recognition of speech.
However, due to the HMM’s rich mathematical structure and practical efficiency, it is widely
used in distinct Machine Learning applications. In CR, the sensing result returns the channel
occupancy hidden state as busy or idle (SOLEIMANI; KAHVAND; SARIKHANI, 2013; PHAM
et al., 2014b).

Details of the HMM procedure applied in this work are given in (RABINER, 1989).!

' This text is part of a paper currently under submission process.
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APPENDIX

QUERY STRINGS

The following strings were used to query the respective digital library sources.

TRB

("internet of flying things" OR "[oFT" OR "unmanned aerial system" OR "UAS" OR "UASs" OR
"unmanned aerial systems" OR "unmanned aircraft system" OR "unmanned aircraft systems" OR
"unmanned aerial vehicles" OR "drone" OR "drones" OR "UAV" OR "UAVs" OR "unmanned
aerial vehicle") AND ("cognitive radio" OR "cognitive radio network" OR "cognitive radio
networks" OR "CR" OR "CRN" OR "CRNs" OR "software defined radio" OR "SDR")

ACM

+("internet of flying things" "IoFT" "unmanned aerial system" "UAS" "UASs" "unmanned aerial

nn nn nn

systems" "unmanned aircraft system" "unmanned aircraft systems" "unmanned aerial vehicles"

nn

"drone" "drones" "UAV" "UAVs" "unmanned aerial vehicle") +("cognitive radio" "cognitive radio

network" "cognitive radio networks" "CR" "CRN" "CRNs" "software defined radio" "SDR")

Scopus

TITLE-ABS-KEY ( ( "internet of flying things" OR "IoFT" OR "unmanned aerial system"
OR "UAS" OR "UASs" OR "unmanned aerial systems" OR "unmanned aircraft system" OR
"unmanned aircraft systems" OR "unmanned aerial vehicles" OR "drone" OR "drones" OR
"UAV" OR "UAVs" OR "unmanned aerial vehicle" ) AND ( "cognitive radio" OR "cognitive
radio network" OR "cognitive radio networks" OR "CR" OR "CRN" OR "CRNs" OR "software
defined radio" OR "SDR" ) )

IEEE
("internet of flying things" OR "IoFT" OR "unmanned aerial system" OR "UAS" OR "UASs" OR
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"unmanned aerial systems" OR "unmanned aircraft system" OR "unmanned aircraft systems" OR
"unmanned aerial vehicles" OR "drone" OR "drones" OR "UAV" OR "UAVs" OR "unmanned
aerial vehicle") AND ("cognitive radio" OR "cognitive radio network"” OR "cognitive radio
networks" OR "CR" OR "CRN" OR "CRNs" OR "software defined radio" OR "SDR")



&9

APPENDIX

PAPERS

Dias Santana, G.M.; Cristo, R.S.d.; Lucas Jaquie Castelo Branco, K.R. Integrating Cog-
nitive Radio with Unmanned Aerial Vehicles: An Overview. Sensors 2021, 21, 830. doi:
10.3390/521030830.

<https://doi.org/10.3390/s21030830>

G. M. D. Santana, R. S. Cristo, J. -P. Diguet, C. Dezan, O. Diana P. M. and B. Kalinka
R. L. J. C.,, "A Case Study of Primary User Arrival Prediction Using the Energy Detec-
tor and the Hidden Markov Model in Cognitive Radio Networks," 2019 IEEE Symposium
on Computers and Communications (ISCC), Barcelona, Spain, 2019, pp. 1195-1198, doi:
10.1109/ISCC47284.2019.8969632.

<https://doi.org/10.1109/ISCC47284.2019.8969632>

R. S. Cristo, G. M. D. Santana, D. P. M. Osorio and K. R. L. J. C. Branco, "MARIO: A Cogni-
tive Radio Primary User Arrivals Data Generator," 2018 IEEE Symposium on Computers and
Communications (ISCC), Natal, 2018, pp. 01137-01142, doi: 10.1109/ISCC.2018.8538660.
<https://doi.org/10.1109/ISCC.2018.8538660>

G. M. D. Santana, R. S. Cristo, C. Dezan, J. Diguet, D. P. M. Osorio and K. R. L. J. C. Branco,
"Cognitive Radio for UAV communications: Opportunities and future challenges," 2018 Interna-
tional Conference on Unmanned Aircraft Systems (ICUAS), Dallas, TX, 2018, pp. 760-768, doi:
10.1109/ICUAS.2018.8453329.

<https://doi.org/10.1109/ICUAS.2018.8453329>


https://doi.org/10.3390/s21030830
https://doi.org/10.1109/ISCC47284.2019.8969632
https://doi.org/10.1109/ISCC.2018.8538660
https://doi.org/10.1109/ICUAS.2018.8453329

SSSSSSSSS



	Title page
	Title page
	Dedication
	Acknowledgements
	Epigraph
	Resumo
	Abstract
	List of Figures
	List of abbreviations and acronyms
	Contents
	Introduction
	Contextualisation
	Motivation
	Spectrum scarcity
	Application requirements
	Security
	Energy efficiency

	Objectives
	Text Organisation

	Background
	Chapter Overview
	Cognitive Radio
	Unmanned Aerial Vehicles
	CR-Based UAVs
	Hardware Characteristics
	Software Characteristics
	Spectrum sensing
	Spectrum handover
	Simulation tools

	Spectrum Mobility

	Final Remarks

	Literature review - the state-of-the-art in CR for UAV communication
	Chapter Overview
	Systematic Review
	Final Remarks

	Experiments and Results
	Chapter Overview
	Scenario Specification
	Systematic Review
	CR Platform
	CR-based UAV testbed
	Final Remarks

	Conclusions
	Difficulties Found
	Contributions
	Scientific Productions
	Journal Papers
	Conference Papers
	Poster Presentations

	Future Work Suggestions

	Bibliography
	Electrosense
	Energy Detector
	Hidden Markov Model
	Query Strings
	Papers

