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RESUMO

GARCIA, R. D. Governança de dados baseada em blockchain com preservação da priva-
cidade em configurações com múltiplas partes interessadas. 2023. 64 p. Dissertação (Mes-
trado em Ciências – Ciências de Computação e Matemática Computacional) – Instituto de
Ciências Matemáticas e de Computação, Universidade de São Paulo, São Carlos – SP, 2023.

Em sistemas envolvendo múltiplas partes interessadas, como o setor da saúde, internet das coisas
e o gerenciamento da cadeia de suprimentos, há uma geração, troca e compartilhamento frequente
de dados. Como resultado, os proprietários dos dados geralmente precisam controlar e preservar
a privacidade de suas informações, enquanto os consumidores dos dados exigem métodos para
determinar as origens e os criadores dos registros. Esses conflitos exigem soluções de governança
que garantam a proveniência dos dados, proteção da privacidade, gestão de consentimento e
compartilhamento seletivo. Para responder a esses desafios, esta pesquisa apresentou um sistema
descentralizado de governança de dados que utiliza a tecnologia blockchain, re-criptografia
por proxy (PRE) e assinaturas de Boneh, Boyen e Shacham (BBS). A abordagem proposta
permite que os proprietários dos dados controlem, compartilhem seletivamente e rastreiem seus
dados, mantendo a privacidade dos registros. Além disso, o sistema proposto permite que os
consumidores dos dados compreendam a linhagem dos registros por meio de um mecanismo
de proveniência baseado em blockchain. Como estudo de caso, a pesquisa examinou e avaliou
prescrições médicas eletrônicas envolvendo dados sensíveis e múltiplas partes interessadas,
incluindo pacientes como proprietários dos dados, médicos e farmácias como consumidores
dos dados. A pesquisa foi estruturada como uma coletânea de artigos organizados na seguinte
ordem: formulação do problema e desenvolvimento de contratos inteligentes, implementação
do gerenciamento de privacidade e consentimento por meio de re-criptografia por proxy e
aplicação de assinaturas de Boneh, Boyen e Shacham para compartilhamento seletivo de dados.
As avaliações de prova de conceito e implementação, utilizando CosmWasm, Hyperledger
Besu, Ethereum, pyUmbral PRE e BBS, mostram que o sistema descentralizado proposto é
independente de plataforma, escalável e capaz de fornecer uma maior transparência, privacidade
e confiança com uma sobrecarga mínima.

Palavras-chave: Governança de Dados, Descentralização, Prescrição Eletrônica, Privacidade,
Blockchain, Contratos Inteligentes, Re-criptografia por Proxy, Compartilhamento Seletivo.





ABSTRACT

GARCIA, R. D. Blockchain-based data governance for privacy-preserving in multi-stakeholder
settings. 2023. 64 p. Dissertação (Mestrado em Ciências – Ciências de Computação e Matemá-
tica Computacional) – Instituto de Ciências Matemáticas e de Computação, Universidade de São
Paulo, São Carlos – SP, 2023.

In multi-stakeholder systems, such as healthcare, the internet of things, and supply chain man-
agement, there is frequent data generation, exchange, and sharing. As a result, data owners often
desire control over their data and maintain privacy, while data consumers require methods to
ascertain the origins and creators of the data. These conflicts of interest require developing data
governance systems that guarantee data provenance, privacy protection, consent management,
and selective disclosure. This research proposed a decentralized data governance system utilizing
blockchain technology, proxy re-encryption (PRE), and Boneh, Boyen, and Shacham (BBS)
signatures to address these challenges. The proposed system enables data owners to control,
selectively share, and track their data through privacy-enhancing, consent management, and
selective disclosure mechanisms while also allowing data consumers to understand the lineage
of the data through a blockchain-based provenance mechanism. As a case study, the research
examined and evaluated electronic prescriptions involving sensitive data and multiple stake-
holders, including patients as data owners and doctors and pharmacists as data consumers. The
research was structured as a collection of articles organized in the following sequence: problem
formulation and developing smart contracts, implementing privacy and consent management
through PRE, and applying BBS signatures for selective data sharing. The proof-of-concept
implementation and evaluations, conducted using CosmWasm, Hyperledger Besu, Ethereum,
pyUmbral PRE, and BBS signatures, demonstrate that the proposed decentralized system is
platform-agnostic, scalable, and capable of providing a higher level of transparency, privacy, and
trust with minimal overhead.

Keywords: Data Governance, Decentralized, E-prescription, Privacy, Blockchain, Smart Con-
tracts, Proxy Re-encryption, Selective Sharing.
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CHAPTER

1
INTRODUCTION

The expansion of digital technologies has led to exponential data production and sharing
among stakeholders. Applications such as healthcare and the internet of things are examples
of this trend, as they rely heavily on collecting and disseminating data (MUKTA et al., 2022;
UDDIN et al., 2021). However, as the scale of data sharing expands, it is crucial to ensure that the
privacy rights of individuals are safeguarded. In multi-stakeholder applications, data consumers
need to clearly understand the lineage of the data they utilize, including knowledge of the services
and companies involved in collecting, storing, and disseminating the data. Furthermore, data
owners need to consent to share specific information with data consumers and have the control
to grant or revoke access to personal information and sensitive data, allowing greater control and
transparency in handling personal information (KAKARLAPUDI; MAHMOUD, 2021).

In the healthcare industry, sensitive data such as electronic medical records (EMRs) are
routinely produced and shared among various stakeholders, including patients, doctors, hospitals,
and pharmacies. For instance, EMRs contain personally identifiable information (PII), diagnosis,
and medication. This information is required for providing quality care. However, handling
sensitive data requires robust data protection measures to ensure the privacy and security of
individuals. The centralization of data storage in current healthcare systems, including electronic
prescription systems, imposes a significant challenge to protecting EMRs and the privacy of
individuals whose information is being collected and shared. The centralized structure of these
systems creates a single point of failure, making them vulnerable to breaches and unauthorized
access (WAZID et al., 2022; KSIBI; JAIDI; BOUHOULA, 2022). Additionally, the lack of
transparency inherent in such architecture can compromise the ability of patients to exert control
and oversight over their personal information, raising concerns about potential violations of
privacy rights (QAHTAN et al., 2023).

The trust mechanism in a centralized architecture is typically based on a central authority
to enable controlling and managing data access. In contrast, a decentralized architecture, such
as blockchain, uses distributed ledger technology to record and share information in a tamper-
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proof manner without needing a central entity (NAKAMOTO, 2009). Blockchain technology
uses a peer-to-peer (P2P) network to establish trust through a consensus mechanism among
participating nodes rather than relying on a central authority, providing security and transparency.
The transparency inherent in blockchain technology enables all participants in the network to
have a clear view of the data and its history, making it easier to trace the lineage of the data and
understand how it has been shared and processed. Furthermore, the decentralized structure of the
network makes it more resilient to attacks and failures. In addition to its decentralized structure,
blockchain technology also enables smart contracts. This feature was initially proposed by Szabo
(SZABO, 1997) as protocols, and in blockchain platforms such as Ethereum, acts as immutable
self-executing programs written in code and stored on the blockchain (BUTERIN et al., 2014).
It enables tasks automation and agreements without needing a third party as an intermediary,
which increases efficiency, security, and trust in the execution of the contract while also reducing
costs (HEWA; YLIANTTILA; LIYANAGE, 2021).

Despite capabilities, one of the main limitations of using blockchain technology in
sensitive applications such as healthcare and the internet of things is the issue of data privacy
(PENG et al., 2021). The transparency of blockchain technology means that all data stored on
the blockchain is available to all network nodes. It implies a significant challenge to maintaining
the confidentiality of sensitive healthcare information, such as medical records and personal
information, which must be protected in compliance with regulations such as the General Data
Protection Regulation (GDPR) (QI et al., 2022). Researchers have proposed some approaches
to address the issue of sensitive data privacy in healthcare applications, such as off-chain data
storage, encryption, and zero-knowledge proofs (ZKP) (WANG; ZHAO; WANG, 2020; QI et

al., 2022). However, there is a lack of study on enabling data owners to manage and selectively
share attributes with stakeholders while preserving sensitive data privacy, particularly in the
healthcare sector, such as electronic prescription. The objective of the research aims to propose a
blockchain-based system that answers the following research questions (RQ):

∙ RQ1: how can blockchain and smart contracts secure and manage sensitive data in a
tamper-proof ledger? In particular, how can smart contracts be implemented for electronic
prescription use cases using byzantine fault tolerance (BFT) platforms such as Tendermint?

∙ RQ2: how can data owners, such as patients, maintain their privacy while still tracking
and governing the usage by other parties?

∙ RQ3: while maintaining data owners’ privacy, how can a regulatory entity access data for
accountability and compliance verification in a decentralized data governance system?

∙ RQ4: how can data owners selectively share specific attributes with certain stakeholders
in a reliable and scalable manner?
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Particularly, this study employed proxy re-encryption (PRE) to ensure the privacy of
sensitive data and enable data sharing with owner consent. Additionally, Boneh, Boyen, and
Shachum (BBS) signatures built with zero-knowledge proof were utilized to allow the selective
sharing of data in a blockchain-based system. The research focused on the electronic prescription
(e-prescription) use case, a multi-stakeholder application with sensitive data sharing (VEJDANI et

al., 2022; ALDUGHAYFIQ; SAMPALLI, 2021). Patients act as data owners and can selectively
share their data with relevant stakeholders, such as pharmacies and doctors while keeping the
data securely encrypted and stored on the blockchain.

1.1 Thesis Organization and Contributions
This dissertation was structured as a collection of articles arranged according to con-

tribution. Figure 1 presents the dissertation organization with the research questions and the
techniques utilized. Chapter 2 and 3 are part of an incremental study focusing on answering RQ1
by presenting the implementation and evaluation of smart contracts. Chapter 4 aims to address
RQ2 by presenting a blockchain-based system with privacy protection using PRE. In addition,
Chapter 5 focuses on answering RQ3 and RQ4 by allowing a regulatory entity to access data for
accountability and enabling data owners to disclose attributes using BBS signatures selectively.

RQ1

RQ2

RQ3 and RQ4

Proxy re-encryption

Proxy re-encryption and 
BBS Signatures

Privacy protection

Consent management

TendermintBFT-based 
consensus Consensus without mining

Privacy protection

Consent management

Selective Sharing

Chapter 2 and 3 Chapter 4 Chapter 5Chapter 1

Introduction

Chapter 6

Conclusion

Figure 1 – Representation of the dissertation structure, highlighting the research questions and the tech-
niques and platforms employed within the chapters

The first article, titled “Towards a Decentralized e-Prescription System Using Smart

Contracts” and presented in Chapter 2, introduces an electronic prescription system that leverages
smart contracts on BFT platforms. The main contribution of this research is the design and
implementation of a blockchain-based e-prescription system using smart contracts on a BFT-
based consensus mechanism. In particular, the work used Tendermint consensus, which is not
widely adopted for smart contract applications. The study compares the performance of the
proposed system with another BFT platform, Hyperledger Fabric, evaluating contract file size,
transaction overhead, scalability, and smart contract deployment complexity. However, the study

does not evaluate and compare the cost with another existing consensus mechanism, such as

Proof of Work (PoW). Furthermore, the work does not address the issue of data privacy in

transactions, and the mechanisms used to protect it.
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Chapter 3 presents the second article, titled “Exploiting smart contracts in PBFT-based

blockchains: A case study in medical prescription system” which builds upon the previous
work by providing a more comprehensive evaluation and discussion. The contributions are to
evaluate the implementation of smart contracts on BFT blockchain platforms such as Tendermint
and Hyperledger Besu and compare their operational cost and performance to Ethereum, a
PoW blockchain. However, the study only briefly discusses the use of public key encryption to

preserve patient privacy in the blockchain-based e-prescription system and does not evaluate its

effectiveness.

The third work, entitled “A Blockchain-based Data Governance with Privacy and

Provenance: a case study for e-Prescription” presented in Chapter 4, implements the use of
proxy re-encryption to ensure patient consent and privacy. The main contribution of the research
is the development of a system that enables data owners to control and monitor their data through
privacy-enhancing and consent management mechanisms while also allowing data consumers to
trace the origins of the data through a blockchain-based provenance system. However, the study

does not implement a selective disclosure mechanism to allow data owners to share specific

information with selected stakeholders.

As an extension of prior work, the fourth article, entitled “Blockchain-aided and Privacy-

preserving Data Governance in Multi-stakeholder Applications” which is presented in Chapter
5, includes a regulator authority and incorporates the use of Boneh, Boyen, and Shacham (BBS)
signatures to enable selective sharing by data owners. The research presents the following
contributions: a decentralized architecture for multi-stakeholder applications which combines
blockchain, smart contracts, and proxy re-encryption mechanism that allows for data owner
consent while keeping data encrypted on the blockchain, enabling regulator entity to track the
records with data owner permission; the use of BBS signatures to enable data owners to share
specific attributes with data consumers; and a proof-of-concept performance evaluation using
BFT blockchain platforms (CosmWasm and Hyperledger Besu) compared to Ethereum PoW.
Additionally, the study employs NuCypher’s pyUmbral proxy re-encryption (PRE) library and
MATTR JSON-LD library using BLS12-381 key pairs for BBS signature evaluation.

The study’s conclusion, limitations, and future research are discussed in Chapter 6. All
evaluation software and smart contracts developed as part of this research can be accessed on
GitHub1.

1 <https://github.com/rodrigodg1/e-prescription>

https://github.com/rodrigodg1/e-prescription
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CHAPTER

2
TOWARDS A DECENTRALIZED

E-PRESCRIPTION SYSTEM USING SMART
CONTRACTS

This chapter presents the article published in the International Symposium on Computer-
Based Medical Systems (CBMS) under the following IEEE permission:

c○ 2021 IEEE. Reprinted, with permission, from R. D. Garcia, G. A. Zutião, G. Ramachan-

dran and J. Ueyama, "Towards a decentralized e-prescription system using smart contracts"

2021 IEEE 34th International Symposium on Computer-Based Medical Systems (CBMS), Aveiro,

Portugal, 2021, pp. 556-561, doi: 10.1109/CBMS52027.2021.000371

Contribution Statement: Software, Data curation, Writing – review & editing.

1 <https://doi.org/10.1109/CBMS52027.2021.00037>

https://doi.org/10.1109/CBMS52027.2021.00037
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Abstract—Electronic prescription (e-Prescription) is a digital
way to manage medical prescriptions and reduce inconsistencies
in the communication between doctors, patients, and pharmacies.
Smart contracts allow the automation of tasks and business rules
in a decentralized architecture (i.e., without the need for an
intermediary or central authority). Platforms such as Ethereum
and Hyperledger Fabric support smart contracts development
through a consensus mechanism such as Proof-of-Work or
another criterion among the network’s participating nodes. This
paper explores Tendermint, a Byzantine Fault Tolerant (BFT)
based consensus mechanism that has not yet been widely adopted
for smart contracts platforms. We apply our devised model
to the healthcare application domain, more precisely in the
field of e-prescription, and our results demonstrate that smart
contracts can be implemented on a BFT-based platform. To the
best of our knowledge, this is the first study investigating the
implementation of smart contracts in a BFT-based platform such
as Tendermint. We exploit this domain as there can exist some
conflicting interests of profit-taking. For example, pharmacists
can increase the medication dosage above the one prescribed by
doctors for profit-taking. Such a scenario can occur particularly
in countries where healthcare is free of charge and offered as
a public service (e.g., Brazil). We show that smart contracts
in BFT-based blockchain can help in solving problems in these
application scenarios. Finally, our two key contributions in this
paper are two-fold: (i) exploit smart-contracts in BFT-based
platforms where they (smart contracts) are not very established
yet in the blockchain domain; (ii) provide a smart-contract-based
e-prescription solution to reduce the costs (no need for a central
authority) and scams particularly in countries where the medical
service is free and public.

Index Terms—Smart Contracts, e-Prescription, Tendermint,
BFT

I. INTRODUCTION

Electronic prescriptions are an efficient way to communi-
cate and manage prescriptions between doctors, patients, and
pharmacies. Medical records and recommended medications
are stored digitally, allowing more effective communication
between stakeholders. However, existing systems use a cen-
tralized architecture, a single point of failure, and control,
allowing a central authority to manage and change sensitive
records such as medical prescriptions enabling patients to
receive medications without a doctor’s prescription. Note that
a few medicines can only be purchased from pharmacies with

doctor’s prescription. However, some pharmacies illegally sell
medication to patients without a valid doctor’s prescription,
which leads to drug abuse. In some cases, it may cause serious
health issues [1], [2]. To overcome such a problem, we pro-
pose a decentralized e-prescription system using blockchain
technology and smart contracts.

Blockchain is a technology that has a set of features such as
hard-to-change records and encryption using a fault-tolerant
and decentralized architecture. Records are stored through
blocks and added in time-sequential order based on a con-
sensus among network participants. This technology has been
adopted by several applications, including finance sectors, for
performing tasks efficiently with cost reduction [3].

Smart contracts are programs that contain business logic
and are executed within the blockchain. These programs
make it possible to automate tasks, without the need for an
intermediary. In e-prescription, smart contracts are a safe and
efficient way to manage medical records and medicines sales.
With this technology, it is possible to create rules to validate
prescriptions in a decentralized and fault-tolerant architecture.
Smart contracts have been used in social applications such
as the Internet of Things [4], Finance [5], and several other
applications [6], [7].

In Ethereum, smart contracts can be developed using a set
of languages like Solidity [6]. These programs are compiled
as byte code and run on a virtual machine. Although Ethereum
is a widely used smart contract platform, the transaction cost
is one of its limitations, making it less attractive for cost-
sensitive applications. Hyperledger Fabric follows a different
structure than the common one present on other Distributed
Ledger Technologies. In Fabric, the order that each transaction
follows is execute-order-validate. Besides, it follows a private
and consortium deployment model [8]. Fabric supports smart
contracts developed in Go, JavaScript, TypeScript, and Java.

Tendermint, a BFT-based blockchain platform, introduces a
solution for the blockchain consensus without the high cost
of mining and allows flexibility for developing applications in
different existing high-level languages. This solution was built
from the adaptation of a solution to the Byzantine Generals
Problem [9], [10]. One of the goals of Tendermint is to

18 Chapter 2. Towards a decentralized e-prescription system using smart contracts



separate the application from the consensus mechanism. The
application is executed in a separate process from Tendermint,
and communication is carried out through an interface called
ABCI (Application Blockchain Interface). These features al-
low flexibility for developing applications with the replicated
state machine in different existing high-level languages. Ten-
dermint can thwart byzantine failures, but its ability to execute
smart contracts is not explored in literature, which is one of
the aims of this work.

In this paper, we explore the use of smart contracts in
Tendermint, which is a Practical Byzantine Fault Tolerance
(PBFT) [11] based blockchain platform, for a decentral-
ized e-prescription application. For the experiments, we use
CosmWasm, a secure multi-chain smart contracts platform
based on Tendermint and compares its performance with a
Hyperledger Fabric implementation, a modular decentralized
ledger technology (DLT) platform. By such a comparison,
we want to show the feasibility of executing smart contracts
over PBFT-based platforms such as Tendermint. The software,
including smart contracts, used for the evaluation is available
online [12]. To the best of our knowledge, this is the first
study investigating the implementation of smart contracts in a
BFT-based platform such as Tendermint.

II. MOTIVATION AND RELATED WORK

In many countries, including Brazil, healthcare service is
public and free of charge for the entire population. This
has a downside of bringing problems, such as scams to
acquire particularly costly medications. One of the existing
problems is the adulteration of medical prescriptions that lead
to medication trades in the black market [1]. It is noteworthy
that the centralized Electronic Health Record (EHR) systems
are typically managed and controlled by a single stakeholder.
Such systems are susceptible to central points of failure [13],
[14] and interest conflicts (e.g. the pharmacist may take profit
while the country may suffer losses). A number of blockchain-
based solutions for managing medical and medication data
have been proposed so far. Thatcher and Acharya explored
the blockchain’s immutability feature in digital prescription
systems and proposed an application called RxBlock [15].
Azaria et al. [16] introduced MedRec, a solution using
Ethereum’s private network for managing medical records,
where the smart contracts are established between patient and
a provider. Similarly, Ribeiro and Vasconcelos [17], proposed
MedBlock, a solution using Hyperledger Fabric to save patient
information and consultations using smart contracts. Xia et
al. [18] proposed a solution for sharing medical data called
MeDShare. Ying et al. [19] suggested an architecture for the
supply of medicines to prevent illegal actions by an agent in
confidential transactions.

Tanwar et al. [20] explored several solutions using
blockchain for the current model of healthcare systems. The
authors proposed a model for registering EHRs on a unified
ledger to use administrators, patients, clinicians, and laborato-
ries. This solution does not involve the pharmacy operations
and is more focused on forming a service between a laboratory

and a clinician, which is complementary to the present work.
Wu and Tsai [21] presented an architecture for blockchain
systems where the hospitals’ nodes request medical record data
between them to gather the information necessary on the case
of an appointment to help the doctor make a diagnosis and
complete prescriptions.

The key problem with the above mentioned efforts is that
none of them explores a lightweight and cost-efficient smart
contract solutions based on PBFT and to the best of our
knowledge none of the implemented solutions claim or prove
to be blockchain-agnostic. In this paper, we explore Tender-
mint BFT as a smart contract platform targeting resource-
constrained and cost-sensitive e-Prescription systems and com-
pare it with an implementation in Hyperledger Fabric. We
compare our solution with Fabric as most of the existing works
have proof of concept based on Fabric.

III. BACKGROUND

A. Smart Contracts

The concept of smart contract technology was initially
suggested and presented by Nick Szabo [22] in the 1990s, and
currently has potential applications for a variety of use cases
and application domains [6], [7]. Smart contracts are programs
that allow the business logic to be encapsulated as a program
in the blockchain and executed when some pre-established
condition between the parties is reached. First, the contract
is implemented by the developer with the business logic of
the application using a programming language accepted by
the platform. Then, the contract is compiled and published on
the blockchain [7]. In most cases, the address is necessary to
send transactions for the contract method. These transactions
will be processed, and the results will be compared using the
criteria of the consensus protocol.

B. Tendermint Consensus

Tendermint is an open-source project that focuses on the
consensus mechanism. It allows the development of replicated
and Byzantine fault-tolerant systems - systems that do not
have a central point of failure or a central point of control
[23]. Communication between the application and Tendermint
is carried out through the ABCI interface that integrates the
blockchain with the application logic. In this regard, the
application can be built in any high-level language and then
combined with Tendermint.

Tendermint uses the PBFT protocol for the Byzantine fault-
tolerant replicated state machine [9]–[11]. From the expression
N ≥ 3m+1, it is possible to determine the minimum number
of active nodes N to keep the system fault-tolerant. Here, m
is the maximum number of simultaneous faults.

Each node validator will execute the smart contract to
process and validate each transaction, and the results of the
validation will be stored in that node’s mempool. If the
transaction is valid, it will be transmitted to another peer
validator to be validated, and the process is repeated for the
other peers. Upon reaching the block time, the proposer node
will build the block with all the transactions stored in the
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interval with the respective hashes values of those transactions
[23].

From the block created by the proposer, each validator node
will process the block and send the result to the adjacent peers.
First, if 2/3 of the network approves the block, a pre-vote
message will be sent between the nodes, and again if 2/3 of
the nodes confirm the block, the pre-commit message will be
sent between the nodes and the new block will be stored on
the blockchain. Figure 1 shows the steps in the consensus
mechanism in Tendermint.

proposer

pre-commit
 block

next block, next proposer

commit 
block

no
+2/3

wait for
+2/3

majority

pre-commit
nill

new
round
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+2/3
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wait for
+2/3

majority

wait for
+2/3

majority

+2/3

no
+2/3

pre-vote
 block

invalid block 
pre-vote

 nill

valid block

next proposer

Figure 1. Tendermint consensus mechanism

C. Consensus in Hyperledger Fabric

The consensus in Hyperledger Fabric is pluggable, that
is, it isn’t hard-coded on the implementation, so it can be
implemented differently for each case. The endorsement part
of the consensus consists of the broadcast of a proposal
of transaction to other nodes, which will be the endorsers.
Each one of them executes locally the proposed transaction
and sends both the data that were used as input and the
output data to the client, which will send the collection of
the endorsements to the ordering service [8].

IV. A DECENTRALIZED E-PRESCRIPTION SYSTEM

A. Model Architecture

We propose a model for the registration and management
of medical prescriptions and medicines sales using smart
contracts. In this scenario, we have the doctor who performs
the diagnosis and prescribes the medications to the patient
through the application of the doctor/clinic or hospital. The
pharmacist analyzes the prescription and sells the medicines
to the patient through the application of the pharmacy. The
representation of the scenario can be seen in Figure 2.

Network

Doctor/Hospital
Application

Patient
Application

interacts 
with

Doctor

Patient

interacts 
with

sends 
requests to Pharmacy

Application

sends 
requests to

Pharmacy

interacts 
with

Patient

Figure 2. Decentralized architecture with stakeholders

The pharmacy application will only allow the pharmacist
to finalize the medication’s sale in the patient’s medical
prescription by checking the smart contract. For each sale
made to the patient, it will be recorded in the contract’s
transaction history with the pharmacy and will be consulted
later by the medical application.

Prescriptions and medicines sales are transactions sent to the
network and are validated by the contract. Each patient has a

contract with the doctor and the pharmacy. The prescriptions
and sales of medications are transactions in these contracts.
Thus, both the doctor and the pharmacist will be able to
consult the patient’s prescription and medicines’ sales history
through the contract address. Therefore, prescriptions and sales
will only be valid on the network if it meets all the conditions
established in the contract. Hence, counterfeiting, alteration of
records, and sales without prescriptions will not be valid.

In the model, the doctor, through the application, can create
an instance of the contract, i.e., assign the two parts of the
contract (doctor and patient) through the addresses. Then,
create a prescription specifying the diagnosis and medications
and consult the patient’s prescription history through the in-
stantiated contract address. The patient will inform his address
so that contracts, prescriptions, and sales can be carried out.

2.1 instantiate_contract
(code_contract, doctor_addr, patient_addr, amount_tokens )

Medical
Application

Smart Contract
Platform

contract_address

Doctor

transaction result

contract_address

1. request create_contract()

code_contract

2. insert_contract_info
(code_contract,doctor_addr, patient_addr)

code_contract

3. create_prescription
(contract_address, medicine, diagnosis)

transaction result

1.1 deploy_contract(medical_contract)

3.1 approve_transaction(prescription)

Figure 3. Sequence diagram for medical contract

The pharmacist creates an instance of the sales contract
with the patient and concludes the drug’s sale. Accessing
the functionality of selling medication includes consulting the
contract’s status and checking the medication prescribed by
the doctor and the latest sales made to the patient, avoiding
multiple transactions. These features are represented in the
use case diagram in Figure 4 and the sequence diagram of the
events in Figure 3.

<<include>>Doctor

Create Prescription

Instantiate 
Medical Contract

Patient

Pharmacist

Instantiate
Sales Contract

Read the Patient's 
Prescription History

Sell Medicine

Read the History of 
Medications Sold to The Patient

<<include>><<include>>

<<include>>

Figure 4. Use case diagram with stakeholders

A note on Privacy: Privacy of the patients can be respected
in our solution by leveraging a permissioned blockchain in
combination with encryption schemes, wherein the patient and
the doctor can authorize the pharmacy to decrypt the encrypted
data stored on the blockchain. As Feng et al. [24] and Huynh
et al. [25] explored privacy in blockchain technology, our work
can comply with privacy requirements having identity privacy
(with the use of the contract addresses instead of the patient
identity) and transaction privacy (also possible with the use of
the contract address and cryptography, which makes it difficult
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to analyse a single transaction, similar to the work done by
Oliveira et al. [26], which used a public key infrastructure to
ensure authenticity), however data confidentiality is a open
research question and future expansions on it should be
considered. We plan to extend our decentralized e-prescription
system with privacy-preserving techniques in our future work.

V. IMPLEMENTATION OVERVIEW

We implement the e-Prescription system presented in Sec-
tion IV using Tendermint and Hyperledger Fabric. To the best
of our knowledge, this is the first study that implements smart
contracts over PBFT-based platforms such as Tendermint and
compares its performance with Hyperledger Fabric.

A. Smart Contracts over PBFT

We use CosmWasm as the PBFT-based platform, which
uses Tendermint as the consensus layer while providing smart
contracts support. In the CosmWasm platform, the contract
was implemented in the Rust programming language to ad-
dress who can send the transaction to the network (doctor or
pharmacist) and who can receive it (patient). Each contract has
an initial amount of tokens sent to the patient to represent a
completed transaction. This contract model required 165 lines
of code, excluding external and test modules.

To store these transactions, Tendermint uses LevelDB and
the contract status, as the Cosmos SDK modules are stored
in a variant and persistent key-value structure of the AVL
trees. For transaction costs, CosmWasm at the current stage
uses a symbolic and configurable token for transaction fees.
Tendermint as the consensus platform, allows configurations
of these parameters.

The transaction tests were carried out on a local network
with a single validator node, and in a second step, we used a
testnet with eight and twelve active validators from around the
world. For all transaction tests, shell scripts were implemented
to determine the transaction’s validation time on the network.

B. Hyperledger Fabric and Smart Contracts

The Hyperledger Fabric local test network implementation
consists of a network with four nodes, an orderer node
considering only one organization. The implementation would
involve multiple organizations for each hospital and Pharmacy
with a separate ordering service in a real-world scenario.
The transactions are sent to the network using a system
implementing the Hyperledger Fabric’s Node SDK, accessible,
for example, through an API.

Two smart contracts were used, one for the Doctor/Patient
registers and the other for the Pharmacy/Patient registers. Both
of them were written using the Go programming language and
implemented two functions: one used to send a new register
to the ledger and one to query by patient address. The Doctor
and Pharmacy smart contract files developed are 164 and 157
lines long respectively.

For benchmarking the transaction time we implemented a
simple script that uses Hyperledger Fabric’s Node SDK to
measure the time of a given quantity of transactions and

Table I
CONTRACT INFORMATION FOR EACH PLATFORM

Platform Prog.
Language

File Size
(for upload)

Nº Lines
of Code

Doctor Phar-
macy

Fabric Golang 780B 164 157
CosmWasm Rust 175kB 165 165

outputs each transaction time and the overall time in the
terminal and then compared the results with the ones obtained
using Hyperledger Caliper, a well stablished benchmarking
tool.

VI. EVALUATION: COMPARING HYPERLEDGER FABRIC
SMART CONTRACTS WITH SMART CONTRACTS IN

TENDERMINT BFT

This section presents the evaluation of our prototype with
the intent to show that smart contract in Tendermint is viable.
It starts off by showing a comparison between the contract
implementation carried out in Tendermint and Fabric. Note
that we did not consider the Ethereum platform for our test
implementations due to the costs associated with deploying
contracts and processing transactions, but we uphold further
extension in implementing our solution using the Ethereum
platform.

A. Size of Smart Contracts

Table I compares the contract file size and the number
of lines of code for the CosmWasm and Hyperledger Fabric
platform. As shown on the table, each contract’s size on
the Hyperledger Fabric implementation is approximately 780
bytes (including composite key and the register) and 175
kilobytes on the CosmWasm. Still, sizes can vary based on the
business rule encapsulated in the contract, which can change
mostly related to the prescription/sale data. Both implementa-
tions achieve a small size for each contract, which means that
storage wouldn’t be a limiting factor in a large scale case. This
is due to the simplicity of the data that the contracts deal, since
the user don’t need to provide much information to have a
contract associated to him, just his key. It is important to note
that this test used CouchDB with Fabric, different results could
be obtained using a LevelDB database, but we chose to use
CouchDB because it’s a fully-fledged external database.

B. Transaction Overhead

Each implementation’s average transaction time (validation
and inclusion in a block) is shown in Table III, and each
transaction’s time between the platforms in Figure 6. To
observe the data’s dispersion, we calculate the amplitude and
standard deviation of the transaction times. The results are
summarized in Table II for a local network with a single
validator and Table IV for the CosmWasm platform with
one, eight, and twelve validators. In contrast, the Hyperledger
Fabric implementation evaluation could only be evaluated
locally due to the absence of a testnet. Still, as shown by
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Table II
AMPLITUDE AND STD. DEVIATION OF TRANSACTIONS ON A LOCAL

NETWORK WITH A SINGLE VALIDATOR (IN SECONDS)

Platform Max. Time
(s)

Min. Time
(s)

Amplitude
(s)

Std.
Deviation

(s)
Fabric 3.056 2.072 0.984 0.099

CosmWasm 4.919 1.995 2.924 0.291

Table III
AVERAGE TRANSACTION TIME BETWEEN EACH PLATFORM (IN SECONDS)

Platform Total
Transactions

Nº Validators

Single
(Local) (s)

8
(Testnet)

(s)

12
(Testnet)

(s)
Fabric 100 2.094 - -

CosmWasm 100 2.099 8.574 8.940

Shalab et al. [27], the implementations with smaller block sizes
can be more performant.

For the Fabric platform on a local network with a single
validator measured using our benchmarking tool the am-
plitude was 0.984s and the standard deviation was 0.099s.
For CosmWasm, the amplitude was 2.924s and the standard
deviation was 0.291s. The average time for each transaction
on a local network with one validator is 2.094s on the Fabric
implementation and 2.099s on CosmWasm implementation.
As the difference is on the milliseconds’ field, we can safely
assume that both implementations have a relatively equal
transaction time on the local network scenario. In the case
of a testnet with eight validators, the CosmWasm transaction
requires 8.574s, and with twelve validators, 8.940s.

The means measured with Hyperledger Caliper for a local
network with 5 peers and a single orderer are the following:
send rate of 174.52 transactions per second (TPS), maximum
and minimum latency of 2.767s and 0.116s, average latency
of 1.005 seconds and throughput (TPS) of 169.16. On a local
network with 5 peers and 8 orderers the means were the
following: send rate (TPS) of 115.16, maximum and minimun
latency of 4.39s and 0.119s, average latency of 1.569s and
throughput (TPS) of 112.53. The smaller time of the results
obtained with Caliper compared to the tests with the custom
benchmark tool is due to the change of the aforesaid tool,
and this is proven by repeating the tests with a single orderer
using Caliper as shown above, where the average latency for
all the tests was 1.005 seconds. These results are represented
on Figure 5, and it is proven that the presence of more
orderers affect the latency of each transaction, but the impact
is not linear. The number of endorsers didn’t significantly
impact each transaction’s latency, so it is safe to assume that
the transaction time, in this case, would be similar to the
CosmWasm implementation. The small standard deviation and
amplitude seen in Table II shows a consistency across the
obtained times, which is important for the end user experience
in a real case scenario.

For CosmWasm, the results in Table IV shows that the

Figure 5. Comparison of the average latency of the Fabric test networks

Figure 6. Time for each transaction on a local network with one validator

average transaction time on a local network with a single
validator is similar to Fabric. With the use of test networks
(testnets) in Figure 7, the complexity in processing transactions
and consensus in Tendermint is increased with the number of
active validators caused by the block size and also the increase
in consensus and network message traffic [23].
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Figure 7. Average transaction time using the CosmWasm platform - Local
network with a single validator and a test network with 8 and 12 validators

C. Deployment Complexity

The deployment time measurement had more different re-
sults, as shown in Table V. The CosmWasm implementation
took 2.489s on average to deploy the contract on a local

Table IV
EVALUATION OF THE COSMWASM PLATFORM WITH 1, 8 AND 12

VALIDATORS

Nº Validators
Average

Transaction
Time (s)

Standard
Deviation

(s)

Amplitude
(s)

1 (Local) 2.099 0.291 2.924
8 (Testnet) 8.574 1.418 6.572
12 (Testnet) 8.940 3.199 18.575

22 Chapter 2. Towards a decentralized e-prescription system using smart contracts



Table V
AVERAGE TIME TO UPLOAD CONTRACTS BETWEEN PLATFORMS (IN

SECONDS)

Platform Single Validator
(Local) (s)

8 Validators
(Testnet) (s)

12 Validators
(Testnet) (s)

Fabric 51.850 - -
CosmWasm 2.489 9.898 11.810

network, 9.898s on a testnet with eight validators and 11.810s
on a testnet with twelve validators. In comparison, the Hy-
perledger Fabric implementation took 51.850s on average to
be deployed on the local network. The difference can be
explained by the Hyperledger Fabric’s format of deploying
a smart contract, which follows the steps of installing the
contract on the network and requiring the majority of the
channel members to approve it and for it to be committed.
The time of the deployment on a testnet also could not be
measured. Still, it may be assumed that it would increase
significantly based on the number of peers and if the default
approval policy was implemented (which requires the approval
of the majority of the nodes).

VII. CONCLUSIONS

We present an electronic prescription system using smart
contracts through a decentralized and fault-tolerant architec-
ture. This technology can help manage electronic prescriptions
to prevent patient misuse of medications and make it hard-
to-change confidential data to obtain illegal benefits, as is
possible in a centralized architecture. We implemented it using
Tendermint, a PBFT blockchain platform. It is acknowledged
that smart contracts in PBFT platforms are not explored in
the literature yet. As a result, we have investigated how smart
contracts can be implemented over PBFT-based platforms such
as Tendermint. We have included an evaluation comparing the
performance of Tendermint and Fabric DLTs. For Tendermint,
consensus and network message traffic, as well as transaction
time, depend on the number of validator nodes on the network,
which means the higher number of validator nodes would
provide stronger BFT guarantees while incurring high latency.
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A B S T R A C T
Smart contracts allow application developers to automate business processes through a decentralized
computation architecture. Contemporary blockchain platforms such as Ethereum and Hyperledger
Fabric offer support for smart contracts through consensus mechanisms such as Proof-of-Work (PoW)
or other types of transaction validation and ordering services. This article exploits smart contracts in
the Byzantine Fault Tolerant (BFT) blockchain platforms. In particular, we explore Tendermint and
Hyperledger Besu, BFT blockchain platforms, and apply them to a decentralized e-prescription case
study to evaluate their effectiveness. We adopt Hyperledger Besu and Tendermint in this research,
given that both are BFT-based blockchains. Also, it is noteworthy that smart contracts in BFT
blockchain platforms such as Tendermint are not well established and not widely adopted yet. Our
article empirically evaluates the performance of smart contracts in Tendermint and Hyperledger Besu
using a decentralized medical prescription case study and compares their results with Ethereum,
a PoW blockchain. Our results demonstrate that BFT blockchain platforms are efficient for multi-
stakeholder applications such as e-prescription and supply chains. To the best of our knowledge, this
is the first study investigating the implementation of smart contracts in BFT blockchain platforms,
such as Tendermint and Hyperledger Besu.

1. Introduction
Digital healthcare systems help healthcare agencies ef-

ficiently manage patients’ information, including their pre-
scription history. The use of technology to share information
about the patient (especially in periods of social distancing)
enables more efficient communication between healthcare
professionals and organizations through computational and
multiplatform digital applications. The adoption of digital
prescriptions allows efficient communication while avoiding
inconsistencies compared to paper-based prescriptions, pro-
viding a better quality of health service to the patient [1].

However, most solutions use centralized digital systems
to manage medical records [1]. Centralized architectures are
susceptible to a single point of failure problem, allowing
healthcare agencies to tamper or misuse patient records.
Therefore, trust between healthcare organizations and the
availability of records depend on a single central server, as
in Figure 1. On the other hand, blockchain technology is
decentralized and guarantees the integrity of records. By
design, blockchain operates without dependence on a central
authority or intermediary, and records are added to the chain
through consensus among network nodes.

Smart contracts are executable programs stored and run
on the blockchain and allow for automating tasks such as
validating transactions without third-party intervention [2].
One of the most popular decentralized application devel-
opment platforms using smart contracts is Ethereum. How-
ever, it uses Proof of Work (PoW), a high operational cost
consensus mechanism in which the mining node must solve
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rgarcia@usp.br (R.D. Garcia); g.ramachandran@qut.edu.au (G.
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a cryptographic challenge [3, 4]. Practical Byzantine Fault
Tolerance1 (PBFT) platforms such as Tendermint and Istan-
bul Byzantine Fault Tolerance 2 (IBFT2) are an alternative
to the high computational cost of PoW blockchains, as these
platforms achieve consensus without mining. The consensus
is divided into steps, and the participants are known as
validators and act by proposing and validating blocks.

This work proposes a decentralized electronic prescrip-
tion system using blockchain technology and smart con-
tracts while employing BFT-based blockchain platforms.
Our architecture prevents the central point of failure and
provides transparency and privacy guarantees by leveraging
immutable ledger and encryption techniques, respectively.
As an alternative to the high operational cost of PoW, we
evaluated the the effectivesness of our architecture using
two BFT blockchain platforms: Tendermint and IBFT2. For
this, we used the CosmWasm platform for Tendermint and
Hyperledger Besu for IBFT2 and compared their operating
costs with Ethereum’s PoW approach. All software devel-
oped in this work is available on GitHub [5]. To the best of
our knowledge, this is the first study comparing BFT smart
contract platforms with PoW for healthcare applications
such as electronic prescriptions.

The rest of the article is structured as follows: Section 2
lists the requirements for a trusted electronic prescription
system and motivates the need for a blockchain-based so-
lution. The related work and the gaps are discussed in
Section 3. Section 4 introduces the blockchain technology
and byzantine fault tolerance blockchain platforms. The
proposed decentralized e-prescription system is presented in

1PBFT and BFT are used interchangeably in the rest of the manuscript.
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Figure 1: Electronic prescribing using centralized architecture

Section 5. Section 6 provides an overview of our implemen-
tation. The evaluation results are presented in Section 7. Our
point of view on the adoption of Ethereum and Tendermint is
presented in Section 8 while the limitations of the proposed
scheme is discussed in Section 9. Section 10 concludes the
article.

2. Requirements and Blockchain-based
solution
To ensure a robust system for electronic medical pre-

scriptions, we define the requirements based on the problems
caused by the misuse of prescriptions [6, 7, 8]:

• R1: Decentralized system: Run the digital infrastruc-
ture following a distributed architecture.

• R2: Fault-tolerant: The system must remain avail-
able even when some nodes in the network fail.

• R3: Immutability of medical records and medicine
sales: Prevent manipulation of medical records by a
central authority or a third party.

• R4: Record traceability and provenance: Keep
track of the origin and destination of medical records
and medicine sales.

• R5: Privacy: Sensitive patient data must not be visi-
ble to unauthorized stakeholders.

Blockchain is a technology that has intrinsic character-
istics that meet most of these requirements for preventing
fraud and forging prescriptions following a decentralized
architecture. In this sense, it prevents the patient from having
health problems with the misuse of medications. In par-
ticular, it provides the following benefits to e-prescription
applications:

• Operates in a decentralized fashion without a central
authority (no single point of failure)

• Maintains patient records in redundant storage
• Prevents tampering of records for self-benefit
• Sale of medicines only with valid prescriptions
• Efficient and transparent communication between stake-

holders

• Reduction of errors and inconsistencies in medica-
tions

Thereby, it is possible to create a decentralized and fault-
tolerant prescription model. The addition of new medical
records or the sale of drugs is carried out through a dis-
tributed consensus among the participants in the network.
As a result, communication between stakeholders becomes
more secure than centralized systems and paper-based pre-
scriptions.

3. Motivation and Related Work
Exploring the features of blockchain technology for ap-

plications in the healthcare field has proved to be relevant,
especially when the requirements are availability, integrity,
and transparency of records [2, 9]. Dubovitskaya et al. pro-
posed ACTION-EHR [10], a permissioned blockchain sys-
tem to allow patients to manage their records across multiple
hospitals. In particular, the authors analyzed data sharing
for radiation treatment for cancer using Hyperledger Fabric
platform. Dagher et al. introduced Ancile [11], a framework
implemented using the Ethereum platform to manage elec-
tronic medical records. The main objective is access control
among healthcare industry stakeholders while preserving
patient privacy.

Other authors explore blockchain technology for the
electronic prescription use case to manage and track records
among healthcare professionals such as prescribers (doc-
tors), hospitals, pharmacies, and patients. Li et al. introduced
DMMS [12], a decentralized medication management sys-
tem to create and query medical prescription records using
Hyperledger Fabric platform. Similarly, He et al. proposed
BlockMeds [13], a solution developed through Hyperledger
Fabric platform for medical records such as electronic pre-
scriptions with data anonymization to sell medicines.

Zhang et al. introduced OpTrak [14], a decentralized
solution using the Ethereum platform to mitigate the opioid
epidemic within a consortium of networks between health-
care organizations. Thatcher and Acharya proposed RxBlock
[15], an electronic prescription system exploiting blockchain
technology. The proposed model was evaluated using the
Ethereum platform. Similarly, Alnafrani and Acharya pro-
posed SecureRx [16], a framework for electronic prescrip-
tions using the Ethereum platform. The main objective is to
monitor the use of medicines by patients.

R.D. Garcia et al.: Preprint submitted to Elsevier Page 2 of 10

27



However, none of these works above analyzed the op-
erational cost of the solutions, comparing them with other
platforms. In this work, we proposed a decentralized elec-
tronic prescribing system through blockchain technology.
We analyzed the operational costs of BFT platforms. In
particular, we explored Tendermint consensus mechanism
using the CosmWasm smart contract platform and the IBFT2
consensus using Hyperledger Besu platform. These plat-
forms are not widely adopted in the literature, especially for
cost-critical applications such as healthcare. As a compar-
ison, we used Ethereum, a platform popularly adopted in
several application domains such as academic research and
industrial solutions.

4. Background
4.1. Blockchain and Smart Contracts

Blockchain technology combines encryption mecha-
nisms, Peer-to-peer (P2P) networking, concepts such as
transactions, and blocks to develop decentralized solutions
with no central authority or intermediary managing records
[17]. Blocks are created in chronological order and linked
through cryptographic hashes to prevent transaction tamper-
ing. The users send the data through transactions, and it will
be added to the blockchain through a consensus criterion
between the network nodes.

Smart contracts are sophisticated mechanisms for creat-
ing business rules to automate tasks like validating trans-
actions submitted by users. Within the blockchain, smart
contracts are executable and immutable programs devel-
oped using a programming language compatible with the
blockchain platform. The main feature of smart contracts is
to eliminate an intermediary or third party to perform some
tasks like transferring assets between accounts. Interaction
with contract methods requires an address for the applica-
tion to send transactions, and valid transactions update the
current state of the contract records [18]. In addition to
the financial sector [19], blockchain and smart contracts are
explored in sectors such as healthcare [2, 9], supply chain
[20], and Internet of Things (IoT) [21].
4.2. Tendermint Consensus

Tendermint consensus is a variation of the Practical
Byzantine Fault Tolerance PBFT [22]. It is used by the
Cosmos blockchain ecosystem, enabling the development of
general-purpose applications [23]. Tendermint was built as
a lower-cost alternative than the Bitcoin and Ethereum Proof
of Work consensus algorithm with flexibility in application
development independent of the programming language. In
this way, the application communicates with Tendermint
through the Application Blockchain Interface (ABCI), as
shown in Figure 2.

Figure 3 presents the steps of Tendermint consensus,
which is performed through rounds and steps [24]. The
nodes participating in the consensus are validators and hold a
pair of keys (public and private) to sign and verify blocks and
transactions. In the first step, a validator node acts as a pro-
poser creating a block with a set of valid transactions stored

Tendermint Core

Application Layer

Application Blockchain
Interface (ABCI)

Figure 2: Communication of the application with Tendermint
Core

in the mempool. The proposer node signs the block with the
private key and transmits it to the other validator nodes. Each
validator node will check and validate the block. For the
block to be added to the blockchain, 2/3 of the network must
send the prevote message and then the precommit message.
After the commit (including the block in the blockchain), a
new round is started with another proposer node.

Prevote Block Precommit Block

Wait for +2/3
prevote
message

Round

New round 
and new proposer

Proposer broadcast
the proposed block Wait for +2/3

precommit
message

Commit 
message

Figure 3: Tendermint consensus mechanism

According to the expression 𝑁 ≥ 3𝑓 + 1 in practical
byzantine fault tolerant consensus mechanism [25], includ-
ing Tendermint, 𝑁 active nodes are required for 𝑓 simul-
taneous failures. For example, in case of a failure (𝑓 = 1),
it must have at least four active nodes (𝑁 ≥ 4). Figure 4 il-
lustrates network configurations for up to four simultaneous
failures.

fail x x x x x

proposer

+2/3  
majority

10 Nodes 
 max. failures = 03

07 Nodes 
 max. failures = 02

04 Nodes 
max. failures = 01

x x x x

13 Nodes 
 max. failures = 04

x
Figure 4: Network representation for up to 4 simultaneous
faults

Figure 5 represents, as an example, the traffic of con-
sensus and network messages carried out by Tendermint be-
tween four validator nodes. The topology uses the complete
mesh configuration, and the choice of the proposer node is
made alternately.
4.3. Hyperledger Besu and IBFT2

Hyperledger Besu is an open-source Ethereum client that
enables the development of public and private blockchain so-
lutions using different consensus algorithms, including PoW
and IBFT2. Hyperledger Besu can be used for enterprise
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Figure 5: Representation of message traffic between 4 validator
nodes

applications using private networks where high performance
is required for processing transactions [26].

Besu implements the IBFT2 consensus algorithm, a
Proof of Authority (PoA) protocol in which the nodes par-
ticipating in the consensus are known as in permissioned
settings. IBFT2 is a variation of PBFT where consensus
is based on a leader (like Tendermint proposer node) and
stages (i.e., pre-prepare, prepare and commit). Fault toler-
ance follows the same expression used by Tendermint (i.e.,
𝑁 ≥ 3𝑓 + 1) where 𝑓 is the number of faults, and 𝑁 is the
number of active nodes in the system [27]. Similar to the
Tendermint steps in Figure 3, the block will only be added
to the blockchain if the majority of validators (≈ 66%) sign
the block during all stages [27].

5. A Decentralized e-Prescription System
In this section, we present a model for medical records.

In particular, we explore electronic prescriptions to enable
the sale of medicines only with valid records (i.e., created
and signed by the doctor) through blockchain technology
and smart contracts ensuring integrity, availability, and in-
formation transparency. Our proposed system avoids: (i)
creating invalid digital prescriptions (without the doctor’s
digital signature); (ii) medical records tampering, such as
digital prescriptions. In this way, it avoids the misuse of
medications and adverse consequences such as overdoses
[8].

The proposed model can be used as a framework for
future research in healthcare applications. The software de-
veloped to evaluate the decentralized prescribing system is
available on GitHub [5].
5.1. Model Architecture

This work presents a decentralized model for elec-
tronic prescribing systems through blockchain technology
and smart contracts. Figure 6 presents the steps using the
decentralized architecture. From an appointment with the
patient (step 1), the doctor creates a digital prescription with
information about medication, and diagnosis. In centralized

architecture, this record is stored on a server shared between
the doctor and pharmacy application (as in Figure 1). In this
way, all stakeholders trust the record’s authenticity through
a central server. Newaz et al. [28] analyzed a series of attacks
on healthcare systems with centralized architecture.

We propose a decentralized architecture for the digital
prescription system (i.e., without any central server or in-
termediary managing the medical records). We implement
smart contracts to validate doctor transactions and medica-
tion sales. Each patient has a prescription instance contract
with the doctor of a clinic or hospital and another instance
for the medication sales contract with the pharmacy.

From the application connected with the wallet contain-
ing the public and private key pair, the doctor creates a
transaction containing the prescription data, signs it with
the private key, and sends it to the prescription contract on
the network through the contract address (step 2 in Figure
6). With the doctor’s public key, the other nodes verify the
authenticity of the prescription, preventing the creation of
false records. The transaction will be added to the blockchain
through a consensus algorithm between the network nodes.
In this work, we evaluated three approaches: Tendermint,
IBFT2, and PoW.

The pharmacy verifies the drug prescribed by the doctor
by consulting the current state of the patient’s prescription
contract (step 3 in Figure 6). Similar to the doctor’s applica-
tion, the pharmacy has a wallet with a pair of public and
private keys to sign medication sales transactions for the
patient (step 4 in Figure 6). The sales transaction is sent to
the sales contract, and the patient receives the medication
(step 5 in Figure 6).
5.2. Data Privacy

In our model, sensitive data such as Personally Identi-
fiable Information (PII) and diagnostics must be protected
when sharing electronic prescriptions. We propose a way
to access records only by authorized parties. For this, the
patient has a pair of keys, and the doctor will use the public
key to encrypt the prescription data (i.e., medication and
diagnosis). The patient will use the private key to decrypt
the information when visiting the doctor or pharmacy.

In an appointment with the patient (steps 1 and 2 in
Figure 6), the doctor creates the prescription without Per-
sonal Identifiable Information (PII), encrypts the informa-
tion about the medication and diagnosis, and sends it to
the prescribing contract. Transactions are submitted in en-
crypted form before being stored on the ledger. Only the
authorized parties (doctor and pharmacy) can decrypt it.
Therefore, the patient’s sensitive data is not publicly avail-
able on the ledger for everyone to see.

The transactions are submitted using the anonymous
public key. We are not storing doctor and patient’s identi-
fiable information. The information will only be revealed
when the patient visits the doctor (step 1) or pharmacy (step
3) and the patient must use his private key to decrypt the
prescription data. In summary, we provide the following
privacy guarantees:
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Figure 6: Electronic prescribing model using decentralized architecture

• Patients and doctors are anonymous in the blockchain-
based digital prescription system because they only
use their public key for their transactions. When a
patient visits a pharmacy, a pharmacist may associate
the patient with their public key, but such situations
cannot be avoided in e-prescription application.

• Data is stored in encrypted form. Therefore, the in-
formation is not visible to the participants in the
blockchain network.

We plan to extend the privacy architecture by consid-
ering Shamir’s secret sharing approach [29] in our future
work, which will allow the pharmacy to decrypt only when
a sufficient number of keys are revealed. In this way, a
prescription can only be decrypted when the doctor and
patient share their secret with the pharmacy.
5.3. System Guarantees

Section 2 lists the requirements for a trusted, decen-
tralized, transparent, and privacy-preserving e-prescription
systems. We detail how our system fulfils the requirements
below: Section 2 lists the requirements for trusted, decen-
tralized, transparent, and privacy-preserving e-prescription
system. We detail how our system fulfills the requirements
below:

Meeting R1 - Decentralized system: Our system em-
ploys a byzantine fault-tolerant blockchain platform involv-
ing multiple permissioned stakeholders to manage patients’
prescription records.

Meeting R2 - Fault-tolerant: Our system relies on a
byzantine fault-tolerant consensus mechanism, which can
tolerate one fault in a five-node network. As long as more
than two-thirds of active and honest nodes are in the network,
the byzantine fault-tolerant consensus algorithm guarantees
safety and liveness.

Meeting R3 - Immutability of medical records and
medicine sales: The blockchain platforms include immutable
storage, which is a write-once ledger. Any transaction, in-
cluding the prescription data, stays in the blockchain ledger
once written. Any effort to modify the data in the ledger will
make the ledger invalid.

Meeting R4 - Record traceability and provenance:
The ledger holds the records of prescription data belonging
to a patient in encrypted form. When a healthcare agency
needs to audit the patient’s healthcare data, it is possible to
do so with the patient’s consent and decryption key.

Meeting R5 - Privacy Follows from guarantees in Sec-
tion 5.2.
5.4. System Utility and Importance

Our solution allows doctors, pharmacies, patients, and
healthcare agencies to provide transparency and provenance
to e-prescription systems. However, the real-world adoption
of such a system largely depends on the support of the
concerned stakeholders, as they may hesitate due to their
lack of knowledge and unwillingness to switch from legacy
systems. We believe that the architecture is viable if backed
by more stakeholders.

Besides, our architecture applies to any multi-stakeholder
applications, including the supply chain. Data provenance,
transparency, and privacy are essential in supply chain
applications.

6. Implementation Overview
Our model proposes the prescription contract for sub-

mitting new medical records and the sales contract for
sales transactions. The prescription contract only accepts
transactions from the doctor and validates transactions con-
taining data such as medication and diagnosis sent by
the doctor. Therefore, the contract state is updated by the
set_prescription method with the information related to
prescribed medication.

The prescription contract has a get_prescription_info
method to query the history of records, including the current
state of the contract. This method is required by the doctor’s
application to consult records related to the patient, includ-
ing previous diagnoses.

In the pharmacy application, the required method is
get_medication_info to query the prescribed medication by
the doctor. Transactions with medication sales information
(i.e., name and price) are sent to the create_sale method of
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the sales contract. The pharmacy will request the patient’s
sales history through the get_sales_history method.

In this work, the contract was implemented using the
Rust programming language for the CosmWasm platform
and Solidity for Hyperledger Besu and Ethereum platforms.

7. Evaluations
In this work, we evaluated the operational cost of the

nodes participating in the consensus (validators) by ana-
lyzing the memory and CPU usage during the consensus
mechanism. We use Tendermint (CosmWasm), Hyperledger
Besu, and Ethereum platforms to develop and evaluate the
prescription contract. Using these platforms, we evaluate
the time required for a transaction submitted by the doctor
containing prescription data (i.e., medication and diagnosis)
to be validated and included in the blockchain.
7.1. Evaluation Setup

To evaluate the model, we used a Linux virtual machine
with an Intel Core i7-10510U processor with four CPUs
(4x2.30GHz) and 8GB of RAM. In Hyperledger Besu con-
figuration, the IBFT2 consensus mechanism was used with
the block generation time (block time) every five seconds.
We use four validator nodes on a local network to evaluate
memory and CPU usage during consensus and the average
time required for a transaction submitted by a client to be
included in the blockchain.

Similarly, in CosmWasm configuration, we used a testnet
provided by the platform with four validator nodes and a
block generation time of five seconds [30]. To evaluate
the memory and CPU usage of the CosmWasm validator,
we used only one validator node on a local network. We
explore Ethereum, a widely adopted platform for developing
decentralized applications with smart contracts to compare
the time required to mine the block with the transaction sent
by the client (i.e., doctor) using the Ropsten testnet.

To analyze the memory and CPU usage by the validator
nodes during the consensus steps, we used the docker stats
command and Grafana, an open-source graphical visualiza-
tion tool. We implement clients using web3.js, the Ethereum
JavaScript API, to evaluate sending transactions and shell
script to automate sending, querying, and storing blockchain
data. Data such as the block’s timestamp containing the
transaction, memory usage, and CPU were stored in text
files. Table 1 shows the configurations used to evaluate the
electronic prescriptions model. All software developed for
analysis and smart contracts is available on GitHub [5].
7.2. Operational Cost
7.2.1. Tendermint (CosmWasm)

Sending transactions to the set_prescription method us-
ing the client code, the validator node used an average of
74.44 Megabyte (MB) to perform operations to validate
transactions and create blocks. Average CPU usage was
1.68% with a peak of 8.77% across the four evaluation
virtual machine cores. Table 2 shows the minimum (min.),
maximum (max.), average (avg.) usage, and the standard

Setup Tendermint
(CosmWasm)

Hyperledger
Besu Ethereum

Version 0.23.0 (wasmd) 21.10.9 -
Consensus Tendermint IBFT2 PoW
Block Time 5s 5s -

Testnet 4 validator
nodes

4 validator
nodes (local) Ropsten

Testnet
Type Permissioned Permissioned Public

Table 1
Setup evaluation between CosmWasm, Hyperledger Besu and
Ethereum

Tendermint
(CosmWasm) Validator Min. Max. Avg. Std.

Memory Allocated (MB) 72.39 76.23 74.44 0.88
CPU Used (%) 0.03 8.77 1.68 1.67

Table 2
Memory allocated and CPU used by Tendermint (CosmWasm)
node during transaction validation and block creation

Memory Allocated (MB)
by Validator Nodes

Node 01 Node 02 Node 03 Node 04
Min. 592 600 583 511
Max. 611 608 617 525
Avg. 602 605 607 520
Std. 5.86 2.80 11.84 4.19

Table 3
Memory allocated by Hyperledger Besu validators during
IBFT2 consensus

deviation (std.) of the executions performed by the script
every second. Figure 7 shows the CPU usage during 200
seconds of validator node operation.
7.2.2. Hyperledger Besu

In Hyperledger Besu configuration, the average memory
usage by the validator nodes was around 600 MB during
transaction validation and block creation. Figure 8 shows
the average memory usage by each validator, and Table 3
shows the minimum, maximum, average usage, and standard
deviation of executions performed by the shell script every
second. Figure 9 shows CPU utilization during 200 seconds
of validation and block creation, and Table 4 shows mini-
mum, maximum, average usage, and standard deviation.

On average, the CPU usage by the validators was around
3.28% for validator 1, with a maximum peak of 18%. Valida-
tor 2 used an average of 2.83% of the CPU and a maximum
of 20%. Similarly, validator 3 used an average of 2.67% and a
maximum of 17%, and validator 4 used an average of 3.79%
and a maximum of 20%.
7.3. Smart Contract Evaluation

We evaluate the time required for a transaction contain-
ing 1 Kilobyte (kB) of data (i.e., medication and diagnosis)
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Figure 8: Average memory allocation by Hyperledger Besu
validators during IBFT2 consensus

CPU Used (%)
by Validator Nodes

Node 01 Node 02 Node 03 Node 04
Min. 0 0 0 0
Max. 18 20 17 20
Avg. 3.28 2.83 2.67 3.79
Std. 3.36 3.06 2.88 3.73

Table 4
CPU used by Hyperledger Besu validators using docker con-
tainer configuration during IBFT2 consensus

sent by the doctor application to be validated by the prescrip-
tion contract and included in the blockchain. We analyzed
the following BFT platforms: Tendermint (CosmWasm)
and Hyperledger Besu. In the evaluation, 1000 consecutive
transactions were sent to the set_precription method of
the prescription contract. As a comparison, we analyzed
the Ethereum platform with the PoW consensus algorithm.
Table 5 shows the minimum, maximum, and average block
generation time between the evaluated platforms, and Figure
10 shows the block time between the platforms for our
decentralized electronic prescription model.
7.3.1. Tendermint (CosmWasm)

Using a non-local testnet with four validator nodes,
the average block generation time and inclusion in the
blockchain with the transaction submitted by the client (i.e.,
doctor application) was 5.40 seconds with a maximum of

5.61 seconds and a minimum of 5.28 seconds. The standard
deviation (i.e., block generation time dispersion) was 0.06
seconds during all transactions.
7.3.2. Hyperledger Besu (IBFT2)

The average block time and inclusion in the blockchain
using Hyperledger Besu implementation configured on a
local network with four validator nodes was around 5 sec-
onds, with a maximum time of 5.75 seconds and a minimum
of 4.43 seconds. There was small dispersion in the block
generation time with a standard deviation of 0.49 seconds
in all transactions.
7.3.3. Ethereum (PoW)

The average block mining time in Ethereum platform
evaluation with the Rospten testnet was around 23.79 sec-
onds, with a maximum time of 107.84 seconds and a mini-
mum of 2.95 seconds. Compared to Tendermint (CosmWasm)
and Hyperledger Besu platforms, mining time proved to be
more dispersed with a standard deviation of 17.78 seconds.
7.4. Scalability

Despite increasing the fault tolerance, the addition in
the number of validator nodes in BFT platforms increases
the message traffic between the nodes, harming the network
performance [23]. According to an evaluation performed by
Hyperledger Besu team, IBFT2 handles up to 30 validators
without performance loss [31]. Cason et al. [23] analyzed
Tendermint performance under different conditions, and the
results showed a decrease in Throughput (TPS) and an
increase in latency with the addition of validator nodes.
7.5. Discussion of results

Unlike the PoW used by the Ethereum platform, the
operational cost of validator nodes on BFT platforms that use
consensus without mining, such as Tendermint (CosmWasm)
and Hyperledger Besu, proved to require low computational
resources, especially for processing transactions and creat-
ing blocks. Therefore, BFT solutions for healthcare applica-
tions such as electronic prescriptions contribute to using a
consensus mechanism with low computational consumption
and less time to include the transaction to the blockchain. On
the other hand, the PoW algorithm is used in public networks
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Figure 9: CPU used by Hyperledger Besu validators during IBFT2 consensus

Block creation time and inclusion in the blockchain
(in seconds)

Tendermint
(CosmWasm)

Hyperledger
Besu (IBFT2)

Ethereum
(PoW)

Min. 5.28 4.43 2.95
Max. 5.61 5.75 107.84
Avg. 5.40 5.00 23.79
Std. 0.06 0.49 17.78

Table 5
Minimum, maximum and average time (in seconds) for a
transaction to be added in a blockchain between CosmWasm,
Hyperledger Besu and Ethereum platforms for a total of 1000
consecutive transactions

with many nodes such as Bitcoin and Ethereum. The miner
must prove participation through a computational effort to
solve a cryptographic challenge [4, 32]. Solutions using PoW
have a higher energy consumption when mining a new block
[3].

8. Ethereum and Tendermint Adoption
The Ethereum platform enabled the development of de-

centralized applications using smart contracts [33]. It be-
came popular for simplifying the development of blockchain
applications in different use cases [34, 35]. For this reason,
Ethereum is still widely adopted in academic research and
business in the industry sector.

As an alternative to Ethereum’s PoW consensus mecha-
nism, Tendermint was developed to allow application devel-
opers to adopt a lightweight and flexible solution using the
BFT algorithm [24]. Tendermint is used as the consensus
engine of the Cosmos ecosystem and has become popular
for developing blockchain projects. For example, we used
CosmWasm, a smart contract module on top of the Cos-
mos framework. There are several other applications devel-
oped through the Cosmos ecosystem for different domains
[36]. Compared to Hyperledger Fabric with Solo ordering
scheme, Tendermint relies on a decentralized consensus
scheme without a centralized intermediary, improving trust
while overcoming single point of failure.

We have shown that Tendermint is suitable for multi-
stakeholder permissioned applications while allowing the
application developers to build smart contracts in popular
programming languages such as JavaScript and Go. Hyper-
ledger Besu is also a viable BFT blockchain platform, but it
demands the user to implement smart contracts in Solidity.

9. Limitations
In this work, we propose a decentralized model using

blockchain technology and smart contracts to share prescrip-
tion data while maintaining record integrity through BFT
blockchain platforms such as Tendermint and Hyperledger
Besu, which is still little adopted in the literature for health-
care applications.

Besides, our existing architecture ensures privacy through
anonymity as the decentralized ledger only stores prescrip-
tion data in an encrypted form without including any per-
sonally identifiable information. In comparison, some works
have analyzed methods for data privacy integrated with
blockchain technology. However, privacy was exploited in
an off-chain mode. Dagher et al. [11] proposed a solution that
stores medical records using encryption to protect patient
privacy. In particular, the authors explored symmetric en-
cryption for large files, public encryption for protected health
information (PHI), and proxy re-encryption for sharing
records with third parties. The blockchain keeps the hashes
of records stored in a database outside the blockchain (off-
chain).

Similarly, Zou et al. [37] and Chen et al. [38] analyze
the proxy re-encryption mechanism as access control and
to ensure privacy in the sharing of medical data. How-
ever, these approaches do not exploit encryption of sensitive
data within the blockchain. Huang et al. [39] proposed a
model with differential privacy to protect patient data across
healthcare organizations. In this way, doctors will obtain
information from the data while preserving patient privacy.
Our approach also ensures privacy by storing data encrypted
on the blockchain while letting the patient decrypt the pre-
scription data when buying medications from the pharmacy.
This approach allows the patient to control their data, but
a more robust scheme involving the doctor would further
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Figure 10: Comparison of smart contract execution and block creation time between Ethereum, Hyperledger Besu and Tendermint
(CosmWasm) for a total of 1000 transactions

reduce medication abuse. In our future work, we plan to
integrate Shamir secret sharing to let both the doctor and the
patient share their secret for decrypting the data via a smart
contract to ensure transparency and integrity.

10. Conclusion and future research
We have presented a decentralized e-prescription system

using smart contracts on Byzantine fault-tolerant (BFT)
blockchain platforms. We have also shown that our system
can guarantee decentralization, provenance, privacy, fault
tolerance, and immutable storage for the healthcare sector to
efficiently manage prescription data. It is acknowledged that
smart contracts in BFT platforms are not widely explored
in the literature yet. As a result, we have investigated how
smart contracts can be implemented over BFT platforms
such as Tendermint and Hyperledger Besu. We evaluated the
operational cost of BFT platforms compared to Ethereum
for healthcare applications such as e-prescriptions. BFT
solutions have a lower operating cost when compared to
PoW platforms. The addition of new validator nodes in BFT
platforms increases fault tolerance. However, performance
is degraded as the network complexity increases. We believe
that multi-stakeholder applications with up to twenty stake-
holders can use BFT blockchain platforms while avoiding
PoW mining and transaction fees.
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Abstract—Real-world applications in healthcare and supply
chain domains produce, exchange, and share data in a multi-
stakeholder environment. Data owners want to control their
data and privacy in such settings. On the other hand, data
consumers demand methods to understand when, how, and
who produced the data. These requirements necessitate data
governance frameworks that guarantee data provenance, privacy
protection, and consent management. We introduce a decentral-
ized data governance framework based on blockchain technology
and proxy re-encryption to let data owners control and track
their data through privacy-enhancing and consent management
mechanisms. Besides, our framework allows the data consumers
to understand data lineage through a blockchain-based prove-
nance mechanism. We have used Digital e-prescription as the use
case since it has multiple stakeholders and sensitive data while
enabling the medical fraternity to manage patients’ prescription
data, involving patients as data owners, doctors, and pharmacists
as data consumers. Our proof-of-concept implementation and
evaluation results based on CosmWasm and pyUmbral PRE show
that the proposed decentralized system guarantees transparency,
privacy, and trust with minimal overhead.

Index Terms—Data Governance, Decentralized, E-prescription,
Privacy, Blockchain, Smart Contracts, Proxy Re-encryption

I. INTRODUCTION

Prescription systems allow healthcare professionals, such as
physicians, to create digital records about a patient’s health
status by adding diagnosis and medications data. It allows
for more efficient communication and reduced inconsistencies
compared to paper-based prescriptions [1, 2]. Thus, digital
prescription systems have increased globally, enabling multiple
stakeholders, including doctors and pharmacies, to effectively
access and manage patients’ data.

Patients want to control their data and privacy in healthcare
settings since prescription and diagnosis data contain sensitive
and personally identifiable information. Note that unauthorized
parties may gain access and misuse patients’ data [3]. There-
fore, it is essential to protect patients’ privacy while letting
them manage and permit access to their data transparently,
which is one of the problems this paper aims to investigate.

Pharmacies must sell certain drugs such as antibiotics with
a valid doctor’s prescription. A prescription containing an
antibiotic medicine is valid for only a single purchase, meaning
the pharmacy and the patient must obey the recommended
dosages. However, pharmacies tend to sell medications ille-
gally to patients to gain financial revenue, even with the old

and used prescription. Such illegal sales would lead to un-
wanted side effects, including drug abuse and overdoses [4, 5],
burdening the healthcare system. Therefore, it is essential to
regulate the medicine supply chain to prevent the unauthorized
sales of medications, which is one of the focuses of this work.

Existing digital prescription systems primarily employ a
centralized architecture, offering limited to no visibility into
the operations providing maximum power to the adminis-
trating organization [1, 2]. Such centralized architectures are
susceptible to single points of failure, enabling opportunities
for data tampering. In addition, centralized systems may also
misuse patients’ health data without their consent, resulting in
privacy violations. In summary, centralized architectures offer
no transparency undermining the integrity of medical infor-
mation while affecting patients’ privacy [6]. We, therefore,
argue that a decentralized architecture with support for consent
management, privacy preservation, and data provenance is
essential for a trusted digital prescription system.

Existing works in digital e-prescription do not securely
manage consent while providing support for privacy protection
and accountability [7, 8, 9]. We propose a decentralized data
governance framework for the electronic prescription that:

• Helps patients store, manage, and share prescription data
with other stakeholders through a tamper-proof ledger.

• Protects patients’ privacy by storing encrypted prescrip-
tion data on the blockchain ledger to withhold personally
identifiable and sensitive information from third parties,
including drug regulators.

• Provides support for consent management using proxy
re-encryption scheme and smart contracts.

• Supports data provenance to let data owners and data
consumers efficiently monitor the historical records of the
data and its origin, including who accessed the data and
for what purposes.

• Enables the drug regulators to control and monitor
the flow of medications to the pharmacies through the
accountable blockchain ledger, thereby limiting illegal
sales.

We have developed a proof-of-concept implementation us-
ing the CosmWasm, which uses Tendermint (a Byzantine
Fault Tolerance (BFT) consensus mechanism) and NuCypher
pyUmbral [10] proxy re-encryption (PRE) library to estimate
the overhead and feasibility. Our evaluation results show that
the proposed data governance framework introduces minimal978-1-6654-9538-7/22/$31.00 ©2022 IEEE
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overhead while letting data owners control and manage their
data with transparency and trust guarantees. Although we dis-
cuss the data governance framework through an e-prescription
use case, the proposed framework is suitable for any multi-
stakeholder application, including supply chain management,
dealing with digital and sensitive data.

II. RELATED WORK

Electronic prescription systems operate in a multi-
stakeholder environment. It requires the integrity and trans-
parency of information to avoid illegal drug sales while
preventing patients’ health problems due to drug overdose.
Besides, the application of privacy-preserving techniques for
medical records is another requirement to avoid the misuse
of sensitive information present in prescriptions. Alnafrani
and Acharya proposed SecureRx [7], a blockchain solution
using the Ethereum platform to maintain patient records and
prescriptions. Garcia et al. [8] proposed a decentralized e-
prescription system using smart-contracts on a BFT platform.
However, these solutions do not manage consent and focus
on writing records to an immutable ledger without providing
mechanisms to track who accessed the data and for what
purposes while protecting patient’s sensitive information.

Other research works investigate approaches to ensure the
integrity and privacy of medical records by preventing tam-
pering and data leakage. Zou et al. proposes SPchain [11],
a blockchain and PRE-based solution for sharing electronic
health records (EHR). Li et al. introduced DMMS [9], a
solution that exploits blockchain technology for medication
history management and electronic prescriptions. Bhaskaran
et al. [12] proposed a solution to store consumers’ data
in encrypted form on blockchain. Entities that wish to get
access can raise consent requests on the chain, and the data
owners can provide such consent cryptographically. However,
the works above do not manage patient consent for sharing
sensitive data between multi-stakeholder applications using the
PRE mechanism in the electronic prescriptions use case.

III. BACKGROUND ON PROXY RE-ENCRYPTION (PRE)

Proxy re-encryption is an asymmetric encryption technique
initially proposed by Blaze et al. [13] in which an entity A
(delegator) can delegate the decryption rights to another entity
B (delegatee) through a proxy server.

Initially, a message m is encrypted using the delegator’s
public key, CA = Enc(pkA,m), and stored in a database. If
delegatee B needs to decrypt the message, he must initially
request decryption rights for the delegator, informing his
public key pkB . If the delegator agrees, it will produce a
delegation key rkA→B and send it to the proxy.

For delegatee B to be able to decrypt the information,
the proxy server must use the delegation key rkA→B to
re-encrypt CA, that is, CB = ReEnc(rkA→B , CA). After
re-encryption, the delegatee can use his private (i.e., secret)
key skB and decrypt the message. At all stages, only the
public key is shared between the participants. From the proxy’s
point of view, it does not learn or try to decrypt confidential

information. It receives encrypted information CA and sends
other encrypted information CB .

IV. DECENTRALIZED ARCHITECTURE WITH CONSENT
MANAGEMENT AND PRIVACY PROTECTION

A. System Model and Threats

We assume a system comprising of patients, doctors, and
pharmacies. When a patient visits a doctor, the doctor creates
a new medical record that includes diagnostic data, personal
details such as name and age, and prescriptions.

We focus on the following threats:
• Privacy threat: The patient’s medical record includes sen-

sitive data, which should not be revealed to unauthorized
third parties without the patient’s consent.

• Illegal drug sales: The lack of visibility into the med-
ication supply chain leads to illegal medication sales,
resulting in drug overdoses.

Given these threats, this work aims to develop a solution
with the following objectives:

Objective 1: We aim to develop a transparent medical
prescription system based on the blockchain without revealing
sensitive data to unauthorized third parties. Note that the
data stored on the blockchain is visible to the public on
a blockchain platform. Can we allow the patients to store
and manage medical data in a tamper-proof ledger without
violating patients’ privacy?

Objective 2: When the data get stored on a digital system,
doctors and health care agencies can access the data for
diagnostic and survey purposes. Under this circumstance, it
is important to let patients or data owners have visibility into
data usage. Can we allow the data owners to track and govern
data usage by other parties?

B. Proposed Solution

We propose a decentralized data governance framework us-
ing blockchain technology and smart contracts to help patients
manage their data more efficiently. When a patient consults a
doctor, the doctor creates prescription data by recording the
diagnosis, recommended medications, and dosage. Then, the
prescription data is encrypted using the patient’s public key
and stored in the blockchain via the smart contract. We assume
that the patient shares her public key with the doctor when she
makes an appointment to see the doctor. The patient needs to
allow the pharmacists access to the prescription data to receive
medication from the pharmacy. We propose a data access
tracking mechanism within the contract state to monitor data
accesses. In this way, any query or update in the status of the
records will be registered. Note that the existing blockchain-
based systems support writing data to an immutable ledger.
Still, they do not monitor or provide support for governing data
usage, which is necessary for data provenance and privacy. Our
framework not only records the data on an immutable ledger
in a privacy-preserving manner but also logs access requests
to govern data usage.

To prevent illegal medications sales by the pharmacy, the
regulatory agency will count, through a control contract, the
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number of drugs supplied to the pharmacy with the number
of drugs sold (in the sales contract). We assume that the
blockchain can hold encrypted prescription data for brevity.
Patients can report the pharmacy that sells unlawful drugs and
receive rewards (tokens) through a smart contract. We can
extend the framework by storing the encrypted prescription
data on off-chain storage while maintaining the hash on-chain,
which we plan to tackle in our future work.

C. Proxy Re-Encryption Mechanism

We use the proxy re-encryption technique to ensure data
privacy in this work. In this way, stakeholders can decrypt
prescription data only with the patient’s consent via the
delegation mechanism. The diagram in Figure 1 shows the
architecture with the PRE operations:

1) From appointment with the patient, the doctor creates
a prescription containing the items: personal informa-
tion (PI), medication (MED), and diagnosis (DIA) for
future analysis. Before sending the prescription to the
create prescription smart contract method and being
stored in the contract state, the prescription items are
encrypted by the doctor application separately using the
patient’s public key (pkP ). Therefore, the patient has
flexibility and can consent to data sharing.

2) For the doctor, pharmacy, or regulator to analyze any item
in the prescription, it will be necessary to request decryp-
tion rights from the patient, informing their respective
public key (pk).

3) If the patient agrees with the request, the patient’s ap-
plication will generate a delegation key. The delegation
key will be encrypted and sent to the set consent contract
method.

4) In the stakeholder application, the proxy will perform
the re-encryption (RE) operation using the respective
delegation key and the allowed prescription item. The
doctor has access to all the prescription data. For this,
the proxy will perform the re-encryption for personal in-
formation CP I , medication CMED and diagnosis CDIA.
The pharmacy and the regulator can only re-encrypt the
prescribed medication.

5) After the re-encryption step, stakeholders can decrypt the
item with their respective private key (sk) and analyze the
information allowed by the patient.

Note that sensitive prescription items are encrypted before
being stored in the blockchain. In this way, records are private
and immutable. Other organizations will only be able to
decrypt the information with the patient’s permission. The
proxy re-encryption mechanism is a privacy software module
implemented in the stakeholder application to act on confiden-
tial data sharing operations.

Note about proxy: a proxy is a software that only re-
encrypts information. The proxies do not store any private
keys and do not see any message from the ciphertexts. From
their perspective, they only see an incoming ciphertext and the
result after re-encryption, which is also a ciphertext.

Consent mechanism and delegation key: Figure 2 repre-
sents steps 2 and 3 of Figure 1 where each stakeholder is a full
node (i.e., containing the PRE operations and blockchain). In
step 2, the stakeholder sends a request to the patient through a
consent contract. In step 3, the patient will create and encrypt
the delegation key using the stakeholder’s public key. In this
way, requests are transparent to all network participants, and
only the stakeholder can decrypt the delegation key.

D. How does the proposed solution meet the objectives?

Objective 1 focuses on providing transparency to the pre-
scription system while protecting patients’ privacy — our
solution stores the patients’ data on the blockchain but in an
encrypted form. The prescription data is made available to
other parties after the patient’s consent.

Objective 2 focuses on governing data usage - our solution
tracks the data access requests of consumers and permissions
of data owners through a smart contract and immutable ledger.
Therefore, data owners can have visibility into their data and
its usage. We understand that a malicious data consumer may
access the patient’s data with their permission and then post
it on a black market or other digital platforms. We plan
to investigate digital watermarking and steganography in our
future work to overcome this problem [14].

V. PROOF-OF-CONCEPT IMPLEMENTATION AND
EVALUATION

A. Privacy: Proxy Re-Encryption

Evaluation Goals: To understand the overhead and feasi-
bility of PRE operations, we evaluate execution time tests for
steps in Figure 1. We evaluated encrypting (step 1), creating a
delegation key (step 3), re-encryption (step 4), and decrypting
(step 5).

Evaluation Setup and Methodology: The PRE evaluation
programs and scripts were implemented in Python program-
ming language using NuCypher pyUmbral PRE technology, an
open-source implementation that uses the secp256k1 elliptic
curve [15]. We use the time module to calculate the difference
between the start and end of each operation. All software
created for evaluation is available on GitHub [16].

To identify realistic file sizes for medications and dosage
prescriptions, we used the English Prescribing Dataset [17].
Prescription items used for evaluation are represented in sep-
arate text files with different sizes ranging from 0.43 Kilobyte
(kB) to 0.82 kB for personal information, 0.24 kB to 0.53 kB
for medication, and 2.18 kB to 8975.74 kB ≈ 8.76 Megabyte
(MB) for diagnosis. While the file sizes are inferred from
[17], file contents are randomly generated by the evaluation
software. In total, 1000 iterations were performed for different
file sizes. We used a Linux virtual machine with an Intel Core
i7-10510U 1.80GHz (Dual-Core) processor and 6GB of RAM
for the evaluation.

Execution Time Evaluation: Figure 3 shows the average
execution time for application-level PRE operations using the
data files.
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To encrypt the diagnostic data (step 1), it took an average
of 6.98 milliseconds (ms), while medication and personal
information data took an average of 1.63 ms and 1.75 ms,
respectively. There were slight variations in the average pro-
cessing times in the delegation and re-encryption stage for
the prescription items. The delegation stage (step 3) took an
average of around 4 ms, while in the re-encryption operation
(step 4), the average execution time was around 2 ms for all
prescription data. In the decrypt stage (step 5), the item that
obtained the highest execution average was the diagnosis with
8.67 ms. In comparison, medication and the patient’s personal
information took an average of around 3 ms.

These results show PRE operations’ execution time cost
is relative to the data size. In our evaluation, even with
text files with sizes in Megabyte, the operations did not
exceed 50 ms to be executed. In this sense, our proposed
framework protects the privacy and manages consent with a
low operational overhead. We also believe PRE operations
can run on platforms like Raspberry Pi or mobile phones.

B. Smart Contract: CosmWasm Implementation

A test network called Uni Junø network [18] with 30
validator nodes was used to evaluate the transaction time
of the encrypted prescription items (after encryption step in
Figure 1). The steps to automate the sending of transactions
to the network were implemented in a shell script. All software
and contracts developed for model evaluation are available on
GitHub [16].

Transaction time for Smart Contracts in CosmWasm:
Table I shows the transaction validation time for each prescrip-
tion ranging from 0.92 kB to 130.50 kB containing all items

TABLE I
TRANSACTION VALIDATION TIME FOR THE CREATE PRESCRIPTION

CONTRACT METHOD USING COSMWASM IMPLEMENTATION WITH Uni
Junø TESTNET

Transaction time (in seconds)
Number of

Transactions Max. Min. Avg. Std.
300 6.26 1.50 2.69 0.71

(i.e., patient’s personal information, medication, and diagno-
sis). Time refers to the Tendermint consensus process with
inclusion in a block. On average, the time for a transaction
to be validated by contract method took 2.69 seconds, with
the maximum and minimum time being 6.26 seconds and
1.50 seconds, respectively. The variation in transaction time is
due to the consensus delay, including peer-to-peer messaging
between validator nodes.

VI. CONCLUSIONS

Real-world multi-stakeholder applications such as e-
prescription and supply chain deal with digital and sensitive
data, demanding privacy protection, consent management, data
provenance, and transparency. We have presented a decen-
tralized data governance framework for e-prescription that
uses proxy re-encryption and smart contracts to let data
owners control and manage their data through a trusted and
transparent blockchain platform. We have shown how the data
owners can record all the access requests and consents in
an immutable ledger to monitor data lineage. Our proof-of-
concept implementation uses CosmWasm and pyUmbral proxy
re-encryption library to assess the feasibility and performance.
Our evaluation results show that the proposed architecture can
protect data owners’ privacy and govern sensitive data access
with minimal overhead. We believe that our data governance
framework is beneficial to all multi-stakeholder applications
that deal with sensitive and private digital data.
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Abstract—Real-world applications in healthcare and supply
chain domains produce, exchange, and share data in a multi-
stakeholder environment. Data owners want to control their
data and privacy in such settings. On the other hand, data
consumers demand methods to understand when, how, and
who produced the data. These requirements necessitate data
governance frameworks that guarantee data provenance, privacy
protection, consent management, and selective disclosure. We
introduce a decentralized data governance framework based on
blockchain technology, proxy re-encryption, and Boneh, Boyen,
and Shacham (BBS) signatures to let data owners control,
selectively share and track their data through privacy-enhancing,
consent management, and selective disclosure mechanisms. Be-
sides, our framework allows the data consumers to understand
data lineage through a blockchain-based provenance mechanism.
We use Digital medical e-prescription as the use case since
it handles sensitive data in a multi-stakeholder environment
while showing how the medical community can manage pa-
tients’ sensitive prescription data, involving patients as data
owners, and doctors, and pharmacists as data consumers. Our
proof-of-concept implementation and evaluation results based on
CosmWasm, Hyperledger Besu, Ethereum, pyUmbral PRE, and
BBS signatures show that the proposed decentralized system is
platform-agnostic, scalable and guarantees a higher degree of
transparency, privacy, and trust with minimal overhead.

Index Terms—Data Governance, Decentralized, E-prescription,
Privacy, Blockchain, Smart Contracts, Proxy Re-encryption,
Selective Sharing

I. INTRODUCTION

Real-world applications in e-prescription, supply chain,
distributed energy trading, and data marketplaces operate in
a multi-stakeholder environment. Data producers may share
data with one or more data consumers through a middleware.
On the one hand, data producers, who are also data owners
in some cases, want to learn who accesses their data and
for what purposes while demanding privacy to protect their
sensitive information. Nevertheless, data consumers require
information about the data and its journey while requesting
other stakeholders to share their data to maximize the op-
erational efficiency of their businesses. Middleware platforms
often connect the data producers with data consumers in multi-
stakeholder applications.

Electronic prescribing systems is an example of a multi-
stakeholder application that handles and stores sensitive med-
ical records about the patient and share such information
with other healthcare organizations such as pharmacies and
hospitals [1, 2]. These systems must ensure data privacy
to prevent misuse of information, security to prevent data

tampering, and patient consent to share records with other
stakeholders [3]. Healthcare professionals like doctors create
patient records containing personally identifiable information
(PII), medications, and diagnosis. These records must be
securely stored for future analysis, such as patients revisiting
the doctor or sharing with other stakeholders. Therefore, in the
rest of this article, we use e-prescription as a representative
multi-stakeholder application to illustrate the data governance
requirements.

Relying on a centralized middleware for data sharing in-
troduces the central point of failure as the organization that
runs the middleware may misuse sensitive data belonging
to data producers. For example, prescription systems allow
healthcare professionals, such as physicians, to create digital
records about a patient’s health status by adding diagnosis
and medications data. Allowing a centralized middleware to
manage patients’ health data is risky since the prescription
and diagnosis data contain sensitive and personally identifi-
able information. Note that centralized systems may misuse
patients’ health data without their consent, resulting in privacy
violations [4, 5]. This can be crucial in the face of the
privacy laws, such as the EU GDPR (General Data Protection
Regulation) policy.

Blockchain offers decentralized middleware for multi-
stakeholder applications. Data producers can store and share
data through the blockchain ledger. Still, it is not tailor-
made for storing and sharing sensitive data, as the data has
to be packaged appropriately and encrypted before storage.
Several existing frameworks contribute approaches to sharing
data through the blockchain [6, 7, 8, 9]. Still, they do not
adequately discuss how the data producers can track their
data, manage access, and control it throughout the life cycle.
Similarly, existing literature lacks approaches to access data
with owners’ consent within a decentralized and blockchain-
based ecosystem.

Data includes multiple attributes with varying sensitivity.
For example, a doctor could look at a patient’s historical health
record, age, and prescription data, while the pharmacist could
only access the prescription data. Only the data associated
with the attribute “prescription” must be revealed to the
pharmacist in this context. When leveraging blockchain for
data sharing, existing approaches allow sharing of all attributes
while lacking efficient mechanisms for selective sharing of
attributes based on the data consumer and their authority with
the data owner’s consent.
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In this work, we show how proxy re-encryption can be
employed in a blockchain-based multi-stakeholder application
to protect the privacy of the data owner while allowing the data
owner to control and manage their data [10]. Our prior work
[11] introduced only the architecture to share sensitive data
between stakeholders in e-prescription applications. It did not
use selective disclosure mechanism to allow the data owner to
selectively share data with other stakeholders. We make the
following contributions:

• Introduce a novel decentralized architecture for multi-
stakeholder applications by combining blockchain, smart
contracts, proxy re-encryption, and BBS signature.

• Employ proxy re-encryption to allow data owners to view
data access requests and delegate data accesses, giving
consent to the data consumers through an immutable
ledger.

• Leverage BBS signature to share data attributes selec-
tively with data consumers based on the authority and
pre-established trust, protecting the privacy.

• Implement a proof of concept using CosmWasm, which
uses Tendermint (a Byzantine Fault Tolerance–BFT con-
sensus mechanism), Ethereum (a popular blockchain plat-
form with smart contract support), and NuCypher pyUm-
bral [12] proxy re-encryption (PRE) library to estimate
the performance and to demonstrate feasibility. Also, we
compare the obtained results with distinct blockchain
implementations such as Tendermint, Hyperledger Besu,
and Ethereum.

Our evaluation results show that the proposed data gover-
nance framework introduces minimal overhead while letting
data owners control and manage their data with transparency
and trust guarantees. Although we discuss the data governance
framework through an e-prescription use case, the proposed
framework is suitable for any multi-stakeholder application,
including supply chain management, dealing with digital and
sensitive data.

II. RELATED WORK

Electronic prescription systems operate in a multi-
stakeholder environment. It requires the integrity and trans-
parency of information to avoid illegal drug sales while
preventing patients’ health problems due to drug overdose.
Besides, the application of privacy-preserving techniques for
medical records is another requirement to avoid misuse of
sensitive information present in prescriptions.

A. Blockchain-based data sharing

Some works explore blockchain technology to maintain
data integrity and availability for sharing among multiple
stakeholders. Dubovitskaya et al. proposes Action EHR [7],
a solution based on blockchain and asymmetric cryptography
to allow patients to manage records related to cancer treatment
across multiple hospitals. The authors explored records man-
agement in a hybrid way where metadata such as file sharing
permissions are stored on the blockchain, and patient data is
encrypted and stored off-chain. Makhdoom et al. [6] proposed

a framework to preserve privacy in data sharing in the smart
cities use case. The authors used the Hyperledger Fabric
permissioned platform using different channels to separate
communication between organizations while preserving data
privacy. Rajput et al. [13] presented a framework for managing
personal health records (PHR) using the Hyperledger Fabric
and Hyperledger Composer platforms. The patient defines the
access rules to share the PHR through smart contracts in this
framework.

B. Consent management in blockchain-based data sharing

The consent mechanism allows controlling access to
records. This way, information can only be accessed with
the data owner’s consent. Kim et al. proposed DynamiChain
[14], a dynamic consent system for sharing data between
different organizations. In particular, the authors analyzed the
sharing of medical examinations. In the proposed model, data
utilizers can access data according to rules defined by data
providers using blockchain technology. Similarly, Tith et al.
[15] presented a prototype to allow patient consent to share
their medical data with other healthcare organizations. The
authors presented the model using the Hyperledger Fabric
platform in which the patient can define sharing rules. Jaiman
and Urovi [8], Albanese et al. [9] and Hu et al. [16] proposed
a consent model for the patient to control their data sharing
with other stakeholders.

C. Privacy in blockchain-based data sharing

The application of privacy-preserving techniques for med-
ical records is another requirement to avoid the misuse of
sensitive information present in prescriptions. Chen et al. [17]
proposed a solution using proxy re-encryption to preserve
privacy when sharing medical data. The authors used a hybrid
approach in which medical data is stored in the cloud in
an encrypted form, and metadata such as indexes and digital
signatures are stored on the blockchain. Similarly, Zou et al.
proposed SPChain [18] a framework for sharing medical data
while preserving patient privacy through proxy re-encryption.
Li et al. introduced the decentralized medication management
system (DMMS) [19] to allow prescribers to create prescrip-
tions and encrypt data using the patient’s public key.

Manzoor et al. [20] proposed a scheme to manage Internet
of Things (IoT) data sharing. In particular, the authors used
proxy re-encryption to ensure confidentiality in distributed
cloud storage. In terms of evaluation, the authors analyzed the
system performance using the Ethereum platform. Similarly,
Chen et al. [21] proposed an architecture with proxy re-
encryption for secure IoT data sharing. From the evaluation
point of view, the authors analyzed the operational costs
without a specific blockchain platform.

D. Selective sharing in blockchain-based applications

The data selection mechanism allows the data owner to
select the data to be shared without disclosing other informa-
tion. Mukta et al. proposed CredChain [22] a blockchain-based
solution that enables the creation, sharing and verification

45



TABLE I
RELATED WORK AND GAPS

Related WorkFeatures
[6, 7, 13] [14] [8, 9, 15, 16] [17, 18, 19, 20, 21] [22]

This work

Blockchain-based Y Y Y Y Y Y
Privacy Support Y Y N Y Y Y
Consent Mechanism N Y Y N N Y
Selective Disclosure N N N N Y Y
Tracking Mechanism N N N N N Y

of credentials. In particular, the authors explore academic
credentials to allow flexibility in selective disclosure using
redactable signatures. The user has full control over the
credential data and can select the information to be shared
with other institutions.

However, none of the above works allows the data owner
to manage and select specific data to share with other
stakeholders while maintaining the privacy of sensitive data.
Furthermore, our solution allows the data owner to verify
who uses their data through a tracking mechanism. Table I
summarizes related work and gaps.

III. BACKGROUND

This section introduces the technologies we use to preserve
privacy while allowing the data owner to select the data to
be shared among multiple stakeholders. In particular, we use
proxy re-encryption to keep the data encrypted and only ac-
cessible through the data owner’s consent and BBS signatures
to select data to be shared with other stakeholders, maintaining
the authenticity of records.

A. Proxy Re-Encryption (PRE)

Proxy re-encryption is an asymmetric encryption technique
initially proposed by Blaze et al. [23] in which an entity A
(delegator) can delegate the decryption rights to another entity
B (delegatee) through a proxy server. In the PRE technique,
we have three main actors:

• Delegator: data owner and delegates decryption rights to
another user or entity (i.e., delegatee);

• Delegatee: data consumer and receive decryption rights
to access the encrypted information;

• Proxy: performs a re-encryption using the delegation key
(generated by the delegator) and the encrypted message to
allow the delegatee to access the encrypted information;

Initially, a message m is encrypted using the delegator’s
public key, CA = Enc(pkA,m), and stored in a database. If
delegatee B needs to decrypt the message, he must initially
request decryption rights for the delegator informing his public
key pkB . If the delegator agrees, it will produce a delegation
key rkA→B and send it to the proxy.

For delegatee B to be able to decrypt the information, the
proxy server must use the delegation key rkA→B to re-encrypt
CA, that is, CB = ReEnc(rkA→B , CA). After re-encryption,
the delegatee can use his private (i.e., secret) key skB and
decrypt the message. From Blaze et al. [23] work, all steps

are summarized by the expression to decrypt a message m:
Dec(ReEnc(rkA→B , Enc(pkA,m)), skB) = m.

At all stages, only the public key is shared between the
participants. From the proxy’s point of view, it does not learn
or try to decrypt confidential information. It receives encrypted
information CA and sends other encrypted information CB .

Our solution uses NuCypher Umbral PRE cryptosystem
algorithm that introduces the capsules (CAP ) implementation
feature [12, 24]. Umbral uses a key-encapsulation-mechanism
(KEM) and data-encapsulation-mechanism (DEM). Data is en-
crypted with a random symmetric key, so this is the encrypted
bulk data (the DEM part), and that symmetric key is then
encrypted, which is the capsule (the KEM part). Both the
encrypted bulk data and the capsule are stored together. During
all steps, the capsule must be kept securely in an encrypted
form to prevent a stakeholder, even with the delegation key,
from re-encrypting other unauthorized data.

In summary, proxy re-encryption allows the data owner to
delegate part of the secure data sharing responsibility to a
third party (denoted as a proxy in PRE) while getting data
integrity and confidentiality guarantees. In our work, we use
PRE to allow the patient to delegate access to encrypted
prescription data.

B. BBS Signatures
Unlike traditional digital signature systems where for vali-

dation, the messages and signature must be in the entire form,
BBS signatures initially presented by Boneh et al. [25] is
a form of short group signature that allows a stakeholder
A to sign multiple messages generating a single signature
s as output. With the signature, stakeholder B can derive
proofs (proofi) by selecting the messages to be disclosed
while maintaining the verifiable properties of authenticity and
integrity. Another stakeholder (C) can verify the authenticity
of derived proof (proofi).

Decentralized Identity Foundation [26] provides a formal
definition of BBS operations adopted by our work. From the
private (sk) and public key (pk), a Stakeholder A can sign
a set of messages (msg) producing a single signature s as
output. That is, s = Sign(sk, pk, (msg[0], ...,msg[n]))).
With the signature s, Stakeholder B can produce
derived proofs (proofi) using stakeholder A’s public
key with the messages indexes to be revealed:
proofi = ProofGen(pk, s, (msg[0], ...,msg[n]), indexes).

The new transaction with the revealed message has zero-
knowledge proof to verify the existence of the signa-
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ture and Stakeholder C can verify if the derived proof
is valid for the signature created by the first stakeholder:
ProofV erify(pk, proofi,msg). In the electronic prescrip-
tions use case, the doctor is stakeholder A, the patient stake-
holder B, and the pharmacy stakeholder C. In the example of
Figure 1, messages with indexes 1 and 2 were selected. Each
message was sent in different transactions. However, selected
messages can be added to the same transaction.

Fig. 1. BBS signatures and message selection with derived proofs

In summary, BBS signatures allow the data owner to se-
lectively reveal certain pieces of data attributes to specific
stakeholders in a reliable and scalable way. In our work,
we use BBS signatures to allow the patient to select specific
attributes of the prescription to share with other organizations.

IV. DECENTRALIZED ARCHITECTURE WITH CONSENT
MANAGEMENT AND PRIVACY PROTECTION

A. System Model and Threats

We assume a system comprising of patients, doctors, and
pharmacies. When a patient visits a doctor, the doctor creates
a new medical record that includes diagnostic data, personal
details such as name and age, and prescriptions.

We focus on the following threats:
• Privacy threat: The patient’s medical record includes sen-

sitive data, which should not be revealed to unauthorized
third parties without the patient’s consent.

• Lack of accountability (or Illegal drug sales in an e-
prescription use case): The lack of visibility into the
medication supply chain leads to illegal medication sales,
resulting in drug overdoses.

• Selective disclosure: Medical records include multiple
fields such as patients’ personal information, historical
health data, and medical prescriptions. Only the recent
medical prescription must be revealed to the pharmacist
when a patient visits the pharmacy. Such scenarios high-
light the need to share certain data attributes with specific
stakeholders selectively.

Given these threats, this work aims to develop a solution by
answering the following research questions.

Question 1: We aim to develop a transparent medical
prescription system based on the blockchain without revealing
sensitive data to unauthorized third parties. Note that the
data stored on the blockchain is visible to the public on a
blockchain platform. How do we allow the patients to store
and manage medical data in a tamper-proof ledger without
violating patients’ privacy?

Question 2: When the data get stored on a digital system,
doctors and health care agencies can access the data for
diagnostic and survey purposes. Under this circumstance, it
is important to let patients or data owners have visibility into
data usage. How do we allow the data owners to track and
govern data usage by other parties?

Question 3: When a medication supply chain operates
without a regulator, pharmacies can easily acquire drugs
from the manufacturer and sell them to patients without a
valid prescription. How do we prevent illegal drug sales by
involving a regulator in a decentralized prescription system?
To generalize it to other multi-stakeholder applications, how
do we allow the regulatory body to access data for account-
ability and compliance verification within a decentralized data
governance infrastructure?

Question 4: All parties need not require access to all data.
Certain stakeholders may require access to specific sensitive
data belonging to other parties. For example, the regulator
may want to audit the data for compliance check. How
do we selectively share specific data attributes with certain
stakeholders in a reliable and scalable manner?

B. Proposed Solution

We propose a decentralized data governance framework
using blockchain technology and smart contracts to help
patients (data owner) manage their data more efficiently. When
a patient consults a doctor (data producer), the doctor creates
prescription data by recording the diagnosis, recommended
medications, and dosage. Then, the prescription data is en-
crypted using a changeable public key of the patient and
stored on the blockchain via smart contracts. We assume that
the patient shares her public key with the doctor when she
makes an appointment to see the doctor. The patient needs to
allow the pharmacist (data consumer) access to the prescription
data to receive medication from the pharmacy. In particular,
the patient selects data to be shared with other stakeholders.
Through selective sharing, the patient has the flexibility to
create different versions with allowed data while keeping
unauthorized data secret. Besides, the data consumer requires
proof to authenticate the integrity of the data as the data owner
may share incorrect or modified data with the data consumer.

We propose a data access tracking mechanism within the
contract state to monitor data accesses. In this way, any query
or update in the status of the records will be registered. Note
that the existing blockchain-based systems support writing
data to an immutable ledger. Still, they do not monitor or
provide support for governing data usage, which is neces-
sary for data provenance and privacy. Our framework not
only records the data on an immutable ledger in a privacy-
preserving manner but also logs access requests to govern data
usage.

Besides, we allow the data owner to decide which in-
formation she wants to share with which parties through a
blockchain and smart contracts. The data consumer can also
get proof showing the authenticity of the data. In the e-
prescription use case, the doctor creates the prescription data
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for the patient, which means when the patient shares the
prescription data with the pharmacy, she needs to prove that
the doctor created the prescription data. Our framework lets
the data owner create proof while enabling the data consumer
to validate the data integrity by checking the data stored on
the ledger with the data owner’s consent.

To prevent illegal medications sales by the pharmacy, the
regulatory agency will count, through a control contract, the
number of drugs supplied to the pharmacy with the number
of drugs sold (in the sales contract). Patients can report
the pharmacy that sells unlawful drugs and receive rewards
(tokens) through a smart contract through this approach.

We assume that the blockchain can hold encrypted pre-
scription data for brevity. We can extend the framework by
storing the encrypted prescription data on off-chain storage
while maintaining the hash on-chain, which we leave for future
work.

C. Overview of Smart Contracts

Figure 2 shows the contracts among stakeholders for the
proposed model:

Fig. 2. Stakeholders and smart contracts

1) Prescription Smart Contract: the doctor creates the
prescription data and invokes the create prescription
smart contract method. The contract state will be updated
with the patient’s personal information, recommended
medications, and diagnosis. Each instance has the address
of the doctor (sender) and patient (recipient). The cre-
ate prescription method only accepts transactions from
the doctor. In this sense, only transactions signed by the
doctor will be valid. For data usage tracking, any query
to the contract, the stakeholder address will be updated
in the last access state.

2) Report Smart Contract: in case of illegal actions per-
formed by the pharmacy, such as selling medication
without a valid prescription (i.e., issued by the doctor),
the patient can report it to the regulatory authority. If the
report is valid, the patient can receive tokens as a reward.
The contract instance contains the source address and the
destination (regulator). From the create report method,
the current contract state will be updated with the source
address and the data (description) of the denunciation
with medication sold and pharmacy address. Personally
identifiable information (PII) will not be stored in the
contract state.

TABLE II
ACCESS TO INFORMATION BY STAKEHOLDERS AFTER PATIENT

PERMISSION

Medical Records
Stakeholder Personal Information

(e.g., Name, Age) Diagnosis Medication
and Dosage

Doctor Yes Yes Yes
Patient Yes Yes Yes

Pharmacy No No Yes
Regulator No No Yes

A note on reporting feature: in this work, we pro-
posed a mechanism using a smart contract to allow
the participants, particularly the patients, to create a
report about illegal activities performed by the pharmacy.
However, in future work, we will explore in detail how
to protect users’ privacy in case of denunciation and how
to integrate data report verification and token economics
in the prescription use case.

3) Sales Smart Contract: allows the pharmacy to sell
medications to the patient. The pharmacy creates a con-
tract instance with the patient to send sales transactions.
Each sales transaction will be sent to the sell medication
contract method, and the current state is updated with the
sales data (i.e., medication name, dosage, and price).

4) Medication Control Smart Contract: allows the reg-
ulator to account for the number of drugs supplied and
sold by the pharmacy. The legal amount will be sent by
the regulator and received by the pharmacy. Only the
pharmacy will notify the number of medications sold,
and the smart contract method will automatically update
the number of available medications. In this way, the
regulator will account for the relationship between drugs
supplied and drugs sold.

5) Patient Consent Smart Contract: allows stakeholders
to request the right to decrypt the patient’s prescription
data. The contract state includes the request origin address
and the patient’s consent, authorizing or not the data
decryption. In Section IV-E, the request mechanism using
smart contracts is presented.

6) Reward Smart Contract: used for the regulator to
transfer tokens to the patient in case of complaint proof.
We plan to develop and detail the token economy in our
future work.

7) Disclosure Smart Contract: allows the patient to share
selected data with other stakeholders. The contract keeps
the shared items encrypted with the derived proof.

Figure 3 shows the steps for creating an instance and
sending transactions. After uploading the contract to the
network, an instance of the contract is created among the
stakeholders with the definition of who sends and receives
a transaction. The stakeholder (sender) sends a transaction to
the network, informing the instance address and the transaction
data described in Section IV-C. For example, the doctor sends
a transaction to the network informing the instance address
and the prescription data (i.e., patient personal information,
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medication, and diagnosis). The contract method will verify
the transaction’s validity by checking if the sender is the same
as defined by the instance. To be added to the blockchain,
transactions will follow the consensus steps of the underlying
blockchain. If it is a valid transaction, the current contract state
will be updated with the transaction data.

Fig. 3. Smart contract instance and transaction validation

D. Proxy Re-Encryption Mechanism and BBS Signatures

In this work, we use the proxy re-encryption technique to
ensure data privacy and BBS signatures for selective disclo-
sure. In this way, stakeholders can decrypt prescription data
only with the patient’s consent via the delegation mechanism.
Table II shows the information that stakeholders can consult
after the patient’s permission, and the diagram in Figure 4
shows the architecture with the PRE and BBS operations:

1) From the appointment with the patient, the doctor creates
a prescription containing the items: personal informa-
tion (PI), medication (MED), and diagnosis (DIA) for
future analysis. Before sending the prescription to the
create prescription smart contract method and being
stored in the contract state, the prescription items are
encrypted by the doctor application separately using the
patient’s public key (pkP ). The patient generates a public
key for each appointment to ensure unlinkability, as the
same public key may compromise anonymity. Although
this approach increases the management complexity as
the patient needs to maintain several private keys, the
literature shows that the user can rotate a limited number
of keys to maintain anonymity. Therefore, the patient has
flexibility and can consent to data sharing.

2) The doctor creates a BBS signature with the encrypted
prescription items.

3) The doctor application creates a transaction containing
the encrypted items separately and submits it to the
prescription contract. Without re-encryption, only the
patient can decrypt the items using their private key.

4) If a stakeholder such as a doctor, pharmacy, or regulator
needs to access some prescription information, it will be
necessary to send a request to the patient informing the
public key (pk) through the consent contract.

5) If the patient agrees to share some information, the
application will produce a delegation key (rk) from the
received public key (pk). Before sending the transaction,
the delegation key will be encrypted using the stake-
holder’s public key to allow access to the delegation key.

6) The patient will request the data in the prescription
contract and, through the selective disclosure mechanism
using BBS implementation, select the item to be shared

following the privacy filters in Table II. The selected
item remains encrypted with the patient’s public key.
Thus, the re-encryption operation using the delegation
key is necessary for the stakeholder to be able to decrypt
the information. Similarly, the patient application will
decrypt the capsule using their private key and encrypt
with the stakeholder’s public key. Note that decrypting
the capsule is not decrypting the data itself [24]. The
capsule only refers to the item allowed by the patient
and not all items in the prescription.

7) The patient application will create a transaction contain-
ing a derived proof with the encrypted data and capsule
allowed by the patient. The transaction will be submitted
to the disclosure contract. As an example, Figure 4 shows
the sharing of the medication item.

8) The stakeholder application will query the transaction in
the disclosure contract and verify the authenticity of the
derived proof generated by the patient application. This
step verifies if the derived proof contains the same item
issued by the doctor.

9) To access the items shared in the disclosure contract,
it is necessary to perform the data re-encryption (RE)
operation using the delegation key. The stakeholder (i.e.,
doctor, pharmacy, or regulator) will query and decrypt the
delegation key through the consent contract and decrypt
the capsule through disclosure contract. For example,
Figure 4 shows the medication (CAPMED) to be con-
sulted by the pharmacy or regulatory agency. At this
stage, the doctor’s application will be able to re-encrypt
all prescription data (i.e. personal information (CAPP I),
medication (CAPMED), and diagnosis (CAPDIA) as
shown in Table II.

10) After the re-encryption step, stakeholders can decrypt the
item with their respective private key (sk) and analyze the
information allowed by the patient.
In Figure 4, we use the Umbral cryptosystem algorithm
[12] for proxy re-encryption operations where the capsule
is used for step 9 and both (capsule and ciphertext) for
step 10.

Note about patient revisiting doctor: From the architecture in
Figure 4, if the patient revisits the doctor, it will be necessary
to request the decryption rights (step 4) for the doctor to
consult the prescription history. With the rights allowed and
the data selected by the patient (steps 5, 6, and 7), the doctor
application must verify the proof (step 8), re-encrypt the
prescription capsules (i.e., CAPP I , CAPMED and CAPDIA)
and decrypt the re-encrypted items (i.e., CP IRE

, CMEDRE

and CDIARE
) in steps 9 and 10. Steps 4 to 10 are repeated

for the other stakeholders, differing only in the information
shared, as shown in Table II.

Note that sensitive prescription items are encrypted before
being stored in the blockchain. In this way, records are private
and immutable. Other organizations will only be able to
decrypt the information with the patient’s permission. The
proxy re-encryption mechanism is a privacy software module
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Fig. 4. Our decentralized data governance framework with support for PRE mechanism, consent management, data provenance, and privacy.

implemented in the stakeholder application to act on confiden-
tial data sharing operations.

Note about proxy: Proxy is a software that only re-encrypts
information. The proxies do not store any private keys and
do not see any message from the ciphertexts. From their
perspective, they only see an incoming ciphertext and the result
after re-encryption, which is also a ciphertext.

A note on the security of unauthorized data: Our solution
does not use a trusted third party to manage delegation keys.
Instead, delegation keys are sent to stakeholders in encrypted
form through a consent contract. Even with the delegation
key, it is impossible to re-encrypt all other prescription items
using a single capsule. In our solution, a capsule represents
each prescription item. For a stakeholder to re-encrypt all
items, the patient must provide all capsules. We emphasize
that the delegation key is shared in encrypted form through
the consent contract. In the case of prescription data, each
capsule represents a single item of the prescription that is
shared through the disclosure contract also in encrypted form.

E. Consent mechanism and delegation key

Figure 5 represents steps 4 and 5 of Figure 4 where each
stakeholder is a full node (i.e., containing the PRE operations
and blockchain). In step 4, the stakeholder sends a request
to the patient through a consent contract. In step 5, the
patient will create and encrypt the delegation key using the
stakeholder’s public key. In this way, requests are transparent
to all network participants, and only the stakeholder can
decrypt the delegation key.

F. BBS for selective disclosure

The BBS module acts as a piece of software that allows the
patient to select the items to be shared with other stakeholders

Fig. 5. On-chain request mechanism (step 4) and sending the encrypted
delegation key (step 5) using smart contracts

through transactions, as in Figure 6. From the application’s
point of view, a new transaction will be created containing a
derived proof with only the allowed data (kept in encrypted
form). For example, transaction 1 (in Figure 6) contains a
derived proof with only the medication and can be shared
with the pharmacy and regulator (as in the privacy levels
in Table II). Transaction 2 contains a derived proof with all
prescription data and is shared only with the doctor. Note that
for stakeholders to be able to decrypt the data, the delegation
key is required to perform steps 9 and 10 in Figure 4.

Fig. 6. Selective disclosure performed by patient application after stakeholder
request
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G. Patient Consent and Provenance

In our framework, the consent mechanism allows the patient
to allow or revoke access to information using a decentralized,
transparent, and tamper-proof architecture. Following Table II,
the patient will be able to select the data to be shared with
other healthcare organizations. The use of information must be
transparent and traceable [27], that is, the patient must know
what information is being used and by whom. Therefore, all
requests and permissions are performed using smart contracts.
From the data owner’s point of view, there is a data lineage
where it is possible to authorize and audit data sharing.

A note on PRE and BBS signatures: In our model,
we use PRE for the patient to authorize or revoke access
to one or more prescription items through the delegation
key and capsule. Using BBS, the patient can create versions
with the items issued by the doctor, maintaining integrity
and authenticity. For example, using BBS, the pharmacy can
check if the version created in step 6 of Figure 4 contains the
same medication prescribed by the doctor in step 1 without
accessing the other prescription items.

H. How does the proposed solution meet the objectives?

Question 1 focuses on providing transparency to the pre-
scription system while protecting patients’ privacy — our
solution stores the patients’ data on the blockchain but in an
encrypted form. The prescription data is made available to
other parties only after the patient’s consent.

Question 2 focuses on governing data usage - our solution
tracks the data access requests of consumers and permissions
of data owners through a smart contract and immutable ledger.
Therefore, data owners can have visibility into their data and
its usage. We understand that a malicious data consumer may
access the patient’s data with their permission and then post
it on a black market or other digital platforms. We plan
to investigate digital watermarking and steganography in our
future work to overcome this problem [28].

Question 3 aims to prevent illegal sales of drugs — our so-
lution includes a regulator in the prescription system, thereby
providing transparency and accountability. By allowing the
regulator to track the flow of goods through a tamper-proof
ledger, our solution reduces illegal drug sales. Besides, the
regulator still requires the permission of the data owner to
view records, making the auditing process transparent and
trustworthy.

Question 4 protects sensitive data and intellectual property
in multi-stakeholder applications. By using BBS Signature,
our solution allows the data owner to selectively reveal partial
data to specific stakeholders while proving ownership through
a smart contract.

I. How can our solution be used for other multistakeholder
applications?

In our work, we present electronic prescriptions as a use
case of multi-stakeholder application. However, our solution
can be broadly used in applications where the data owner can
authorize and create versions to share only part of all data

with other institutions. Therefore, the proposed solution can
generally be used for other applications with data producers,
data owners, and data consumers. In the use case presented,
the doctors are the data producers, and the patient is the data
owner, allowing or revoking access to the data consumers (e.g.,
pharmacy). We specifically use proxy re-encryption (PRE) as
consent to share the delegation key and capsule with the data
consumer. In addition, we use BBS signatures to enable the
data owner to create versions of the data issued by the data
producer (with one or more items), maintaining authenticity
and keeping unauthorized data secret. The data consumer can
re-encrypt and decrypt only the item allowed by the data
owner. In addition, the data consumer can verify if the item
is the same issued by the data producer.

V. THREAT ANALYSIS

This section discusses how our framework overcomes pri-
vacy threats. Our solution guarantees the following properties:

Non-repudiation: The system should ensure that stakehold-
ers cannot deny the data ownership or access. In a multi-
stakeholder application such as e-prescription, the patient au-
thenticates the doctor to store the data in the blockchain ledger
in encrypted form. Therefore, the patient provides consent
to the doctor to store the data in the ledger. From the data
consumers’ viewpoint, they request access to the data. Our
framework stores the access request and the owner’s response
to the request in the ledger. Besides, for accountability pur-
poses, we introduce a smart contract to track the medication
sales, which helps the regulators audit the medication supply
chain. It is important to note that pharmacies may sell drugs
without submitting a digital entry to the ledger. We believe this
problem requires a fully regulated medication supply chain
wherein all the prescriptions flow through the regulators with
full accountability. In summary, our framework records critical
activities on blockchain to guarantee non-repudiation.

Anonymity and Unlinkability: All the transactions use
only the public key of the stakeholders. Our system uses a
changeable public key when patients visit the hospital, doctor,
and pharmacy to strengthen anonymity and unlinkability. Al-
though this approach increases the management complexity as
the patient needs to maintain several private keys, the literature
shows that a limited number of keys can be rotated by the
user to maintain anonymity in digital systems [29]. Besides,
our framework focuses on ensuring anonymity on the digital
platform, while anonymity in physical areas is outside the
scope of this work.

Confidentiality: The system should ensure that data is not
made available to any party without the owner’s authorization.
The data owner needs to authorize access to their data.
Besides, the data owner can selectively share specific attributes
(keeping in encrypted form) with certain stakeholders in our
framework, ensuring confidentiality.

Integrity: The system must prevent data tampering—our
framework stores all the data in the blockchain ledger in
encrypted form. The data cannot be modified in the ledger
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unless the stakeholders manage to convince the majority of
the nodes that run the ledger.

Impersonation attack: The data owner must protect the
private key to govern and protect data. When attackers manage
to compromise the data owner’s computing device, they can
misuse data by impersonation attack. Like any blockchain-
based solution, our framework also requires safe practices
to manage private keys to ensure security and privacy, such
as authentication is crucial to prevent unauthorized access to
medical applications and key pairs. Newaz et al. [4] ana-
lyzed some types of authentication (e.g., single, multi-factor
authentication, and continuous authentication) for healthcare
applications.

VI. PROOF-OF-CONCEPT IMPLEMENTATION AND
EVALUATION

A. Privacy: Proxy Re-Encryption

Evaluation Goals: To understand the overhead and fea-
sibility of PRE and BBS signature operations, we evaluate
memory allocation and execution time for steps in Figure 4.
We evaluated encrypting (step 1), creating a delegation key
(step 5), re-encryption (step 9), and decrypting (step 10).

Evaluation Setup and Methodology: The PRE evaluation
programs and scripts were implemented in Python program-
ming language using NuCypher pyUmbral PRE technology, an
open-source implementation that uses the secp256k1 elliptic
curve [30]. We use the module tracemalloc, a tool to trace
memory blocks allocated by the evaluation program during
the execution of the operations. For execution time, we use
the time module to calculate the difference between the start
and end of each operation. All software created for evalu-
ation is available on GitHub [31]. We implement the smart
contracts using the following BFT platforms: CosmWasm
and Hyperledger Besu, discussed in the section VI-C. For
comparison, we evaluated the contracts methods using the
Ethereum platform, and will be discussed in the section VI-D.

To identify realistic file sizes for medications and dosage
prescriptions, we used the English Prescribing Dataset [32].
Prescription items used for evaluation are represented in sep-
arate text files with different sizes ranging from 0.43 Kilobyte
(kB) to 0.82 kB for personal information, 0.24 kB to 0.53 kB
for medication, and 2.18 kB to 8975.74 kB ≈ 8.76 Megabyte
(MB) for diagnosis. While the file sizes are inferred from
[32], file contents are randomly generated by the evaluation
software. In total, 1000 iterations were performed for different
file sizes. We used a Linux virtual machine with an Intel
Core i7-10510U 2.303GHz (Quad-Core) processor and 8GB
of RAM for the evaluation.

Table III presents information about the maximum (Max.),
minimum (Min.), and average (Avg.) size of each prescription
item.

1) Memory Allocation Evaluation: Figure 7 shows the
average memory allocated for application-level PRE opera-
tions using the data files of Table III. In all operations, most
memory blocks allocated are for asymmetric cryptography
operations using the secp256k1 curve. In particular, pyUmbral

TABLE III
MAXIMUM, MINIMUM AND AVERAGE FILES SIZE WITH PRESCRIPTION

ITEMS

Prescription Data (kB)

File Size Personal
Info

Medication
and Dosage Diagnosis

Min. 0.43 0.24 2.18
Max. 0.82 0.53 8975.74 (≈ 8.76 MB)
Avg. 0.62 0.39 4538.57 (≈ 4.43 MB)

Fig. 7. Average memory allocation by tracemalloc in PRE operations

Fig. 8. Average execution time in PRE operations

uses OpenSSL via Cryptography.io library. We highlight the
key findings below:

• The diagnosis data’s encryption (step 1 of Figure 4)
consumes significant memory since it contains a large
amount of data compared to other data items (see Table
III). The diagnosis data requires an average allocation
of 4432.97 kB (≈ 4.32 MB) with a standard deviation
(Std.) of 2524.97 kB (≈ 2.46 MB). At the same time, for
personal information and medication, it was 1.39 kB and
1.15 kB with Std. of 0.55 kB and 0.08 kB, respectively,
as shown in Figure 7.

• In the delegation stage (step 5 of Figure 4), which
is performed on the patient’s application, the average
memory allocation was around 3.66 kB (with Std. of 0.91
kB) for personal information, medication, and diagnosis.
Similarly, in the re-encryption stage (step 9 of Figure 4),
the average allocated memory was around 1.60 kB (with
Std. of 0.01 kB).

• Similar to the encryption stage, the decryption (step 10
of Figure 4) also consumes significant memory due to
the execution of computationally-intensive cryptography
operations.

2) Execution Time Evaluation: Figure 8 shows the average
execution time for application-level PRE operations using the
data files of Table III.

To encrypt the diagnostic data (step 1 of Figure 4), it took
an average of 6.98 milliseconds (ms) with a standard deviation
of 3.56 ms for files ranging from 2.18 kB to 8975.74 kB ≈
8.76 Megabyte (MB). The medication and dosage data took
an average of 1.63 ms with a standard deviation of 0.67 ms
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for data files ranging from 0.24 kB to 0.53 kB. For personal
information, it took 1.75 ms with a standard deviation of 0.59
ms for data files from 0.43 kB to 0.82 kB.

Similar to the average memory allocation evaluation, there
were slight variations in the average processing times in the
delegation and re-encryption stage for the prescription items.
The delegation stage (step 5 of Figure 4) took an average
of 4.78 ms (with Std. of 1.17 ms) for diagnosis data, 4.53
ms (with Std. of 1.65 ms) for medication and dosage, and
4.62 ms (with Std. of 1.66 ms) for personal information. In
the re-encryption operation (step 9 of Figure 4), the average
execution time was 2.43 ms (with Std. of 0.81 ms) for
diagnosis, 2.32 ms (with Std. of 0.82 ms) for medication and
dosage, and 2.35 ms (with Std. of 0.76 ms) for the patient’s
personal information. In the decrypt stage (step 10 of Figure
4), the item that obtained the highest execution average was the
diagnosis with 8.67 ms (with Std. of 4.05 ms). In comparison,
medication and dosage took 3.18 ms, and the patient’s personal
information took 3.27 ms with Std. of 1.36 ms and 1.25 ms,
respectively.

These results show PRE operations’ cost of memory allo-
cation and execution time is relative to the data size. In our
evaluation, even with text files with sizes in Megabyte (see
Table III), the operations did not exceed 50 ms to be executed.
In this sense, our proposed framework protects privacy and
manages consent with a low operational overhead. We also
believe PRE operations can run on platforms like Raspberry
Pi or mobile phones.

B. Selective Disclosure: BBS Signatures

We evaluated, in a total of 100 executions, the execution
time of BBS operations using the MATTR Jsonld implemen-
tation that uses BLS12-381 key pairs [33]. We use the Perfor-
mance API to evaluate the execution time between operations.
Table IV shows the average (Avg.), standard deviation (Std.),
minimum (Min.), and maximum (Max.) for the following BBS
operations: signing all prescription data (messages), create a
proof with all prescription data and verify the derived proof.

For a doctor to sign all the prescription data (i.e., personal
information, medication, and diagnosis) performed in step 2
of Figure 4 took an average of 260.18 ms, with a maximum
execution time of 341.93 ms and a minimum of 216.56
ms. For the patient application, producing a derived proof
selecting all prescription items (step 6 of Figure 4) took an
average of 340.11 ms with a maximum of 425.51 ms and a
minimum of 279.22 ms. The average execution time to verify
the derived proof (step 8 of Figure 4) with all prescription
items took 192.17 ms, with a maximum time of 268.49 ms
and a minimum of 149.39 ms.

C. Smart Contract: CosmWasm and HyperLedger Besu Im-
plementation

We evaluate transaction time (with block creation) with
encrypted prescription items (after the encryption step of
Figure 4). We used two BFT platforms: CosmWasm using the
Tendermint consensus engine and Hyperledger Besu with the

TABLE IV
EXECUTION TIME OF BBS OPERATIONS IN A TOTAL OF 100 EXECUTIONS

FOR ALL PRESCRIPTION DATA

Execution Time (ms)

Doctor Sign The
Prescription Data

Patient Produces a
Derived Proof

Verify the
Derived Proof

Avg. 260.18 340.11 192.17
Std. 27.52 29.65 23.55
Min. 216.56 279.22 149.39
Max. 341.93 425.51 268.49

TABLE V
EVALUATION SETUP: COSMWASM AND HYPERLEDGER BESU

CosmWasm Hyperledger Besu

Consensus Tendermint IBFT2
Block Time 5 seconds 5 seconds

Version
CosmWasm: 1.0
wasmd: 0.23.0

22.1.3

Test Network 04 Validators (Non Local) 04 Validators (Local)

Istanbul Byzantine Fault Tolerance 2 (IBFT2) consensus. For
the CosmWasm platform, we used a test network provided
by the platform with four validator nodes [34]. To evaluate
Hyperledger Besu, we use a local network with four validator
nodes and web3.js (a JavaScript API) to integrate it and send
transactions. The steps to automate the sending of transactions
to the network were implemented in a shell script. All software
and contracts developed for model evaluation are available on
GitHub [31]. Table V shows the evaluation setup between BFT
platforms.

Fig. 9. Block time using the CosmWasm platform with four validator nodes
in a total of 1000 transactions containing prescription data

A note on block time: In our evaluation, block time is the
time required for the transaction created in step 3 of Figure 4
(with encrypted items) to be stored on the blockchain.

Block Time for Smart Contracts in CosmWasm: Figure 9
shows the block time for all transactions using the CosmWasm
platform and Table VI shows the average, minimum, and
maximum time to create a block containing around 1 Kb of
prescription data (i.e., patient’s personal information, medica-
tion, and diagnosis) in 1000 transactions. Time refers to the
Tendermint consensus process and block creation. On average,
the time for a transaction to be validated by contract method
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TABLE VI
BLOCK TIME BETWEEN COSMWASM AND HYPERLEDGER BESU

PLATFORMS FOR A TOTAL OF 1000 TRANSACTIONS

Block Time (in seconds)

CosmWasm (Tendermint) Hyperledger Besu (IBFT2)
Avg. 5.43 5.00
Std. 0.07 0.00
Min. 5.29 5.00
Max. 5.74 5.00

TABLE VII
CONTRACT DEPLOY INFORMATION USING THE ETHEREUM

IMPLEMENTATION AND THE ROPSTEN TESTNET

Smart Contract Data Size
(bytes)

Block Mining Time (s) Txn. Fee
(ETH)Min. Max. Avg.

Prescription 3021 1 105 11.69 0.00177497
Report 1419 1 60 10.44 0.00088486
Sales 2245 1 50 11.97 0.00136244
Medication Control 1771 1 50 11.54 0.00110506
Consent 3552 1 87 13.27 0.00205878
Reward 532 1 58 13.18 0.00042597
Disclosure 2096 1 123 32.77 0.00124628

and block creation took 5.43 seconds, with the minimum
and maximum time being 5.29 seconds and 5.74 seconds,
respectively. The variation in transaction time is due to the
consensus delay, including peer-to-peer messaging between
validator nodes.

Block Time for Smart Contracts in HyperLedger Besu:
Unlike CosmWasm, in which the nodes are on different
networks, the block generation time was kept at 5.00 seconds
because the validator nodes shared the same local network
with the minimum delay between the exchange of consensus
messages.

A note about scalability: The complexity of exchanging
consensus messages increases with the number of validator
nodes. The Hyperledger Besu team analyzed that with up to
30 validator nodes, the network operates without performance
loss at light loads with IBFT2 consensus [35]. Cason et al.
[36] analyzed the performance loss of Tendermint with the in-
crease in validator nodes. In particular, the authors analyzed a
configuration for 16, 32, 64, and 128 nodes in a geographically
distributed network.

D. Smart Contract: Ethereum Implementation

We measure the transaction (txn) fee and the average block
mining time in the Ethereum platform using the Ropsten
test network. We have implemented the smart contracts using
Solidity programming language. To deploy and interact with
contract methods, we used the Remix platform and web3.js
library. MetaMask wallet was used to obtain transaction details
(e.g., transaction fee and data size), and Etherscan to monitor
transactions and blockchain information.

Table VII presents the contracts with the size in bytes with
the costs necessary for the deployment on the network (from
MetaMask wallet). We performed 100 iterations for each con-
tract and method to calculate the block’s average mining time.
The average mining time remained between 10.43 seconds and
32.77 seconds. As a comparison, the average time to create
blocks using the CosmWasm and Hyperledger Besu platforms
was 5.43 seconds and 5.00 seconds, respectively.

Table VIII shows the information about sending transactions
for the contract methods: the doctor creates a prescription,
requests delegation, and for the patient to authorize access to
the information according to the steps shown in Figure 4. Table
IX shows transaction information about medication sales,
creating a report, sending rewards, supplying medications, and
updating medication sold.

Note on Blockchain-agnosticism: The evaluation with
CosmWasm, Hyperledger Besu, and Ethereum shows that
our data governance framework is agnostic to the underlying
blockchain platform. One can implement our data governance
framework on any blockchain platform that supports smart
contracts.

E. End-to-end Execution Time

Table X shows the average total execution time in seconds of
PRE and BBS operations following the steps of Figure 4. The
results show that asymmetric cryptographic operations such
as PRE and BBS kept below 1 second to be executed on
all prescription data (i.e., personal information, medication,
and diagnosis) following the file sizes in Table III. The main
difference between the platforms is the block creation time
with the transactions. BFT platforms like CosmWasm and Hy-
perledger Besu have a lower block time than Ethereum’s Proof
of Work. At the same time, Ethereum uses the computational
effort mechanism to solve a cryptographic challenge.

F. Summary of Key Results

In summary, our evaluation shows that:
• Our proposed framework is agnostic to the underlying

blockchain platform.
• PRE and BBS signature schemes introduce reasonable

overhead while providing security and privacy guarantees.
• The blockchain can provide privacy-preserving and

tamper-proof communication between data owners and
data consumers.

• The data owner can selectively share specific attributes
with specific stakeholders.

VII. CONCLUSIONS

Real-world multi-stakeholder applications such as medical
e-prescription and supply chain deal with digital and sensitive
data, demanding privacy protection, consent management, data
provenance, and transparency. We have presented a decen-
tralized data governance framework for e-prescription that
uses proxy re-encryption and smart contracts to let data
owners control and manage their data through a trusted and
transparent blockchain platform. We have shown how the data
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TABLE VIII
PRESCRIPTION AND CONSENT CONTRACT METHODS WITH FEE PER TRANSACTION IN ETHEREUM IMPLEMENTATION WITH ROPSTEN TESTNET

Steps of
Figure 4

Event/Contract
Method

Hexadecimal
Data Size (bytes)

Invoked by Smart Contract Block Mining Time (s) Txn. Fee (ETH)
Min. Max. Avg.

1, 2 and 3 create prescription 7012 Doctor Prescription 1 58 12.17 0.00159011
4 request delegation 100 Doctor and Pharmacy Consent 1 57 12.69 0.00012677
5 set consent 612 Patient Consent 1 48 10.43 0.00022021

6 and 7 set disclosure 260 Patient Disclosure 1 136 31.64 0.00026361

TABLE IX
SALES, REPORT, REWARD AND MEDICATION CONTROL CONTRACT METHODS WITH FEE PER TRANSACTION IN ETHEREUM IMPLEMENTATION WITH

ROPSTEN TESTNET

Event/Contract
Method

Hexadecimal
Data Size (bytes)

Invoked by Smart Contract Block Mining Time (s) Txn. Fee (ETH)
Min. Max. Avg.

sell medication 356 Pharmacy Sales 1 85 10.83 0.00013032
create report 676 Patient Report 1 55 11.78 0.00021107
send reward 36 Regulator Reward 1 52 11.24 0.00006627
supply medications 36 Regulator Medication Control 1 61 13.86 0.00009519
update medications sold 36 Pharmacy Medication Control 1 102 14.18 0.00009589

TABLE X
SUM OF THE AVERAGE EXECUTION TIME OF THE PRE AND BBS OPERATIONS WITH THE BLOCK CREATION TIME FOR THE STEPS IN FIGURE 4

Steps of Figure 4 1, 2 and 3 4, 5, 6 and 7 8, 9 and 10
Total of Transactions 1 3 0
Total PRE (s) 0.01036 0.01393 0.02222
Total BBS (s) 0.26018 0.34011 0.19217

CosmWasm Besu Ethereum CosmWasm Besu Ethereum -
Total Block Time (s) 5.43 5.00 12.17 16.29 15.00 54.76 -

Total (Sum) (s) 5.70 5.27 12.44 16.64 15.35 55.11 0.21

owners can record all the access requests and consents in
an immutable ledger to monitor data lineage. Our proof-of-
concept implementation uses CosmWasm, Hyperledger Besu,
Ethereum, pyUmbral proxy re-encryption, and BBS signa-
tures library to assess the feasibility and performance. Our
evaluation results show that the proposed architecture can
protect data owners’ privacy and govern sensitive data access
with minimal overhead. Our data governance framework is
application-agnostic, and hence, it can be explored in any
multi-stakeholder applications that deal with sensitive and
private digital data.
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CHAPTER

6
CONCLUSION AND FUTURE WORK

Applications that involve multiple stakeholders, such as healthcare, the internet of things,
and supply chain management, require privacy protection and management of private data. This
research presented a blockchain-based governance system investigating e-prescription to provide
privacy and enable consent management and selective sharing. The study was organized in a
collection of articles with the following order of contributions: smart contract implementation
and evaluation using BFT-based platforms such as Tendermint consensus, Hyperledger Fabric,
and Hyperledger Besu comparing the operation costs to Ethereum PoW; Implementation and
evaluation of proxy re-encryption operations in e-prescription use case using NuCypher pyUm-
bral PRE library to enable patient consent; Implementation and evaluation of BBS signatures to
enable selective sharing by the patient using MATTR JSON-LD library.

To answer RQ1 regarding how blockchain and smart contracts can be utilized to se-
cure and manage sensitive data in a tamper-proof ledger, Chapter 2 and 3 provides a study for
electronic prescription use cases in BFT platforms. The first article proposed a decentralized
e-prescription system using smart contracts. The proposed system aims to securely manage
electronic medical records using tamper-proof and transparent blockchain features to prevent
fraudulent activities such as data tampering. Moreover, the contracts were implemented, evalu-
ated, and compared using two BFT-based platforms: CosmWasm (Tendermint consensus) and
Hyperledger Fabric. The results indicate that a higher number of validator nodes enhances the
system’s fault tolerance. However, it also leads to increased latency due to BFT consensus mes-
sage traffic. In addition to the first work, the second article presented an extended evaluation and
privacy-preserving discussion in multi-stakeholder applications such as e-prescription. In partic-
ular, the study compared the operational costs of smart contracts in CosmWasm and Hyperledger
Besu regarding CPU and memory used by validator nodes during consensus. Moreover, the work
evaluated the block time of BFT platforms with Ethereum mining time. The results show that
BFT-based platforms are feasible for healthcare applications compared to PoW solutions.

In addition to the second article, the third article proposed a blockchain-based system
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with privacy protection and consent management for multi-stakeholder settings. The system aims
to respond to the second research question (RQ2) about preserving data owners’ privacy and
how data owners can track and govern data usage by other parties. The system keeps all the
data encrypted and requests stored in a transparent and tamper-proof ledger allowing the data
owner to delegate access to other parties. Particularly, the study employed proxy re-encryption
to provide data privacy and enables data owner consent in data sharing. The evaluations show
that proxy re-encryption protects patients’ privacy and enables data governance with minimal
overhead. Furthermore, to address RQ3 concerning how can a regulatory entity access data
for accountability and compliance verification in a decentralized data governance system, the
fourth article using patient permission, includes smart contracts to enable the regulator entity
to track the flow of goods through a tamper-proof ledger reducing illegal drug sales. Regarding
RQ4 about how data owners can selectively share specific attributes with certain stakeholders
in a reliable and scalable manner, the fourth article includes BBS signatures on top of proxy
re-encryption to allow data owners selectively share data while maintaining the encrypted form
on the blockchain. In particular, the patient acts as a data owner and creates a verifiable derived
proof using zero-knowledge proof to share specific attributes with selected stakeholders. The
evaluations show that the blockchain-based governance system using proxy re-encryption and
BBS signatures libraries can be explored in any multi-stakeholder system with private data with
minimal overhead.

6.1 Limitations

Despite the potential benefits of the proposed blockchain-based privacy-preserving
system, some limitations should be considered. Firstly, concerning data storage, the system
adopts an on-chain approach, where all data is encrypted and stored on the blockchain. While this
approach provides privacy and security for the data, it may raise concerns regarding scalability
as the amount of data stored on the blockchain increases. Furthermore, the on-chain approach
may also lead to increased costs associated with maintaining and updating the blockchain
infrastructure. Regarding cryptographic functions using proxy re-encryption, BBS signatures,
and the operations over encrypted data are performed in an off-chain fashion. Therefore, the
proposed solution stores the encrypted data on the blockchain, and the cryptographic operations
are on the client side. The research did not evaluate address privacy offered by anonymity
protocols like zero-knowledge proofs used in Zcash and ring signatures utilized in Monero.
These protocols maintain the anonymity of transactions concerning the sender, receiver, and the
amount involved.

On the other hand, the presented study focuses on preserving sensitive data privacy using
smart contracts with the delegation and selective sharing mechanism. From an implementation
perspective, this study utilized open-source cryptography tools and blockchain platforms, partic-
ularly NuCypher pyUmbral PRE with OpenSSL and Cryptography.io, for proxy re-encryption
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operations. For BBS functions, it employed MATTR JSON-LD library using BLS12-381 key
pairs. However, the research did not examine the quantum resistance of these algorithms.

Additionally, the rise of electronic communications in healthcare necessitates the de-
velopment of international standards for electronic prescriptions. These standards will ensure
safe medication dispensing and administration, accommodate international travel and adhere to
various jurisdictional laws. ISO 17523:2016 defines the requirements that apply to electronic
prescriptions (International Organization for Standardization, 2023). It describes generic princi-
ples that are considered important for all electronic prescriptions. However, this research did not
strictly follow this standard in the smart contract design.

6.2 Future Work
In addition to the proposed system, different approaches to sharing sensitive information

can be evaluated for compliance with the General Data Protection Regulation (GDPR). One
potential scheme is to combine blockchain, smart contracts, and proxy re-encryption with peer-
to-peer off-chain storage, such as the InterPlanetary File System (IPFS). It enables the design
of a system for sharing different file sizes in the healthcare sector, such as Digital Imaging
and Communications in Medicine (DICOM) while protecting the data owner’s privacy. In
addition, different privacy technologies can be investigated and compared, such as homomorphic
encryption, differential privacy, and multi-party computation (MPC) protocols. Moreover, using
these protocols, different consensus algorithms can be evaluated in terms of scalability.

From an identity ownership perspective, self-sovereign identity (SSI) using zero-knowledge
proofs integrated with the above technologies can provide identity management in sensitive
applications that require a high level of privacy. In addition, other research opportunities involve
integrating blockchain and machine learning algorithms, such as federated learning to provide
a decentralized computation enabling the data owners’ consent to share information with ma-
chine learning models while ensuring compliance with GDPR. Furthermore, incorporating these
privacy technologies with token economics (tokenomics) in the healthcare ecosystem can allow
stakeholders to offer new services and products to clients in a decentralized manner.
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