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RESUMO

Reticulados têm sido aplicados de diferentes maneiras em criptografia. Inicial-
mente utilizados para a destruição de criptossistemas, eles foram posteriormente apli-
cados na construção de novos esquemas, incluindo criptossistemas assimétricos, es-
quemas de assinatura cega e os primeiros métodos para encriptação completamente ho-
momórfica. Contudo, seu desempenho ainda é proibitivamente lenta em muitos casos.
Neste trabalho, expandimos técnicas originalmente desenvolvidas para encriptação ho-
momórfica, tornando-as mais genéricas e aplicando-as no esquema GGH-YK-M, um
esquema de encriptação de chave pública, e no esquema LMSV, a única construção
homomórfica que não sucumbiu a ataques de recuperação de chaves IND-CCA1 até
o momento. Em nossos testes, reduzimos o tamanho das chaves do GGH-YK-M em
uma ordem de complexidade, especificamente, de O(n2 lg n) para O(n lg n), onde n é
um parâmetro público do esquema. A nova técnica também atinge processamento mais
rápido em todas as operações envolvidas em um criptossistema assimétrico, isto é, ger-
ação de chaves, encriptação e decriptação. A melhora mais significativa é na geração
de chaves, que se torna mais de 3 ordens de magnitude mais rápida que resultados
anteriores, enquanto a encriptação se torna por volta de 2 ordens de magnitude mais
rápida. Para decriptação, nossa implementação é dez vezes mais rápida que a literatura.
Também mostramos que é possível aumentar a segurança do esquema LMSV contra
os ataques quânticos de recuperação de chaves recentemente publicados pela agência
britânica GCHQ. Isso é feito através da adoção de reticulados não-ciclotômicos basea-
dos em anéis polinomiais irredutíveis quase-circulantes. Em nossa implementação, o
desempenho da encriptação é virtualmente idêntico, e a decriptação torna-se ligeira-
mente inferior, um pequeno preço a se pagar pelo aumento de segurança. A geração
de chaves, porém, é muito mais lenta, devido à necessidade de se utilizar um método
mais genérico e caro. A existência de métodos dedicados altamente eficientes para a
geração de chaves nesta variante mais segura do LMSV permanece como um problema
em aberto.

Palavras-chave: Criptografia. Criptografia Pós-Quântica. Reticulados. Encrip-
tação Homomórfica.



ABSTRACT

Lattices have been applied in many different ways in cryptography. Firstly used
for the destruction of cryptosystems, they were later applied in the construction of
new schemes, including asymmetric cryptosystems, blind signature schemes and the
first methods for fully homomorphic encryption. Nonetheless, performance is still
prohibitively slow in many cases. In this work, we expand techniques originally de-
vised for homomorphic encryption, making them more general and applying them
to the GGH-YK-M cryptosystem, a lattice-based public-key cryptosystem, and to the
LMSV scheme, the only known homomorphic scheme that has not succumbed to IND-
CCA1 key recovery attacks to this date. In our tests, we reduce public key bandwidth
occupation of GGH-YK-M by an order of complexity, specifically, from O(n2 lg n)
down to O(n lg n) bits, where n is a public parameter of the scheme. The new tech-
nique also attains faster processing in all operations involved in an asymmetric cryp-
tosystem, that is, key generation, encryption, and decryption. The most significant
improvement in performance is in key generation, which becomes more than 3 orders
of magnitude faster than previous results, while encryption becomes about 2 orders
of magnitude faster. For decryption, our implementation is ten times faster than the
literature. We also show that it is possible to improve security of LMSV against the
quantum key recovery attacks recently published by British GCHQ. We do so by adopt-
ing non-cyclotomic lattices based on nearly-circulant irreducible polynomial rings. In
our implementation, performance of encryption remains virtually the same, and de-
cryption becomes slightly worse, a small price to pay for the improved security. Key
generation, however, is much slower, due to the fact that it is necessary to use a more
generic and expensive method. The existence of highly efficient dedicated methods for
key generation of this secure variant of LMSV remains as an open problem.

Keywords: Cryptography. Post-Quantum Cryptography. Lattices. Homomorphic
Encryption.
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1 INTRODUCTION

Since remote times, cryptographic methods have been used for ensuring privacy

in many scenarios (D’AGAPEYEFF, 1939), like exchanging information via insecure

channels and protecting information stored in media that can potentially be accessed

by adversaries. Cryptography is used to protect information even when an attacker is

able to intercept communication. Unauthorized access is prevented because to reveal

protected information one must possess a secret, dubbed a key. Without the correct

key, it is highly unlikely that an attacker can expose protected information.

In addition to providing confidentiality, modern cryptography is also used for guar-

anteeing integrity, authentication and non-repudiation. It is important to note, though,

that current methods do not offer absolute protection against violation. Instead, they

are designed to minimize the probability of an attack being successful, making it ex-

ponentially low in some security parameter.

Presently used methods aim to ensure that attacking a secure cryptographic scheme

using brute force, that is, by testing all possible keys, would demand a ludicrously high

amount of computation and time, taking much longer than the average human lifespan

to be successful (at least, using currently available technology). Thus, accessing the

information contained in a certain amount of encrypted data without possession of the

correct key is deemed to be infeasible.
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1.1 Background and motivation

There is a rising, medium-to-long term concern with the potential technological vi-

ability of quantum computers, because traditional cryptosystems based on the assumed

hardness of integer factorization or discrete logarithm computation can be successfully

attacked with the help of this new kind of equipment (SHOR, 1995). New schemes

based on different computational problems are thus necessary to address this concern,

leading to the development of purely classical, but believed to be quantum-resistant

constructions known as post-quantum cryptosystems (BERNSTEIN; BUCHMANN; DAH-

MEN, 2008).

One of the most popular families of post-quantum cryptosystems is that of schemes

based on the theory of lattices. This concept was first applied in cryptology for destruc-

tive purposes, being used to effectively break various known schemes (ODLYZKO, 1990;

JOUX; STERN, 1998). Nevertheless, their value is not limited to cryptanalysis (NGUYEN;

STERN, 2001), as lattices have also been used in the construction of cryptosystems and

in a few security proofs. Lattices have permitted advancements in asymmetric cryp-

tography (GOLDREICH; GOLDWASSER; HALEVI, 1997) and play a crucial role in the

development of homomorphic schemes (GENTRY, 2009b).

One of the first lattice-based encryption schemes, proposed by Goldreich, Gold-

wasser and Halevi (GOLDREICH; GOLDWASSER; HALEVI, 1997), or GGH for short,

was later broken by Nguyen (NGUYEN, 1999), who proved that the original scheme

had structural flaws. For several years GGH was deemed irretrievably broken, un-

til Yoshino and Kunihiro (YOSHINO; KUNIHIRO, 2012) described a variant that pre-

vented all known attacks, named GGH-YK. However, this variant does not allow for

the construction of proper parameter sets, and therefore has no practical use. More

recently, Barros and Schechter (BARROS; SCHECHTER, 2014) expanded this construc-

tion, proposing a modification called GGH-YK-M that effectively yields a suitable
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parametrization. The result is very promising, as it brings the simplicity of GGH and

GGH-YK back to life. This family of schemes may, once again, be a viable foundation

for the construction of other post-quantum systems.

Another relevant cryptosystem based on GGH-style lattices is the pioneering

scheme devised by Gentry (GENTRY, 2009a). It is the first known instance of fully

homomorphic encryption, that is, the first scheme that supports arbitrary arithmetic to

be performed over encrypted data while still yielding valid results upon decryption, as

if the computation had been done over unencrypted data. It produces, though, very

large keys, of the order of Terabytes, and demands Gigabytes of ciphertext to encrypt a

single bit. Nevertheless, this work represents a major breakthrough, and prompted the

development of many other constructions, some even based on different kinds of lat-

tices. Unfortunately, most of these have already succumbed to cryptanalysis (SZYDLO,

2003; CHENAL; TANG, 2014), with the exception of the method proposed by Loftus et

al. (LOFTUS et al., 2012), known as LMSV and a direct descendant of Gentry’s orig-

inal scheme. That scheme is proven to be IND-CCA1, uniquely among all fully or

somewhat homomorphic encryption schemes known today.

Nonetheless, the biggest drawbacks of all cryptosystems based on GGH-style lat-

tices, up to now, are their latent high bandwidth occupation and computational cost,

which make this family of schemes less competitive in practice with other lattice-based

encryption methods, such as the ones based on the Learning With Errors (LWE) prob-

lem (REGEV, 2005) and the NTRU cryptosystem (HOFFSTEIN; PIPHER; SILVERMAN,

1998). The technique proposed by Smart and Vercauteren (SMART; VERCAUTEREN,

2010) and improved by Gentry and Halevi (GENTRY; HALEVI, 2011), aimed at homo-

morphic encryption, can be modified to tackle these specific issues, being applicable

not only in homomorphic schemes, but also in traditional public-key cryptography.

Very recently, the British Government Communications Headquarters (GCHQ) an-

nounced a quantum attack on their homemade Soliloquy scheme (CAMPBELL; GROVES;
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SHEPHERD, 2014). This revelation has caused great discussion, as it allows for the re-

covery of the private key in polynomially-bounded time complexity. The issue is still

surrounded by controversy and far from settled, but it is nevertheless a very important

topic and must be taken into account when designing improvements to these methods.

1.2 Goals

The broad goal of this work is to layout efficient methods for lattice-based cryp-

tography. Our focus is on improving the performance of constructions based on ideal

lattices, such as the aforementioned GGH-style cryptosystems. Because efficiency in

general is still one of the major hindrances to the development of these families of

schemes, our goal is to allow not only for better processing times, but also for lower

bandwidth occupation.

We target at generalizing existing methods, expanding their range of applications

for contexts other than the ones they were originally designed for. In order to inves-

tigate the applicability of such methods in both traditional asymmetric cryptography

and homomorphic encryption, we study the specific cases of the GGH-YK-M and

LMSV constructions.

Also, it is crucial that these improvements do not affect negatively the security of

said schemes. Moreover, increasing their security is also devised as a complimentary

goal, taking into account the newly developed quantum key recovery attacks.

1.3 Methodology and Metrics

To measure the success of our method, our primary metrics are key sizes and pro-

cessing times of all basic operations in asymmetric cryptosystems, namely, key gener-

ation, encryption and decryption.
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The performance assessment of the proposed method is both theoretical and prac-

tical. Firstly, we estimate the complexity and amount of memory used by our algo-

rithm, and then, we implement it. Our implementation is applied in two different

cryptosystems, specifically, GGH-YK-M, representing a traditional public-key encryp-

tion scheme, and LMSV, which is thus far the only known instance of IND-CCA1

secure somewhat homomorphic encryption. Our results are compared to previous re-

sults available in the literature. When evaluating our results, we perform conversions

whenever necessary to compensate for hardware differences.

1.4 Contributions

In this work, we extend the technique proposed by Gentry and Halevi, making it

more comprehensive, and apply it to an traditional public-key encryption scheme and

a homomorphic cryptosystem, specifically, the GGH-YK-M and LMSV schemes. We

reduce public key bandwidth occupation of GGH-YK-M by an order of complexity,

specifically, from O(n2 lg n) down to O(n lg n) bits, where n is a public parameter of

the scheme. The new technique also attains faster processing in all operations involved

in an asymmetric cryptosystem, that is, key generation, encryption, and decryption.

The most significant improvement in the performance of GGH-YK-M is in key gen-

eration, which becomes more than 3 orders of magnitude faster than previous results,

while encryption becomes about 2 orders of magnitude faster. For decryption, our

implementation is ten times faster than the literature.

In LMSV, our main focus is on increasing its security against the quantum attack

devised by GCHQ. We suggest a different choice of polynomial ring, namely, an ir-

reducible instance that yields nearly circulant matrices. This particular choice is able

to successfully thwart the new attack and does not have an appreciable impact on the

performance of encryption and decryption, if compared to usual ring choices. Key

generation, however, is greatly affected, as there is no known dedicated technique and
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it is necessary to resort to more generic algorithms. How to improve efficiency of

key generation in this particular case remains as an open research problem, but our

results show that it is possible to increase security of the scheme without great loss of

performance in encryption and decryption.

In addition, we note that part of the work presented in Chapter 3 and some prelim-

inary results have been published (BARGUIL; LINO; BARRETO, 2014).

While exploring applications of somewhat homomorphic encryption that might

benefit from our new techniques, we briefly considered some e-cash protocols, in par-

ticular Sarkar’s (SARKAR, 2013) because of its apparent reliance on ring operations.

While that protocol turned out not to be a significant example of a scenario where

somewhat homomorphic encryption would be useful per se, as a side contribution of

our analysis we were able to entirely break it, undermining all of its security goals.

These results have also been published (BARGUIL; BARRETO, 2015), and are summa-

rized in Appendix A.

1.5 Outline

This thesis is organized as follows. Chapter 2 provides the theoretical background

that supports lattice-based encryption, as well as a discussion of the state of the art

of research in this field and the definition of the GGH-YK-M and LMSV cryptosys-

tems. Chapter 3 describes our original contributions, namely, the improved method for

generating cryptographic keys for GGH-style schemes. The security of the improved

method is discussed in Chapter 4, including an analysis of how the new quantum attack

can be prevented. Obtained results are shown in Chapter 5. A final analysis and con-

siderations about future work possibilities are presented in Chapter 6. As an additional

contribution, we describe Sarkar’s e-cash protocol and its cryptanalysis in Appendix A.
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2 LITERATURE REVIEW

This chapter contains an overview of related work used as a base for the achieved

results, as well as an introduction to essential theory.

Section 2.1 introduces some fundamental notions of cryptography, defining cryp-

tosystems and discussing some possibilities for their utilization. Section 2.2 provides

the theoretical background for lattices, defining what lattices are and presenting some

well-known hard problems. In Section 2.3, a review of related lattice-based encryption

is presented, examining some of the many uses of lattices in cryptography. Section 2.4

defines the notation used in the next chapters and introduces further theoretical con-

cepts. Finally, Sections 2.5 and 2.6 outline the GGH-YK-M and LMSV cryptosystems,

on which we later apply our contribution.

2.1 Cryptography fundamentals

Before the introduction of the theoretical background that supports lattice-based

cryptography, it is important to present some basic terminology and definitions, ad-

dressing the different kinds of existing cryptosystems and a few of their possible appli-

cations. Readers who are already familiar with basic cryptography concepts are invited

to skip directly to Section 2.2.
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2.1.1 Basic concepts

Take the message “Dobro jutro!” as an initial example. It is a piece of data,

represented by a sequence of letters, and, except for people who speak a few south

slavic1 languages, it is absolutely meaningless. But for southern slavs, it conveys a

very definite message: it is a morning greeting. In different contexts, the same greeting

could be represented by different words. For instance, in a Finnish sauna2 the best way

to transmit the same message would probably be “Hyvää huomenta!”. The morning

greeting, therefore, is information. The letters and symbols are data, and can assume

different forms depending on the context.

If we apply some sort of transformation, altering our data to be “ma4+FOIaxi7ki”,

it becomes an apparently meaningless message. It does not correspond to anything in

any natural language, even though it is still somehow related to our original message.

If we are able to reverse the process, we can recover the first message (data), and from

that, the original information. If our attackers are not able to revert the transformation,

data can be exchanged through an insecure channel, that is, a channel where it can be

intercepted by others (like the Internet).

Data from which information can be directly extracted is called plaintext, whereas

the result of some special sort of cryptographic transformation is named ciphertext.

The information contained in a ciphertext is protected, and can only be recovered by

reversing the transformation and reconstructing the corresponding plaintext. The pro-

cess of transforming plaintext in ciphertext is called encryption, and the reverse process

is known as decryption. A diagram depicting these operations can be seen in Figure 1.

Modern cryptography is used for not only providing confidentiality, but also for

guaranteeing integrity, authentication and non-repudiation. In Figure 2, Alice is send-

1Also known as Yugoslavian. The former country of Yugoslavia, or “Jugoslavija”, was named after
the south slavic peoples, as “jugo” means “south” (RADOŠ, 2003).

2The word “sauna” comes from the Finnish term “sauna”, which means, not surprisingly,
sauna (HÄKKINEN, 2004).
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Plaintext

“Dobro jutro!”

Ciphertext

“ma4+FOIaxi7ki”

Hidden message (Steganography)
Encryption

Decryption

Figure 1: Encryption and decryption.

ing a message m to Bob through an insecure channel. Eve is eavesdropping on their

communication, being able to not only passively read data, but also to actively modify

it (which means she can be either a passive or an active attacker). In this scenario, the

following aspects can be defined:

• Confidentiality: Only Bob is able to extract information from any message m,

even though Eve has access to all exchanged data.

• Integrity: Bob is able to detect when any of Alice’s messages has been modified,

either because of an aggression by Eve or due to some network error.

• Authentication: Upon reception of a message that was supposedly sent by Al-

ice, Bob can obtain proof to ensure that the other party is, indeed, who they claim

to be.

• Non-repudiation: Alice is not able to repudiate the authenticity of any message

sent in the past, that is, she cannot deny being the author of any of the messages

she actually sent.

Modern cryptography is based on special functions, called one-way trapdoor func-

tions. If we define a function f : A → B and its inverse f −1, f is said to be a trapdoor
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Alice Bob

Eve

m

Figure 2: Communication through an insecure channel.

function if f (a) is easy to compute for any a ∈ A and f −1(b) is infeasible to calculate

for most b ∈ B, but f −1(b), b ∈ B, is easy to determine given certain additional in-

formation (SHANNON, 1949; VAN TILBORG, 2000). This additional information is kept

secret, being dubbed the key. Cryptographic keys can be of many different formats

(e.g., numbers, vectors, codes), depending on what kind of trapdoor function is used.

To illustrate this concept, take the discrete logarithm problem (ADLEMAN, 1979).

This problem consists on solving the equation ax = b on x, where a and b are elements

of a finite group. Let Zp be the integer multiplicative group modulo p, and take Z11

as an example (i.e., the integers from 0 through 10). Calculating b = 28 mod 11 =

256 mod 11 = 3 is only a matter of multiplication and modulo operations. But the

inverse, that is, calculating x in 2x = 3 mod 11 is not trivial. In a small group like

this, one can test all possibilities, but if we choose a large enough group, brute-forcing

becomes infeasible.

Table 1: Powers of 2 mod 11
n 0 1 2 3 4 5 6 7 8 9 10
2n 1 2 4 8 16 32 64 128 256 512 1024

2n mod 11 1 2 4 8 5 10 9 7 3 6 1

Modular exponentiation is not the only known instance of the discrete loga-

rithm problem. It can be generalized to any multiplicative group, such as elliptic
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curves (SMART, 1999). There are numerous families of cryptosystems based on dif-

ferent kinds of problems, such as integer factorization (RIVEST; SHAMIR; ADLEMAN,

1978), coding theory (MCELIECE, 1978), lattices (which will be discussed later in this

chapter), and many others.

2.1.2 Symmetric and asymmetric cryptosystems

A valid cryptosystem is a set of definitions, describing:

• A set of possible symbols contained in a plaintext, called the alphabet A. A

plaintext m is the concatenation of an arbitrary number of symbols inA, that is,

m ∈ A∗.

• A second alphabet B, so that c ∈ B∗ for any ciphertext c. Frequently,A = B.

• A keyspace K , which contains all possible keys.

• An encryption function Ek(x) which receives as input a key k ∈ K and x ∈ A∗,

outputting y ∈ B∗.

• A decryption function Dk(y) which receives as input a key k ∈ K and y ∈ B∗,

outputting x ∈ A∗.

For any cryptosystem, the property Dk2(Ek1(x)) = x must hold for every valid combi-

nation of (k1, k2) and for any x ∈ A∗ (VAN TILBORG, 2000).

Alice Encryption Decryption Bob

Key source

m Ek1(m) = c Dk2(c) = m

k1 k2

Figure 3: A cryptosystem. Modified from (VAN TILBORG, 2000).
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A cryptosystem, as defined by Shannon (SHANNON, 1949), can be seen in Figure 3.

In this scenario, Alice encrypts a message m using key k1, resulting in a ciphertext c =

Ek1(m). Only then it is sent forward through an insecure communication channel. After

receiving the ciphertext, Bob decrypts it to recover the original message m = Dk2(c).

Cases where k1 = k2 are named symmetric, and cases where k1 , k2 are called

asymmetric. In asymmetric cryptography, both keys are generated at the same time,

forming a pair (k1, k2). In most cases one of them is openly published (the public

key), while the other is kept secret (the private or secret key). For this reason, another

frequent denomination for this kind of scheme is public-key cryptosystem.

In general, symmetric schemes are faster than asymmetric ones, but it is infeasible

to use only symmetric cryptography for communication. Each participant in a network

would have to settle a shared key with every other node, resulting in an infrastructure

for key distribution that would be increasingly hard to maintain. Fortunately, key-

agreement primitives based on asymmetric schemes can be used to distribute keys in

a flexible way. An example is the Diffie-Hellman method (DIFFIE; HELLMAN, 1976),

which can be used to establish a shared symmetric key between two parties. This

shared key is then used with some symmetric cipher to protect exchanged messages,

keeping computational overhead to a minimum. Symmetric cryptography can also be

used when there is no communication involved, for instance, for protecting data in

permanent storage media, such as a hard-drive.

Provided that the secret key is kept safe from attackers, public-key cryptography

can be used for many purposes. The Secure Shell (SSH) (YLONEN; LONVICK, 2006)

protocol uses this kind of cryptosystem for authentication and key exchange. Fur-

ther than that, digital signature schemes can also provide integrity, authenticity and

non-repudiation. Asymmetric methods can be used for digitally signing messages and

documents, and also for creating digital certificates. The Transport Layer Security

(TLS) (DIERKS; RESCORLA, 2008) protocol relies on certificates for verifying authen-
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ticity of servers. These must be signed by trusted Certificate Authorities (CAs), which

are responsible for validating the identity of the websites for which they provide a dig-

ital certificate (DURUMERIC et al., 2013). When a modern web browser is used to access

www.alice.com and a certificate claiming to be from Alice is received, its signature is

verified. If it is signed by a trusted CA, the web browser accepts it. Otherwise, the web

browser issues a warning to the user.

Two examples of well-known symmetric schemes are the Data Encryption Stan-

dard (DES) (STANDARDS, 1977), developed in the 1970s and later broken (BIHAM;

SHAMIR, 1991), and its successor, the Advanced Encryption Standard (AES) (DAEMEN;

RIJMEN, 1998). The famous RSA cryptosystem (RIVEST; SHAMIR; ADLEMAN, 1978),

named after its creators, can be highlighted as an instance of asymmetric scheme. Two

signature schemes are the Digital Signature Algorithm (DSA) (STANDARDS, 1994) and

the one proposed by ElGamal (ELGAMAL, 1985).

2.2 Lattices

A lattice in Rn is a discrete subgroup of the n-dimensional vector space V defined

in Rn, generated from any basis for Rn, taking all linear combinations with integer

coefficients of this same basis. Therefore, a lattice L in Rn has the form

L = {v ∈ V; v = a1v1 + · · · + anvn, ai ∈ Z, 1 ≤ i ≤ n}

where {v1, . . . , vn} is a basis for V = Rn. Figure 4 shows an example of a two-

dimensional lattice defined in R2. A simple example of a lattice in Rn is Zn itself.

For any given lattice, there is an infinite number of bases that can generate it. An

orthogonal basis composed only by vectors of magnitude 1 is named orthonormal.

Definition 1. (Euclidean norm). The Euclidean norm of a vector is defined as ‖ v ‖

=

√
v2

1 + v2
2 + · · · + v2

n where v = v1w1 + v2w2 + · · · + vnwn and {w1, . . . ,wn} is an

orthonormal basis for Rn.
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~v1

~v2

Figure 4: A two-dimensional lattice in R2 with a possible basis.

Based on the definition of Euclidean norm, it is possible to specify notions of

“short” and “long” vectors. The lattice reduction problem can be defined as follows.

Definition 2. (Lattice Reduction Problem). Given any basis B for a lattice L, find an

equivalent basis for L with short, approximately orthogonal vectors.

Let B be a basis for lattice L in Rn. It is then possible to define

δ(B) =

∏n
i=1 ||bi||

|det(B)|

called orthogonality defect. As a result of Hadamard’s inequality (GARLING, 2007), we

have that for any B, δ(B) > 1, and δ(B) = 1 if and only if B is an orthogonal basis for

Rn. A basis with a small orthogonality defect is considered to be a good basis, whereas

a basis with a high value for its orthogonality defect is considered bad. The smaller

the value of δ(B), the closer B is to being orthogonal.

Given a good basis, it is relatively easy to find a bad one, but the opposite does not

necessarily happen. The problem of finding the basis with the smallest defect possible
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allows for the construction of trapdoor functions suitable enough for the definition of

cryptosystems.

In truth, there are polynomial time solutions to this problem when some restric-

tions are applied. Algorithms such as the one proposed by Babai (BABAI, 1986),

LLL (LENSTRA; LENSTRA; LOVÁSZ, 1982) and BKZ (SCHNORR, 1987) are able to solve

in polynomial time the problem of finding a basis B such that δ(B) ≤ γ(n), to an arbi-

trary factor γ(n) where n is the lattice dimension. But these algorithms depend heavily

on the orthogonality defect of the input basis and on the value of n. They may not

yield suitable solutions in larger dimensions, specially when receiving bad bases as

input. Because of this, the lattice reduction problem is deemed hard in arbitrarily large

dimensions.

Two other hard problems on lattices are the Shortest Vector Problem (SVP) and

Closest Vector Problem (CVP), which can be defined as follows.

Definition 3. (Shortest Vector Problem (SVP)). Given a basis for a lattice L, find the

shortest vector v , 0 in L.

Definition 4. (Closest Vector Problem (CVP)). Given a basis for a lattice L and a

vector u not necessarily in L, find the vector v ∈ L closest to u.

Both of these problems are deemed hard to solve for the Euclidean norm and suit-

ably chosen γ(n), as CVP can be reduced to SVP, and SVP, by its turn, can be reduced

to the lattice reduction problem. Known algorithms for solving the CVP work well

with short lattice bases, but not with long bases.

There are numerous other problems on lattices, such as the Shortest Independent

Vectors Problem (SIVP), but most of them have the same behavior as SVP. Roughly

explained, they are also based on finding a short approximation of a vector, for some

definition of “short”.

While the subject of problems on lattices is interesting, it is a large topic and a
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deeper analysis falls outside of the scope of this work. The book by Micciancio and

Goldwasser (MICCIANCIO; GOLDWASSER, 2002) is indicated for further reading, where

discussions about the complexity of these and other lattice problems can be found.

2.3 Lattice-based cryptography

In Cryptology, lattices have been used in different applications. Following the

development of algorithms for approximations of the lattice reduction problem, they

were used to conceive polynomial time solutions to many classical problems in com-

puter science, such as factoring polynomials over the rationals, solving integer pro-

grams in a fixed number of variables, and other cryptanalysis problems (MICCIAN-

CIO; GOLDWASSER, 2002). These uses resulted in the effective destruction of many

known cryptosystems. After the discovery of a connection between the worst-case and

average-case hardness of certain lattice problems (AJTAI, 1996), lattices have also been

employed in constructive applications, supporting the creation of many new cryptosys-

tems (NGUYEN; STERN, 2001).

Traditional schemes based on the assumed hardness of integer factorization or dis-

crete logarithm computation can be successfully attacked with the help of quantum

computers (SHOR, 1995). As a consequence, many of the currently most used al-

gorithms, such as RSA (RIVEST; SHAMIR; ADLEMAN, 1978) and ECDSA (JOHNSON;

MENEZES; VANSTONE, 2001), would be as good as broken once quantum computers

become technologically feasible. On account of this concern, the scientific commu-

nity started the pursuit for new schemes based on different computational problems,

leading to the development of purely classical, but believed to be quantum-resistant

constructions known as post-quantum cryptosystems (BERNSTEIN; BUCHMANN; DAH-

MEN, 2008). One of the most promising current trends in post-quantum cryptography

is the family of schemes based on lattices. Lattices not only seem to yield quantum-

resistant methods, but are also remarkably flexible. They have been employed in many
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different contexts, as we will now expose.

2.3.1 Asymmetric schemes

Three families of schemes can be highlighted as examples of lattice-based public-

key cryptosystems: the pioneering technique proposed by Goldreich, Goldwasser and

Halevi (GGH) (GOLDREICH; GOLDWASSER; HALEVI, 1997), the group of schemes

based on the Learning With Errors (LWE) problem (REGEV, 2005), and the NTRU

cryptosystem (HOFFSTEIN; PIPHER; SILVERMAN, 1998). Both LWE and NTRU resort

to certain rings of structured matrices, namely, circulant and negacyclic matrices (both

concepts are further explained in Section 3.1), while GGH is based on classic lattices.

Considering that our contribution is aimed at GGH-style lattices, a brief descrip-

tion of this cryptosystem is due. In this scheme, which can be seen as a generalization

of the McEliece scheme (MCELIECE, 1978), a good lattice basis B is used as the private

key, represented in its matrix form. By submitting B to the process of calculating its

corresponding Hermite normal form (HNF) (COHEN, 1993, section 2.4.2), the result

is an equivalent basis H for the same lattice, but with rather large vectors (i.e., a bad

basis). The public key is defined as H. For encryption, a message m is translated to

a vector in the lattice, and then a small error ~e is added. Therefore, the cryptogram is

~c = H · ~m + ~e. For decryption, the message is recovered by solving the CVP, thanks to

the good lattice basis B. This yields the lattice vector H ·~m, hence, the original message

m. This process can be seen in Figure 5.

Two years after the publication of GGH, Nguyen proved that the original method

had inherent structural flaws (NGUYEN, 1999) and was able to break typical, realistic

GGH instances by using lattice reduction algorithms. The scheme was considered irre-

versibly broken for a long time, to the extent that other kinds of lattices stemming from

the LWE problem have essentially dominated the research in the area. This situation

began to change when Yoshino and Kunihiro (YOSHINO; KUNIHIRO, 2012) described a



29

H · ~m
~e

~c

Figure 5: The GGH scheme.

variant of GGH that thwarts all known attacks. Aptly called GGH-YK, their scheme

was, however, incomplete in the sense that, by blindly following their prescriptions, no

proper parameter set can be feasibly constructed. This means it is not implementable

in a secure and efficient way, and, therefore, it is not practical.

Recently, Barros and Schechter (BARROS; SCHECHTER, 2014) revisited the GGH-

YK construction, and proposed a surprising modification of that scheme that ade-

quately provides a suitable parametrization. This new scheme is named GGH-YK-

M due to the fact that it makes essential use of M-matrices (BERMAN; PLEMMONS,

1994). The result is greatly promising, as it brings the simplicity of GGH and GGH-

YK back to life. This last variant is discussed in detail in Section 2.5.

2.3.2 Homomorphic encryption

Homomorphism as a research topic was originally proposed by Rivest, Adleman

and Dertouzos (RIVEST; ADLEMAN; DERTOUZOS, 1978). In their work, they conjec-

tured whether it was possible to construct a cryptosystem that allowed for arbitrary

computation over encrypted data, while still yielding valid results after decryption.

They proposed private data banks as an application of such a system. Users can store
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their encrypted data in an untrusted server and, later, send queries to it. The server is

able to calculate the requested job and return an encrypted result that, upon decryp-

tion, outputs a correct plaintext, the same as if the operation had been done without

involving encryption at all. Since then, many other applications for fully homomor-

phic schemes have been devised, such as systems which must deal with sensitive data,

like medical and financial applications (NAEHRIG; LAUTER; VAIKUNTANATHAN, 2011).

However, for a long time, no fully homomorphic scheme was known.

A cryptosystem is said to be homomorphic if, given the ciphertexts ψ1, . . . , ψt cor-

responding to the plaintexts m1, . . . ,mt, anyone (not just the key-holder) is capable

to perform computations over encrypted data, yielding results that are equivalent to

a valid encryption of f (m1, . . . ,mt), for a given function f , without leaking any in-

formation about m1, . . . ,mt or f (m1, . . . ,mt) or intermediate values (GENTRY, 2009a).

Cryptosystems that support any function f , as long as f is computable, are said to

be fully homomorphic, whereas schemes that support only a finite set of functions are

called somewhat or leveled homomorphic schemes.

Until recently, only instances of leveled homomorphic schemes had been defined.

One example is RSA (RIVEST; SHAMIR; ADLEMAN, 1978). In this scheme, encryption is

defined as E(m) = me mod n, for public parameters e and n. Therefore, E(m1)·E(m2) =

me
1me

2 mod n = (m1m2)e mod n = E(m1 · m2), which means that RSA is homomorphic

for multiplication. But operations on ciphertexts and plaintexts do not have to be the

same for a system to be considered homomorphic. An example of such scenario is

the cryptosystem proposed by Paillier (PAILLIER, 1999), in which, for the encryption

and decryption functions E and D, we have that D(E(m1) · E(m2)) = m1 + m2 and

D(E(m1)m2) = m1 · m2.

In 2009, a major breakthrough was achieved after the first fully homomorphic

scheme was proposed by Gentry (GENTRY, 2009a). Based on GGH-style lattices, the

scheme outputs a ciphertext with a small noise parameter with maximum value η. De-
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cryption works as long as the ciphertext noise is less than N � η. Computations over

ciphertexts can be performed at the cost of increasing the noise parameters. To roughly

illustrate, we could consider that the result of the multiplication of two ciphertexts with

noise O(η) would produce noise of order O(η2). The computation of arbitrarily large

circuits, then, would result in equally large noises of order O(N), which would render

correct decryption impossible. To tackle this issue, a Recrypt algorithm is defined. It

takes a ciphertext E(a) as input and outputs another ciphertext that also encrypts a, but

with maximum noise of order
√

N. The scheme is then able to support the compu-

tation of arbitrary circuits by recrypting the ciphertext whenever necessary, and thus,

keeping its noise within the necessary boundaries for correct decryption. Furthermore,

this strategy can also be used to, given some restrictions, transform a somewhat homo-

morphic scheme into a fully homomorphic one.

Gentry’s work proved that fully homomorphic encryption is theoretically possi-

ble. However, it yields prohibitively large ciphertexts and keys. It demands high

processing times for operations as well, and for these reasons, the scheme is not prac-

tical. Other proposals have been made, trying to evade this problem (STEHLÉ; STE-

INFELD, 2010; LOFTUS et al., 2012). In particular, the technique devised by Smart

and Vercauteren (SMART; VERCAUTEREN, 2010) and later improved by Gentry and

Halevi (GENTRY; HALEVI, 2011), aimed at homomorphic encryption, seems to be also

applicable in other lattice-based cryptosystems. This is discussed in Chapter 3.

In truth, there are other homomorphic schemes that do not stem from Gentry’s

original scheme, based on other kinds of lattices. For instance, methods based on

the LWE problem, such as (NAEHRIG; LAUTER; VAIKUNTANATHAN, 2011; BRAKERSKI;

GENTRY; VAIKUNTANATHAN, 2012; BRAKERSKI, 2012; GENTRY; SAHAI; WATERS, 2013;

BRAKERSKI; VAIKUNTANATHAN, 2014). There also exist methods based on NTRU,

such as the aforementioned scheme by Stehle and Steinfeld and also (LÓPEZ-ALT;

TROMER; VAIKUNTANATHAN, 2012; BOS et al., 2013).
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However, almost all of these schemes have succumbed to cryptanalysis. Lof-

tus et al. (LOFTUS et al., 2012), Szydlo (SZYDLO, 2003), Chenal and Tang (CHENAL;

TANG, 2014; CHENAL; TANG, 2015) and Dahab, Galbraith and Morais (DAHAB; GAL-

BRAITH; MORAIS, 2015) described key recovery attacks against many of them. The

only scheme, thus far, that seems to resist such attacks is the somewhat homomor-

phic scheme of Loftus et al. (LOFTUS et al., 2012), detailed in Section 2.6. A more

thorough discussion of the security of existing homomorphic schemes is presented in

Section 4.2.

2.3.3 Other applications of lattices in cryptography

Some signature schemes based on lattices exist, such as the one proposed by

Lyubashevsky (LYUBASHEVSKY, 2012) and improved by Güneysu et al. (GÜNEYSU;

LYUBASHEVSKY; PÖPPELMANN, 2012). The already mentioned NTRU cryptosystem

can be modified to construct a signature scheme (HOFFSTEIN; PIPHER; SILVERMAN,

2001; HOFFSTEIN et al., 2003). However, it is not secure, as key recovery attacks have

been described (SZYDLO, 2003; NGUYEN; REGEV, 2006). Rückert has developed a

blind signature scheme (RÜCKERT, 2010) based on lattices, that is, a signature where

the signer does not have access to the document that is being signed. This scheme

is quite inefficient, and its security requires that the underlying problems remain in-

tractable for rather coarse approximation factors (RICARDINI, 2014).

Lattices have also been used in many other applications, such as identity-based

encryption (GENTRY; PEIKERT; VAIKUNTANATHAN, 2008), oblivious transfer (PEIKERT;

VAIKUNTANATHAN; WATERS, 2008), and zero-knowledge proofs (MICCIANCIO; VAD-

HAN, 2003).
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2.4 Further concepts and notation

In this section we further introduce basic concepts and define notation used

throughout this document.

Vector and matrix indices are numbered starting from 0. We denote by M(i) the

i-th row of a matrix M, and by M j the j-th element on its first row, i.e., M j := M(0), j.

We also denote by x
$
← U the uniformly random sampling of variable x from set U. A

vector v ∈ Rn with n zeros is denoted by 0n.

Definition 5. (BOLDRINI et al., 1980, Definition 1.2.1) (Square matrix). A square

matrix is a matrix with the same number of rows and columns.

Examples: 
5 8 1

1 0 −4

6 5 2


and

 3 7

−1 9

 .

Definition 6. (BOLDRINI et al., 1980, Definition 1.2.5) (Diagonal matrix). A diagonal

matrix is a square matrix where all elements not in the diagonal are zero, that is,

ai j = 0, for i , j.

Examples: 

1 0 0 0

0 −10 0 0

0 0 4 0

0 0 0 −7


and


3 0 0

0 2 0

0 0 8


.

Definition 7. (BOLDRINI et al., 1980, Definition 1.2.6) (Identity matrix). An identity
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matrix is a diagonal matrix where all elements in the diagonal are 1, that is, aii = 1

and ai j = 0, for i , j. The identity matrix of dimension n is denoted by In.

Examples: 
1 0 0

0 1 0

0 0 1


and

 1 0

0 1

 .

For any square matrix M, we have that MI = M.

Definition 8. (BOLDRINI et al., 1980, Definition 1.2.7) (Upper triangular matrix). An

upper triangular matrix is a square matrix where all elements below the diagonal are

zero, that is, ai j = 0, for i > j.

Examples: 
2 −1 0

0 3
√

5

0 0 7


and

 a b

0 c



Definition 9. (HORN; JOHNSON, 2012, Section 0.9.6) (Circulant matrix). A circulant

matrix is an n × n matrix of the form

M =



a1 a2 a3 . . . an−1 an

an a1 a2 . . . an−2 an−1

an−1 an a1 . . . an−3 an−2

...
...

...
. . .

...
...

a2 a3 a4 . . . an a1


,

that is, Mi, j = M0[i + j mod n], where M0 is the first row of the matrix and M0[ j] is the

j-th element of M0.
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Another way of understanding this concept is to think of a square matrix where

each row is the previous row cycled forward one step.

Definition 10. (Negacyclic matrix). A negacyclic matrix is of the form

M =



a1 a2 a3 . . . an−1 an

−an a1 a2 . . . an−2 an−1

−an−1 −an a1 . . . an−3 an−2

...
...

...
. . .

...
...

−a2 −a3 −a4 . . . −an a1


,

that is, Mi, j = M0[i + j mod n] · (−1)i+ j div n, where M0 is the first row of the matrix,

M0[ j] is the j-th element of M0 and a div b is the result of the integer division between

a and b.

Negacyclic matrices are very similar to circulant ones, except that elements return-

ing to the first position are multiplied by -1.

Definition 11. (BOLDRINI et al., 1980, Definition 6.1.2) (Eigenvalue and eigenvector).

Define a vector space V and a linear operator T : V → V. If there exist a vector

v ∈ V, v , 0 and µ ∈ R such that Tv = µv, µ is an eigenvalue of T and v is an

eigenvector of T associated to µ.

Definition 12. (Spectral radius). Define P ∈ Cn×n. The spectral radius of P is defined

as ρ(P) := max{|λ| : λ is an eigenvalue of P}.

Definition 13. (BERMAN; PLEMMONS, 1994, Definition 1.2) (M-Matrix). Define P ∈

Zn×n such that Pi j 6 0 for all 0 6 i, j < n. A (nonsingular) M-matrix is a matrix of

form A = γI + P for some γ > ρ(P), where I is the Identity matrix.
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Definition 14. (HORN; JOHNSON, 2012, Section 0.9.11) (Vandermonde Matrix). A

Vandermonde matrix is a matrix built from a vector {x0, . . . , xn−1} ∈ R
n with the form

V =



1 1 1 . . . 1

x0 x1 x2 . . . xn−1

x2
0 x2

1 x2
2 . . . x2

n−1

x3
0 x3

1 x3
2 . . . x3

n−1

...
...

...
. . .

...

xn−1
0 xn−1

1 xn−1
2 . . . xn−1

n−1



,

that is, where Vi j := xi
j.

Definition 15. (COHEN, 1993, Section 2.4.2) (Hermite normal form (HNF)). A ma-

trix H ∈ Zn×n is said to be in Hermite normal form (HNF) if it is upper triangular, all

its elements are non-negative and the entries on the diagonal are positive and are the

largest entries in their respective columns.

Examples: 

10 2 0 1

0 5 0 6

0 0 1 3

0 0 0 7


and


3 1 0

0 2 5

0 0 8


.

Definition 16. (Minimal Hermite normal form). A matrix H ∈ Zn×n in HNF is said



37

to be minimal if it has the form

H =



1 0 0 . . . 0 0 v0

0 1 0 . . . 0 0 v1

...
...

...
. . .

...
...

...

0 0 0 . . . 1 0 vn−3

0 0 0 . . . 0 1 vn−2

0 0 0 . . . 0 0 d



,

which can also be written as

H =

 In−1 vT

0n−1 d

 ,
where In−1 is the Identity matrix with dimension n − 1, v ∈ Zn−1 and d ∈ Z.

One can check by direct inspection that the inverse (over Q) of a matrix H in

minimal HNF is

H−1 =

 In−1 −(1/d)vT

0n−1 1/d

 .
Thus a matrix H in minimal HNF can be conveniently represented by (v, d) ∈ Zn alone.

Also, it is clear that det(H) = d.

Definition 17. (APOSTOL, 1970) (Resultant of two polynomials). Given two polyno-

mials A and B, say

A(x) =

n∑
k=0

ak · xk and B(x) =

m∑
k=0

bk · xk,
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and defined a square matrix M of dimensions n + m as

M =



an−1 an−2 an−3 . . . a1 a0

an−1 an−2 . . . a2 a1 a0

. . .

an−1 an−2 . . . a1 a0

bm−1 bm−2 bm−3 . . . b1 b0

bm−1 bm−2 . . . b2 b1 b0

. . .

bm−1 bm−2 . . . a1 a0



,

the remaining entries being equal to zero, the resultant of A and B is defined as

Resultant(A, B) = det(M), where det(M) is the determinant of M.

Calculating the determinant, however, is too inefficient for our purposes. If the

coefficients of the polynomials are in a field, it is possible to resort to the following

algorithm:

1: function Resultant(F, G)
2: res← 1
3: while Degree(G) > 0 do
4: T ← F mod G
5: res← res · (−1)Degree(F)·Degree(G) · LeadingCoefficient(G)Degree(F)−Degree(T )

6: F ← G
7: G ← T
8: end while
9: if F , 0 then

10: return G · res
11: else
12: return 0
13: end if
14: end function
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2.5 The GGH-YK-M scheme

In this section, we summarize the GGH variant recently proposed by Barros

and Schechter (BARROS; SCHECHTER, 2014). As previously discussed in Subsec-

tion 2.3.1, the GGH cryptosystem (GOLDREICH; GOLDWASSER; HALEVI, 1997) had

been considered broken beyond repairs after the publication of the cryptanalysis by

Nguyen (NGUYEN, 1999). More recently, Yoshino and Kunihiro (YOSHINO; KUNI-

HIRO, 2012) developed a new method, dubbed GGH-YK, that effectively avoided all

known attacks, but did not support proper parametrization. The proposition by Barros

an Schechter was called GGH-YK-M by virtue of resorting to M-matrices (BERMAN;

PLEMMONS, 1994) to complete its specification.

2.5.1 Cryptosystem definition

For simplicity and efficiency, in our description of GGH-YK-M we explicitly re-

quire that the private lattice basis A be such that its HNF is minimal.

Let n be an integer (usually, but not necessarily, a power of 2), let γ be a multiple of

n by some small factor (i.e., γ = αn for some small integer α), let σ be an even integer,

and let h and k be integers such that h + k < γ < 2h. The GGH-YK-M encryption

scheme (BARROS; SCHECHTER, 2014) consists of the following three algorithms:

1. Keygen: Sample P
$
← {−1, 0}n×n, compute A ← γI + P and its HNF

H := HNF(A) until ρ(P) < γ, 1/γ <
∣∣∣(A−1)ii

∣∣∣ 6 2/γ for 0 6 i < n,∣∣∣(A−1)i j

∣∣∣ < 2/γ2 for i , j, and H is in minimal form. Empirically, taking α

in the definition γ = αn to be as small as 2 is usually enough to ensure that

these conditions hold with high probability. The private key is A, and the

public key is H, which can be represented by its last column (v, d) ∈ Zn (see

Definition 16). Since vi < d from the definition of the HNF (Definition 15), and

d = O(γn) by virtue of the Hadamard bound on the size of the determinant of
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a matrix (GARLING, 2007), it follows that the public key has size O(n2 lg γ) or

simply O(n2 lg n) bits, while the private key, which is essentially P, has size n2

bits.

2. Encrypt: Let m ∈ {0, 1}n−k be the plaintext. Select a random subset S ⊂ {1 . . . n}

with k elements. The encoding of m is a vector r ∈ Zn such that ri = h for i ∈ S ,

otherwise ri
$
← {1 . . . σ/2} if m j = 0, and ri

$
← {σ/2 + 1 . . . σ} if m j = 1, where i

corresponds to the j-th index not in S . Compute r − brH−1cH, which, because

of the particularly simple structure of the minimal HNF (see Definition 16), has

the form (0, . . . , 0, c). The cryptogram is c ∈ Z, the only nonzero coefficient

thereof.

3. Decrypt: Let c ∈ Z be the ciphertext. Compute c′ ← (0, . . . , 0, c)A−1 ∈ Qn,

which means simply c′ ← cA−1
(n−1), and let r′ ← (c′ − bc′e)A. Compute the error

vector e ∈ {0, 1}n by letting ei ← 1 whenever r′i < 0, otherwise ei ← 0, for

all 0 6 i < n. Compute the recovered message encoding as r ← r′ + eA. Let

S := {i | ri = h} (this is the same set S chosen during encryption). For all

0 6 i < n such that i < S , extract m j ← 0 if 0 < ri 6 σ/2, and m j ← 1 if

σ/2 < ri 6 σ, where i corresponds to the j-th index not in S .

Notice that, strictly speaking, this is only a trapdoor one way function, not a full se-

mantically secure encryption scheme. To attain semantic security, a suitable transform

like Fujisaki-Okamoto (FUJISAKI; OKAMOTO, 1999) should be used.

2.5.2 Discussion of GGH-YK-M

The variant proposed by Barros and Schechter (BARROS; SCHECHTER, 2014) pre-

vents all known attacks to the GGH family to date. The modifications ensure that the
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underlying problem is not CVP, as it is in the original scheme. This, indeed, brings the

scheme back to life, but it is still rather inefficient.

The remaining aspect to address, therefore, is to circumvent the inherent high

bandwidth occupation and computational cost incurred by all traditional variants of

GGH, which make this family of schemes less competitive in practice with other

lattice-based encryption methods like Lindner-Peikert (LINDNER; PEIKERT, 2011).

Even for rather small values of n, key sizes are of the order of hundreds of kB. Key

generation is too slow for practical scenarios, taking several minutes (or even hours

for larger dimensions). The obvious way to obtain shorter keys in other lattice-based

settings like LWE (REGEV, 2005) or NTRU (HOFFSTEIN; PIPHER; SILVERMAN, 1998),

namely, resorting to certain rings of structured (e.g., circulant or negacyclic) matrices,

fails for GGH because mapping the private key to a public key, that is, computing the

HNF, ends up destroying the underlying structure that would enable the size reduction,

and thus does not help in attaining that goal. These alternatives will be discussed in

depth in Chapter 3, which also presents a viable solution for this matter.

2.6 The LMSV scheme

In this section, we explain the second scheme on which we test our method. This

cryptosystem is a somewhat homomorphic scheme, and it was named after its creators

Loftus, May, Smart and Vercauteren (LOFTUS et al., 2012). As explained in 2.3.2, ho-

momorphic cryptosystems allow for computations over encrypted data. The resulting

ciphertext, when decrypted, corresponds to the same plaintext as if the target function

had been computed on plaintexts the entire time. When any function is supported, there

is fully homomorphism, whereas when only a limited set of functions is supported, the

scheme is said to be somewhat homomorphic. LMSV fits into this last case.

The first fully homomorphic scheme was proposed by Gentry (GENTRY, 2009a),
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a construction based on GGH-style lattices that successfully proves that fully homo-

morphism is, indeed, possible. Nonetheless, the prohibitively large size of its keys and

ciphertexts, between GB and TB, remained an aspect to be improved. To tackle this

issue, Smart and Vercauteren (SMART; VERCAUTEREN, 2010) proposed a modification

that attains better results, but it is still far from practical. This method was addition-

ally revised by Gentry and Halevi (GENTRY; HALEVI, 2011), and a few relevant aspects

of these two contributions are detailed in Chapter 3. The proposition of Loftus, May,

Smart and Vercauteren, based on these methods, represents the “fourth generation”

of descendants of Gentry’s original scheme. Moreover, even though there exist other

families of homomorphic schemes, LMSV is the only thus far that has not succumbed

to cryptanalysis (CHENAL; TANG, 2014), making it an extremely relevant study case.

Considering the great potential of homomorphic encryption, and also the fact that

both LMSV and our method are based on Gentry and Halevi’s technique, it was a

natural path to investigate whether our method can be applied to improve it. This topic

is further discussed in later chapters.

2.6.1 Cryptosystem definition

Let n be a power of 2, t be an integer greater than 2
√

n and µ a small integer (usually

one). Pick an irreducible polynomial F ∈ Z[x] of degree n. The LMSV scheme

consists of the following three algorithms:

1. Keygen: Sample a polynomial G ∈ Z[x] of degree at most n − 1 and coeffi-

cients bounded by t. Calculate d ← Resultant(F,G). G is chosen such that

G(x) ≡ 1 mod 2, and G(x) has a single unique root in common with F(x)

modulo d, denoted by u. Calculate Z(x)← d/G(x) mod F(x). The public key is

the pair (u, d), and the private key is the pair (Z(x), d).
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2. Encrypt: The plaintext is M(x) ∈ F2/F(x), i.e., messages are given by binary

polynomials of degree less than n. Sample R(x) ∈ Z[x] such that its norm

is no greater than µ. Calculate C(x) ← M(x) + 2 · R(x). The ciphertext is

c← C(u) mod d.

3. Decrypt: Calculate C(x)← c−bc·Z(x)/de. The plaintext is M(x)← C(x) mod 2.

An analysis of the security of LMSV and its homomorphism is available in Sec-

tion 4.2. Key and ciphertext sizes, as well as computing times, are shown in Sec-

tion 5.2, which compares results in the literature with the ones obtained in our tests.

2.7 Synopsis

This chapter has presented an overview of related work used as a base for the

results achieved, as well as an introduction to essential concepts.

We have discussed some fundamental notions of cryptography, introducing termi-

nology and defining cryptosystems and their utilization. The theoretical background

for lattices has been presented, including some relevant lattice problems. We have re-

viewed many existing cryptographic schemes based on lattices, in particular the asym-

metric GGH cryptosystem. We have defined the notation used in this work and pro-

vided some definitions for concepts used throughout this work. Finally, we introduced

the GGH-YK-M and LMSV cryptosystems, on which we test our method, as explained

in the following chapters.
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3 IMPROVEMENTS ON EFFICIENCY

In this chapter we describe an efficient key generation technique for GGH-style

cryptosystems. When applied to the GGH-YK-M cryptosystem (BARROS; SCHECHTER,

2014), it greatly reduces public key bandwidth occupation, while also achieving much

higher performance. It can also be applied to the LMSV scheme (LOFTUS et al., 2012)

for improving its security against newly developed quantum key recovery attacks.

The technique proposed by Smart and Vercauteren (SMART; VERCAUTEREN, 2010)

and perfected by Gentry and Halevi (GENTRY; HALEVI, 2011), targeted at homomor-

phic encryption, can be used to address the performance problem of the GGH family

of schemes. However, both have limitations to practical use. The former depends on

the lattice determinant to be prime, while the latter relies heavily on the special form

of the ring Z[x]/(xn + 1) where n is a power of 2. Besides, it requires the computation

of resultants and the explicit extraction of the roots of polynomials modulo the lat-

tice determinant, which is done through a quite complex modification of the extended

Euclidean algorithm.

Our work extends their technique to any value of n and also for the circulant ring

Z[x]/(xn−1), for which we also provide a structural security analysis. In particular, and

surprisingly, prime values of n are observed to lead to faster key generation, despite the

unavailability of fast Fourier transform techniques to speed up the computations. Our

technique only requires a straightforward application of the usual extended Euclidean

algorithm, coupled with the Chinese remainder theorem and the fast Fourier transform.
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Furthermore, we avoid the need to resort to a full-fledged HNF algorithm, in the same

way as the Smart-Vercauteren and Gentry-Halevi methods, for the reason that the best

known algorithm for calculating the HNF is of O(n2) space complexity and O(n5) run-

ning time (MICCIANCIO; WARINSCHI, 2001). This is accounted as too inefficient for our

purposes.

3.1 Improvements

The usual technique adopted to reduce space requirements and bandwidth occu-

pation in lattice-based cryptosystems is to resort to certain structured matrices that

correspond to ideals in polynomial rings (MICCIANCIO, 2002; LYUBASHEVSKY; MIC-

CIANCIO, 2006; MICCIANCIO, 2007). These matrices are associated to specific kinds of

ideal lattices.

The greatest advantage of this technique is that cyclic ideal lattices can be defined

by a single vector. It is necessary to store only the first row of the matrix representation

of the lattice basis, because deriving the rest of the matrix is a trivial process. In this

way, there is no need to store all n2 elements, reducing key size from O(n2) to O(n)

elements.

The most popular choices are circulant matrices, associated to the polynomial

ring Z[x]/(xn − 1), and negacyclic matrices, which correspond to the polynomial ring

Z[x]/(xn + 1). Circulant matrices are matrices that each row is the previous row cycled

one step to the right (see Definition 9). Figure 6 shows an example of a circulant ma-

trix. Negacyclic matrices are almost the same, except that the element returning to the

first position is also multiplied by -1 (see Definition 10). An example of a negacyclic

matrix can be seen at Figure 7.

More generally, one could consider the n × n matrices whose i-th row contains the

coefficients of a(x)xi mod p(x) for some a(x) and a fixed but arbitrary monic polyno-
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a b c d

d a b c

c d a b

b c d a

Figure 6: A circulant matrix.

a b c d

−d a b c

−c −d a b

−b −c −d a

Figure 7: A negacyclic matrix.
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mial p(x) of degree n without multiple roots (and preferably small coefficients). Such

matrices correspond to the ideals of a polynomial ring Z[x]/p(x).

Unfortunately, this technique does not seem to improve the space requirements

of GGH, nor, for that matter, of any other cryptosystem that relies on the HNF as

public key. This is because the HNF is usually not in the same (structured) ring as the

original matrix. Thus, for instance, HNF(A) in general is not circulant or negacyclic

even though A displays such symmetries (except if A is a scalar matrix). Therefore,

by resorting to circulant or similarly structured matrices one would apparently be able

at most to reduce the size of private keys from n2 down to n elements, but public keys

would remain the same.

Contrary to this intuitive observation, one can still benefit from an underlying

structure in the private key to reduce the size of the public key in a nontrivial way.

This was first indicated by Smart and Vercauteren (SMART; VERCAUTEREN, 2010), but

it seems to require computing the HNF of the lattice basis. Gentry and Halevi (GEN-

TRY; HALEVI, 2011, Lemma 1) offer a proof of this property that avoids computing the

HNF for the case p(x) = xn + 1 (where n is a power of 2). We show that, in fact, it

holds for any ideal matrix, regardless of the choice of p(x), even though some choices

may be more efficient (and possibly more secure) than others.

3.1.1 A method to calculate the HNF

We now present a method to calculate the minimum Hermite normal form, if it

exists, of a matrix without making use of a generic (and more expensive) algorithm.

If matrix P in the Keygen algorithm of GGH-YK-M is associated to a polynomial

ring Z[x]/p(x), then matrix A is associated to a polynomial in the same ring, and al-

though H := HNF(A) does not display the ring symmetry (i.e., H is not circulant, etc),

its rows still correspond to elements of that ring, as it is an equivalent basis for the same

lattice. Thus, if a(x) is the polynomial associated to any row of H, then xa(x) mod p(x)
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and x−1a(x) mod p(x) are two other (independent) vectors on the same lattice.

Given that H(n−2) = (0, . . . , 0, 1, u) for some u ∈ Z (because H is assumed to be

minimal), the polynomial associated to it is uxn−1 + xn−2 = (ux + 1)xn−2, and hence

(ux + 1)xi = (x−1)i−(n−2)(ux + 1) stands for yet another vector on that lattice for every

0 6 i < n − 1. Collecting all of these vectors together with H(n−1), one gets

H′ =



1 u 0 . . . 0 0 0

0 1 u . . . 0 0 0
...

...
...

. . .
...

...
...

0 0 0 . . . 1 u 0

0 0 0 . . . 0 1 u

0 0 0 . . . 0 0 d



, (3.1)

which is an alternative basis for the same lattice, since all of its rows are linearly

independent vectors from that lattice, and H′ shares the same determinant d as H

(and A). But because the HNF is unique, it also follows that HNF(H′) = H,

and by applying a straightforward Gaussian elimination on H′, namely by changing

H′(n−1− j) ← H′(n−1− j) − uH′(n− j) successively for 2 6 j < n and then reducing modulo d,

one gets

H =



1 0 . . . 0 0 −(−u)n−1 mod d

0 1 . . . 0 0 −(−u)n−2 mod d
...

...
. . .

...
...

...

0 0 . . . 1 0 −u2 mod d

0 0 . . . 0 1 u

0 0 . . . 0 0 d



, (3.2)

and by comparing the result with the definition of minimal H (see Definition 16) yields

vi = −(−u)n−1−i mod d for 0 6 i < n − 1.

Therefore, H (and its inverse) can be efficiently represented simply by (u, d) ∈ Z2.

Because 0 < u < d and d satisfies the Hadamard bound for A, which is d 6 |a|n, where
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|a| is the norm of the first vector of A, it follows that, for GGH-YK-M, d 6 γn. Thus,

H can be represented with only 2n lg γ and hence O(n lg n) bits. This represents a vast

improvement over the naive O(n2 lg γ) or O(n2 lg n) size of the whole (v, d) for practical

values of n (typically in the hundreds).

The remaining tasks are computing d and u from A. We now address these tasks

individually. Our approach avoids both the computation of resultants and complex

modifications of the extended Euclidean algorithm.

3.1.1.1 Computing the determinant d

Computing the determinant d is accomplished by diagonalizing the projections of

A onto a number of finite fields Fq0 , . . . ,Fqt−1 such that d <
∏

k qk, since this enables

computing d mod qk for each qk, and then recovering d by means of the Chinese re-

mainder theorem. This is possible as long as the polynomial p(x) splits completely

into n distinct linear factors over each of those fields. If that is the case, let V ∈ Fn×n
qk

be

the Vandermonde matrix (see Definition 14) built from the n distinct roots of p(x) over

Fqk , i.e., Vi j := zi
j with p(z j) = 0 and z j ∈ Fqk . Then V is invertible, and the diagonal

form of A is V−1AV (the eigenvalues themselves are just the sequence of components

of A(0)V).

The obstacle to this approach is finding the fields Fqk such that p(x) splits in the

required form over all of them. Exhaustive search via the factorization of an arbitrary

p(x) over candidate fields is far too expensive, even for fairly small n. One could

reverse the reasoning and choose the roots of p(x) first, but this only enables the com-

putation of a single field Fq over which p(x) splits, and because the coefficients of

such a p(x) are expected to be rather large, any private basis is usually very large as

well, yielding an even larger determinant d which is likely to exceed q by a factor ex-

ponentially large in n, and hence precluding the recovery of d from its value mod q

alone.



50

However, the circulant and negacyclic cases offer a much better prospect, since

all that is required for p(x) to split over Fqk is that n | q − 1 in the former case, and

2n | q − 1 in the latter. When n is a power of 2, the computation of the diagonal

form of A amounts to a fast Fourier transform (more precisely, a fast number theoretic

transform), which takes time O(n lg n) products by certain fixed roots of unity in Fqk .

However, computation of the eigenvalues is fairly efficient even for general n, and as

we shall see this extra flexibility in the choice of n tends, a bit surprisingly, to offer

better key generation performance.

3.1.1.2 Computing u

Assuming that the fields Fqk are available and that the determinant d has been

computed, the value of u, if it exists, can be computed as follows. The first row of

H′ is expected to have the form (1, u, 0, . . . , 0), associated to the polynomial ux + 1

in the underlying polynomial ring. The rows of the matrix H∗ corresponding to this

polynomial spell the coefficients of (ux + 1)xi mod p(x):

H∗ =



1 u 0 . . . 0 0 0

0 1 u . . . 0 0 0
...

...
...

. . .
...

...
...

0 0 0 . . . 1 u 0

0 0 0 . . . 0 1 u

u 0 0 . . . 0 0 1



. (3.3)

Thus H∗ differs from H′ only in its last row, and it defines a sub-lattice of the lattice

defined by H′ or, equivalently, by A.

Therefore, there must exist a matrix M ∈ Zn×n (actually in the same ring as A

and H∗) such that MA = H∗. Let A† be the classical adjoint (or adjugate) of A, i.e.,

AA† = dI. Then dM = H∗A†, and the peculiar structure of H∗ reduces this to the

Diophantine equation dM j −A†j−1u = A†j for all j. Thus, if any solution to this equation
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exists, it is u = −A†j/A
†

j−1 (mod n) mod d for any j, which requires all A†j to be invertible

mod d. However, this in turn actually requires only that A†0 and A†1 be invertible mod

d, since then A†j = A†0(A†1/A
†

0) j = A†0(−u) j mod d as one can check by induction.

This provides a simple algorithm to determine at once whether HNF(A) is minimal,

and if so, what the value of u in Equation 3.1 is. Indeed, A† can be computed via

the Chinese remainder theorem from A† = dA−1 mod qk, and the extended Euclidean

algorithm then yields u← −A†1/A
†

0 mod d or proves that no such u exists.

The efficient key pair generation this process enables, without a full HNF algo-

rithm, arguably outweighs the practical restriction for p(x) = xn ± 1. This method

works for any choice of n. Processing times are much smaller for this compact rep-

resentation than they are for unstructured matrices. Due to security concerns, we also

address a different case where p(x) = xn − x− 1 in Chapter 4. Experimental results are

reported in Chapter 5.

3.2 Synopsis

In this chapter, we have presented the theoretical aspects of our contributions. We

justified why the methods for reducing key sizes in NTRU and LWE cryptosystems

do not solve the present issues for GGH-style schemes like GGH-YK-M and LMSV.

We then presented a new way to calculate the Hermite normal form, resorting to the

Chinese remainder theorem. This method allows for much faster processing times, as

we will see in Chapter 5, and also smaller sizes for public and private keys. It is a

rather straightforward algorithm, which may also benefit implementability. Its security

is discussed in Chapter 4, where we also present another alternative to prevent recently

published quantum attacks to the lattices used by LMSV.
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4 SECURITY CONSIDERATIONS

In this chapter we reflect about the security of our proposed method. Firstly, we

introduce the concept of semantic security and its variants, namely, IND-CPA, IND-

CCA1 and IND-CCA2. Then, we outline existing quantitative security analyses of the

Smart-Vercauteren construction (and LMSV for that matter). After that, we describe an

apparent key recovery attack based on the peculiar structure of circulant lattices, show-

ing that it leaks only a small amount of information on the private key, specifically

O(lg n) bits. We then discuss some very recent key recovery attacks that have been

reported, specially the quantum attack on the Soliloquy scheme by the British Gov-

ernment Communications Headquarters (GCHQ) (CAMPBELL; GROVES; SHEPHERD,

2014). This matter is surrounded by controversy and still demands closer investiga-

tions by the scientific community, but is nonetheless relevant to our case. Finally, we

ponder over how our original method can be modified to prevent these new attacks,

improving its overall security.

The original authors of GGH-YK-M do not state explicitly that the security of

their construction is based on the assumption that the attacker is not able to generate

an equivalent lattice basis of size O(n), leaving this conclusion to be tacitly understood

by readers. This is, however, a much stronger assumption compared to LMSV, which

requires an approximation of size O(
√

n). For this reason, even though LMSV was de-

signed as a somewhat homomorphic scheme and GGH-YK-M as a traditional public-

key cryptosystem, we recommend the adoption of the former in scenarios where the

latter would be used, as LMSV is inherently more secure, even when instantiated with
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parameter choices that do not support homomorphism.

4.1 Security fundamentals

The notion of semantic security was originally proposed by Turing Award laureates

Shafi Goldwasser and Silvio Micali (GOLDWASSER; MICALI, 1982), and later extended

by the same authors (GOLDWASSER; MICALI, 1984). This concept determines that the

ciphertext leaks no interesting bit of information about the plaintext, as “semantic se-

curity means that whatever can be efficiently computed from the ciphertext can be

efficiently computed when given only the length of the plaintext. Note that this formu-

lation does not rule out the possibility that the length of the plaintext can be inferred

from the ciphertext. Indeed, some information about the length of the plaintext must

be revealed by the ciphertext. We stress that other than information about the length of

the plaintext, the ciphertext is required to yield nothing about the plaintext.” (GOLDRE-

ICH, 2004). This notion can also be described as a game between a challenger and an

adversary, known as the semantic security game. The game is depicted in Figure 8 and

runs as follows (VAUDENAY, 2005):

1. First of all, the challenger and the adversary are given the cryptosystem.

2. The challenger generates a matching pair of public and secret keys and discloses

the public one.

3. The adversary selects two plaintexts x0 and x1 and sends them to the challenger.

4. The challenger picks uniformly at random a bit b. He encrypts xb and sends the

ciphertext c to the adversary.

5. The adversary tries to guess b. They win if b = b′.

As a consequence, if the adversary randomly guesses the value of b, they will

win the game with probability Pr[b = b′] = 1/2. We can define the advantage of an
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Challenger Adversary

Generate Kp,Ks
Kp

x0, x1
Select x0, x1

Pick b ∈ {0, 1}
Compute c = Enc(xb) c

b′
Guess b

Figure 8: Semantic security game. Source: (VAUDENAY, 2005).

adversary A attacking a cryptosystem E as

AdvA(E) =

∣∣∣∣∣Pr[b = b′] −
1
2

∣∣∣∣∣ .
IfA is not able to guess the correct value of b with a significant advantage, the messages

are said to be indistinguishable and the cryptosystem is indistinguishable under chosen

plaintext attack (IND-CPA).

The notion of semantic security can be extended to model adversaries with more

resources. Assume that the adversary has access to a decryption oracle during step 3.

Prior to the selection of x0 and x1, they can query this oracle as many times as they

wish. After this phase, the adversary has no longer access to this oracle, selecting the

two plaintexts and playing like in the previous game. This is called a chosen ciphertext

attack (CCA1) – or lunchtime attack, due to limited access to the oracle – and a se-

cure cryptosystem in this case is considered indistinguishable under chosen ciphertext

attack (IND-CCA1).

A third scenario is to allow access to the decryption oracle even after receiving the

ciphertext c, with the only restriction being that the challenger is not allowed to decrypt

c itself. If the cryptosystem is still secure in this case, then it is indistinguishable

under adaptive chosen ciphertext attack (IND-CCA2). A more formal definition is as

follows.

Definition 18. (GENTRY, 2009a, Definition 2.2.1) (Semantic Security against (CPA,

CCA1, CCA2) attacks). We say E is semantically secure against (CPA, CCA1, CCA2)
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attacks if no polynomial time (CPA, CCA1, CCA2)-adversary A breaks E with non-

negligible advantage.

4.2 Security of homomorphic schemes

Due to the extreme malleability of their ciphertexts, IND-CCA2 security is

unattainable for homomorphic schemes (GENTRY, 2009a). The reason for that is sim-

ple: in this scenario, the adversary is allowed to manipulate the challenged ciphertext

and submit it to the decryption oracle. Relaxations of the notion of CCA2 security

have been proposed with the goal of defining “homomorphic-CCA security” (PRAB-

HAKARAN; ROSULEK, 2008), but these do not extend to fully homomorphic construc-

tions.

As previously explained in Section 2.3, the first fully homomorphic cryptosystem

was described by Gentry (GENTRY, 2009a). This original proposition is IND-CPA,

and the author left the definition of CCA1-secure homomorphism as an open problem.

Later papers followed Gentry’s line of work (SMART; VERCAUTEREN, 2010; GENTRY;

HALEVI, 2011; LOFTUS et al., 2012), and instances of homomorphic encryption based

on other kinds of lattices have been described, such as (NAEHRIG; LAUTER; VAIKUN-

TANATHAN, 2011; BRAKERSKI; GENTRY; VAIKUNTANATHAN, 2012; BRAKERSKI, 2012;

GENTRY; SAHAI; WATERS, 2013; BRAKERSKI; VAIKUNTANATHAN, 2014), based on

the LWE problem (REGEV, 2005), and also (STEHLÉ; STEINFELD, 2010; LÓPEZ-ALT;

TROMER; VAIKUNTANATHAN, 2012; BOS et al., 2013), based on NTRU (HOFFSTEIN;

PIPHER; SILVERMAN, 1998).

Unfortunately, it has been proven that most existing homomorphic encryption

schemes are not IND-CCA1 secure (LOFTUS et al., 2012; SZYDLO, 2003; CHENAL;

TANG, 2014; DAHAB; GALBRAITH; MORAIS, 2015; CHENAL; TANG, 2015). In fact, these

schemes “suffer from key recovery attacks (stronger than a typical IND-CCA1 attacks),
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which allow an adversary to recover the private keys through a number of decryption

oracle queries” (CHENAL; TANG, 2014). The only scheme thus far deemed to be IND-

CCA1 secure is the one by Loftus et al. (LOFTUS et al., 2012). However, some newly

developed classic and quantum key recovery attacks seem to apply to this construction.

These particular issues are throughly discussed in Section 4.4.

Most studies about security levels of current state-of-the-art homomorphic

schemes have been limited to qualitative analyses, classifying schemes and parame-

ter choices in ranges such as “toy”, “low” and “high”. There has been little preoc-

cupation about more precise estimations from a quantitative point of view, due to the

prohibitively large sizes of ciphertexts and keys (and consequently, their proportionally

slow processing times).

Table 2: Security and homomorphism in the Smart-Vercauteren scheme
n Security level Multiplicative depth
28 225 0.3
29 231 0.8
210 241 1.2
211 254 1.7
212 273 2.1
213 2100 2.5

By virtue of its similarity to our proposition from Chapter 3, the Smart-Vercauteren

cryptosystem is of particular interest. Its predicted security is summarized in Table 2.

The Gentry-Halevi and LMSV constructions are correlated enough to this first scheme

to be safe to say that approximately the same security levels are obtained for the same

parameter choices. From Table 2, it is plain to see that estimated security levels are

still far below the current standard of 2128, even for the largest shown dimensions.

Nonetheless, this is not the greatest issue. The multiplicative depth, that is, the max-

imum number of multiplications that can be successfully computed homomorphically

while still guaranteeing correct output upon decryption, even for the largest value of

n presented, is merely two. This is too little if we consider that the purpose of these

schemes is to support the homomorphic computation of arbitrarily complex functions.
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As a result, it is not viable to attain fully homomorphic encryption for practical val-

ues of n. In truth, it is possible to have fully homomorphism for n > 227 (SMART;

VERCAUTEREN, 2010), but this would produce extremely large key sizes.

This justifies why security has not been a central concern for homomorphic encryp-

tion proposals. There is no point in further scrutinizing the security of these schemes

while they still demand preposterously large keys to support full homomorphism. This

fact reinforces the importance of the study and development of efficient methods for

lattice-based cryptography. Performance of LMSV is further discussed in Section 5.2.

4.3 Attacking circulant lattices

In Chapter 3, we presented a new method for generating keys, displaying the circu-

lant case as an example. However, adopting a structured matrix as the private key must

be made carefully to avoid introducing weaknesses. The particular case p(x) = xn + 1

where n is a power of 2 has received a considerable amount of attention in the liter-

ature. We now analyze how circulant lattices, corresponding to p(x) = xn − 1, have

the drawback of leaking a small amount of information on the private key, specifically

O(lg n) bits thereof. As always, our analysis does not require n to be a power of 2.

Admittedly, the security level attainable when generalizing n is less clear, though it

seems unlikely that this would introduce any weakness that is not already present in

the more extensively analyzed NTRU scenario, where prime n is the usual choice.

We begin by noticing that the sum λ :=
∑

j A j is bound between γ − n (when P

is the all-one ring element) and γ (when P is zero). Let Λ :=
∑

j A†j . The following

property holds:

Lemma 1. d = λΛ.

Proof. By definition of adjugate matrix, AA† = dI. Then A( j)A† = dI( j) and hence
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∑
j A( j)A† =

∑
j dI( j), which yields (λ, . . . , λ)A† = (d, . . . , d), since the elements on

each column of A are the same except for a circular permutation, and thus all columns

of
∑

j A( j) take the value
∑

j A j = λ. Now (λ, . . . , λ)A† = λ(1, . . . , 1)A†, which is sim-

ply (λΛ, . . . , λΛ) because (1, . . . , 1)A† = (
∑

j A†j , . . . ,
∑

j A†j) = (Λ, . . . ,Λ). Therefore

(λΛ, . . . , λΛ) = (d, . . . , d) which repeats the claim n times, i.e., d = λΛ. �

Lemma 2. (−u)n − 1 ≡ 0 mod d.

Proof. We show that (0, . . . ,−(−u)n + 1) is a lattice vector in the subspace generated

by H(n−1) = (0, . . . , d). Consider the lattice generated by

C(0) =



1 u 0 . . . 0 0 0

0 1 u . . . 0 0 0

0 0 1 . . . 0 0 0
...

...
...

. . .
...

...
...

0 0 0 . . . u 0 0

0 0 0 . . . 1 u 0

0 0 0 . . . 0 1 u

u 0 0 . . . 0 0 1



,

where the superscript denotes a stage in the Gaussian elimination process described

below, with (0) indicating the original matrix. This is a sublattice of the original lattice,

since it only involves rotations of the first row of H′ defined by Equation 3.1. Applying

Gaussian elimination to the last row as C( j+1)
(n−1) ← C( j)

(n−1) +(−u) j+1C( j) for j = 0, . . . , n−1,
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we get

C(n) =



1 u 0 . . . 0 0 0

0 1 u . . . 0 0 0

0 0 1 . . . 0 0 0
...

...
...

. . .
...

...
...

0 0 0 . . . u 0 0

0 0 0 . . . 1 u 0

0 0 0 . . . 0 1 u

0 0 0 . . . 0 0 −(−u)n + 1



.

Thus C(n)
(n−1) is in the subspace spanned by H′(n−1), i.e., C(n)

(n−1) = κH′(n−1) for some κ. Thus

−(−u)n + 1 = κd, i.e., (−u)n − 1 ≡ 0 mod d as claimed. �

Let Z :=
∑

j (−u) j mod d. Given that A†j = A†0(−u) j mod d, it follows that
∑

j A†j =

A†0
∑

j (−u) j mod d and thus one can deduce that

Λ = A†0Z mod d. (4.1)

At first glance this equation might seem to provide a means to recover the full A†0 by

inverting Z mod d. That this cannot actually happen is established by the following

property:

Lemma 3. Λ | gcd(Z, d), and hence Z is not invertible mod d.

Proof. From Equation 4.1 and Lemma 2 it follows that λA†0Z = λΛ = 0 mod d and

since, by the key generation requirement of Section 3.1, A†0 itself is invertible mod d,

then λZ = 0 mod d, i.e., λZ = Z′d = Z′λΛ for some integer Z′, meaning that Z = Z′Λ,

i.e., Z itself is a multiple of Λ, and hence cannot be invertible mod d by virtue of having

the common factor Λ with d. �

However, equation Λ = A†0Z mod d does reveal a small piece of information on A†0.
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Indeed, Λ = A†0Z+κd = A†0Z′Λ+κλΛ for some κ, and hence 1 = A†0Z′+κλ by removing

the common factor Λ, or simply 1 = A†0Z′ mod λ. This reveals A†0 mod λ = Z′−1 mod λ

as long as Z′ is invertible mod λ. However, this amounts to revealing only O(lg n) bits

of the private value A†0.

These considerations notwithstanding, it is important to note that in cases when

Λ = 1, one can fully recover A†0, as it is simply the inverse of Z mod d = Z mod λ,

because in this case, d = Λλ = λ. Nevertheless, we know from Section 2.5 that γ = αn

for some small integer α, and since γ−n 6 λ 6 γ, we have that λ = O(n). We also know

that d = O(nn), therefore the probability of having d = O(n) decreases exponentially as

n increases. Additionally, this case can be completely avoided by requiring that d , λ

(or that d > γ, for that matter).

Correspondingly, in cases when λ = 1, we have that d = Λ, and therefore Equa-

tion 4.1 becomes 0 = A†0Z mod d, which implies that, necessarily, Z = 0 mod d for

every possible value of A†0. For the same reason as before, taking α = 2 is enough to

prevent this case from happening.

On the constructive side, (u + 1)Λ = A†0(u + 1)
∑

j (−u) j mod d = −A†0((−u)n −

1) mod d = 0, (u + 1)Λ = ξλΛ for some ξ, and hence λ | u + 1. Thus λ is a common

factor between d and u + 1, and can be factored out by publishing the public key as the

triple (d/λ, (u + 1)/λ, λ) instead of the pair (u, d), saving O(lg n) bits.

This also shows that the attack cannot be extended to recover the whole matrix

A mod λ (from which A could be extracted immediately) from A† mod λ. Because

u + 1 = 0 mod λ and hence −u = 1 mod λ, it follows that A†j = A†0(−u) j mod λ (this

equality holds because λ | d) and hence A†j = A†0 mod λ for all j, so that A† = A†0U mod

λ where U is the (singular) all-one matrix. Therefore the adjugate mapping mod λ

cannot be inverted to recover A from A† mod λ.

Interestingly, this attack does not apply to negacyclic lattices (or, for that matter,
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most or perhaps all other ideal lattices), because Lemma 1 does not hold, i.e., the

determinant, in general, is not the product of a linear combination of the components

of A and a linear combination of the components of A†.

4.4 Attacking cyclotomic lattices

Very recently, new key recovery attacks to cyclotomic rings have been described.

There exist classical approaches, but a new quantum attack in particular has provoked

heated discussions, as it represents big news related to what had been always deemed

as “post-quantum cryptography” up until this point. This issue is still somewhat con-

troversial, in particular whether the attack is polynomial-time or not. There is still very

limited literature on the subject, and the matter is far from settled. Nonetheless, it is

very important to take note of it, as it seems to apply to some of the most commonly

used lattices.

In this section, we show that all circulant lattices, as well as negacyclic with power-

of-two dimensions, are cyclotomic. After that, we discuss the freshly developed key

recovery attacks, estimating in what specific scenarios they can be applied.

4.4.1 Cyclotomic rings

The notion of cyclotomic rings relies on the following definitions:

Definition 19. (RADEMACHER, 1964, Chapter 8) (Primitive roots of unity). A solution

to the algebraic equation

xn − 1 = 0 (4.2)

is called an nth root of the unity or a root of unity of order n. Those roots of Equa-

tion 4.2 which are not also roots of xk − 1 = 0 with k < n are called primitive roots of

unity.
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Definition 20. (APOSTOL, 1970) (Cyclotomic polynomial). The cyclotomic polyno-

mial Φn(x) of order n > 1 is the polynomial whose roots are the primitive n-th roots of

the unity,

Φn(x) =
∏

1≤k≤n
gcd(k,n)=1

(
x − e2iπ k

n

)
,

where the index k runs through integers relatively prime to n and i is the imaginary

unit i =
√
−1.

Some examples of cyclotomic polynomials:

Φ1(x) = x − 1 Φ6(x) = x2 − x + 1

Φ2(x) = x + 1 Φ7(x) = x6 + x5 + x4 + x3 + x2 + x + 1

Φ3(x) = x2 + x + 1 Φ8(x) = x4 + 1

Φ4(x) = x2 + 1 Φ9(x) = x6 + x3 + 1

Φ5(x) = x4 + x3 + x2 + x + 1 Φ10(x) = x4 − x3 + x2 − x + 1

The first relevant property of cyclotomic polynomials is that Φn(x) of order n is

a monic polynomial with integer coefficients of degree ϕ(n), where ϕ is Euler’s to-

tient function (that is, the number of positive integers less than or equal to n that are

relatively prime to n). When n is a prime number, we have that

Φn(x) = 1 + x + x2 + · · · + xn−1 =

n−1∑
i=0

xi. (4.3)

The polynomial xn − 1 can be factored as the multiplication of all cyclotomic polyno-

mials Φd where d is a divisor of n, that is,

xn − 1 =
∏
d|n

Φd(x). (4.4)

Another relevant property is related to some polynomials with power-of-two degrees:

n = 2β, β ∈ N⇒ Φ2n(x) = xn + 1. (4.5)
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For a more detailed study of cyclotomic polynomials, we refer the interested reader

to (RADEMACHER, 1964) and (LIDL; NIEDERREITER, 1997).

A field Q[x]/P(x) is cyclotomic if P(x) can be factored into a product of cyclo-

tomic polynomials. If this is the case, then the ring Z[x]/P(x) also is cyclotomic.

From Equations 4.4 and 4.5, we can infer that all circulant lattices are cyclotomic

rings, because they correspond to the ring Z[x]/(xn − 1), and negacyclic lattices, cor-

responding to Z[x]/(xn + 1), are cyclotomic when the dimension n is a power of two.

This last case is particularly relevant because it is adopted, for instance, in the Smart-

Vercauteren (SMART; VERCAUTEREN, 2010) scheme and its descendants.

4.4.2 Key recovery attacks

One way to study the security of lattice-based cryptography is to consider that

“cryptosystems are not based on “lattices” per se, but rather on certain computational

problems on lattices. There are many kinds of lattice problems, not all of which ap-

pear to be equally hard – therefore, not all lattice-based cryptosystems offer the same

qualitative level of security. For ideal lattices, the choice of problem matters at least as

much as the choice of ring” (PEIKERT, 2015).

Recently, both classical and quantum attacks to lattices based on cyclotomic ideals

have been developed. The notion behind them is equivalent to the following problem:

given an ideal that is guaranteed to have a short generator g (for some definition of

“short”), find a sufficiently short generator, not necessarily g itself. In other words, it

is not necessary to recover the private key itself – it is sufficient to find an equivalent

lattice basis shorter than some arbitrary upper bound γ(n). Based on that, recently

developed attacks are composed of two fundamental steps. First, find an arbitrary

generator of the ideal, not necessarily short. Then, transform the generator found into

a short one, thus finding the secret key (or a functional equivalent) (CRAMER et al.,

2015). How exactly these generators are recovered depends on the lattice problem that
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supports the cryptosystem in question.

In 2014, Bernstein reported a classical approach that may yield slightly subexpo-

nential complexity in cyclotomic rings (BERNSTEIN, 2014). By the end of the same

year, the Communications-Electronics Security Group (CESG) of the Government

Communications Headquarters (GCHQ) – the cryptology department of the British in-

telligence and security organization – published, at once, a new cryptosystem dubbed

“Soliloquy” and a quantum key recovery attack against it (CAMPBELL; GROVES; SHEP-

HERD, 2014). Developed earlier by CESG itself and kept secret, Soliloquy is based

on GGH-style lattices, very similar to the Smart-Vercauteren (SMART; VERCAUTEREN,

2010) method. The authors claim that their quantum algorithm destroys Soliloquy,

allowing for the production of a short generator to the lattice in polynomial time. In

particular, they write that in cyclotomic rings having power-of-two index the second

step of the attack is easy. For this reason, the development of Soliloquy has been

discontinued and partial results made public (CAMPBELL; GROVES; SHEPHERD, 2014).

However, their paper did not provide enough proof to substantiate their assertions,

sparking debate among the scientific community.

Based on the Campbell-Groves-Shepherd quantum attack, and also on another

independently developed albeit similar work by Eisenträger et al. (EISENTRÄGER et

al., 2014), Cramer et al. (CRAMER et al., 2015) attempt to provide a rigorous theo-

retical and practical confirmation of GCHQ’s affirmation, further generalizing it to

all cyclotomics of prime-power index. They declare that by combining their results

with some other algorithms, in particular, the ones by Biasse (BIASSE, 2014), Biasse-

Fieker (BIASSE; FIEKER, 2014), Campbell-Groves-Shepherd (CAMPBELL; GROVES;

SHEPHERD, 2014), and Biasse-Song (see below), “one obtains quantum polynomial-

time, or classical 2n2/3+ε
-time, key recovery algorithms” (CRAMER et al., 2015, p. 3).

Specifically mentioned as vulnerable are the cryptographic constructions of Smart-

Vercauteren (SMART; VERCAUTEREN, 2010), Garg-Gentry-Halevi (GARG; GENTRY;
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HALEVI, 2013), Langlois-Stehlé-Steinfeld (LANGLOIS; STEHLÉ; STEINFELD, 2014), and

Soliloquy (CAMPBELL; GROVES; SHEPHERD, 2014).

Nonetheless, not all agree on the complexity of the resulting attack. Biasse, author

and co-author of three of the four papers on which the paper by Cramer et al. relies,

has disagreed with the claim that the quantum attack is polynomial, declaring (BIASSE,

2015)1

This statement is not true, and it should be amended.
It is based on two references to justify the existence of a quan-
tum polynomial time algorithm to solve the Principal Ideal Problem
(PIP).
First, an online draft from Campbel (sic), Grove and Shepherd
[CGS14]. This work in progress has been publicly released as it was
when the corresponding research program at CESG was interrupted.
According to its authors, the polynomial run time of the attack is an
overstatement that cannot be supported. [...] Then, the authors of
2015/313 refer to ongoing research by Fang Song and myself. This
work in progress [...] has never been shared with the authors and has
never been publicly released. [...] Fang Song and myself do not refer
to it as an actual result.

Despite all debate about the new attacks and, more specifically, about their com-

plexity, there seems to be a consensus that they apply to cyclotomics of prime-power

index (or at least of powers of two). Unfortunately, as we have already shown, this in-

cludes the negacyclic ideals used in Smart-Vercauteren (SMART; VERCAUTEREN, 2010)

and LMSV (LOFTUS et al., 2012). On the bright side, according to Cramer et al., the

attack does not seem to apply to schemes based on Ring-LWE (LYUBASHEVSKY; PEIK-

ERT; REGEV, 2013), which means that the attack does not apply to many other currently

known lattice-based cryptosystems. Moreover, there is no known extension, to date,

that generalizes the attack to other non-cyclotomic rings. In other words, this means

that not all of lattice-based cryptography is broken, only a subset of existing schemes.

However, all homomorphic encryption based on these other methods are, in practice,

broken, for other reasons discussed in Section 4.2.
1The referred “authors of 2015/313” are (CRAMER et al., 2015).
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Considering that the choice of ring greatly influences security (PEIKERT, 2015),

our method from Chapter 3 can be improved by making simple modifications to our

original proposition. In what follows, we will show an alternative approach to thwart

these attacks, including the new quantum algorithm.

4.5 Improving security by choosing a different lattice

The method presented in Chapter 3 can be modified to improve security against

the attacks discussed in Section 4.4, without great impact on performance, as shown in

Chapter 5. Due to security concerns with the notion of working on a ring (where not

all nonzero elements have inverses), Bernstein (BERNSTEIN, 2014) suggests adopting a

number field instead, specifically a field of form Z[x]/(xn − x − 1) because of the very

simple form of the irreducible polynomial xn − x − 1, which yields nearly circulant

matrices and fairly efficient arithmetic. Matrices in this field are of the form

M =



a0 a1 a2 . . . an−2 an−1

an−1 a0 + an−1 a1 . . . an−3 an−2

an−2 an−1 + an−2 a0 + an−1 . . . an−4 an−3

...
...

...
. . .

...
...

a2 a3 + a2 a4 + a3 . . . a0 + an−1 a1

a1 a2 + a1 a3 + a2 . . . an−1 + an−2 a0 + an−1



.

Unfortunately, in this case the method for calculating d presented in Chapter 3 is

not applicable, as there is no known method for easily constructing fields Fqk with ap-

propriate qk for the Chinese remainder theorem such that the splitting fields of xn−x−1

have small degree. This does not allow for efficient diagonalization, i.e., with a cost

of O(n lg n) light operations (if the splitting fields have large degree, the operations are

too expensive, and the whole process becomes worse than using the generic method).

For this reason, we calculate d in the same way as Gentry-Halevi, that is, by calculat-
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ing the resultant of p(x) and the polynomial of the secret key. However, to increase

efficiency, we suggest calculating it in enough fields Fqk and recover its value via the

CRT.

The remaining problem, then, is to calculate the value of u. In this case, the same

method can still be applied, that is, finding a matrix M such that dM = H∗A†, except

that, in this case,

H∗ =



1 u 0 . . . 0 0 0

0 1 u . . . 0 0 0

0 0 1 . . . 0 0 0
...

...
...

. . .
...

...
...

0 0 0 . . . u 0 0

0 0 0 . . . 1 u 0

0 0 0 . . . 0 1 u

u u 0 . . . 0 0 1



.

Thus, if any solution to this equation exists, it is still u = −A†j/A
†

j−1 (mod n) mod d for

j , 1. For j = 1, we have that u = −A†1/(A
†

0 + A†n−1) mod d. The adjoint can be

computed via the CRT from A† = dA−1 mod qk, and the extended Euclidean algorithm

then yields

u← −A†0/A
†

n−1 mod d. (4.6)

For k ∈ {2, . . . , n − 1}, elements of the adjoint can be written as

A†n−k = A†n−1(−u)−k+1 mod d. (4.7)

These equations are enough to calculate all necessary parameters for working in

Z[x]/(xn − x − 1). If compared to the circulant rings suggested in previous chapters,

this ring allows for competitive performance, as shown in Chapter 5. An interesting

property is as follows:

Lemma 4. (−u)−1 mod d is a root of xn − x − 1, for every odd n.
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Proof. We know that A†1 = −(A†0 + A†n−1)u mod d. If we substitute it in Equation 4.7,

we have that A†n−1(−u)−n+1 = (A†0 + A†n−1) mod d, and as a direct consequence, A†0 =

A†n−1(−1 + (−u)−n+1) mod d. Substituting that in Equation 4.6 gives

0 = A†0 + A†0(−u)−1(−1 + (−u)−n+1) mod d

= 1 − u−1(−1 + (−u)−n+1) mod d

= 1 + u−1 − (−u)−n mod d

= (−u)−n+1 − u − 1 mod d

which, for odd values of n, is the same as u−n+1 − u − 1 = 0 mod d, and multiplied by

u−1 is (u−1)n − u−1 − 1 = 0 mod d. �

4.6 Synopsis

In this chapter, we have discussed the security of our proposed method. Basic

concepts have been introduced and known IND-CCA1 key recovery attacks against

homomorphic cryptosystems have been enumerated. We have shown how the security

level of the Smart-Vercauteren construction is still below current security standards for

practical values of n (which also yield low levels of homomorphism). We have ana-

lyzed an apparent key recovery attack against the circulant ring Z[x]/(xn − 1), demon-

strating that it leaks at most O(lg n) bits of information on the private key. Finally, we

have presented the controversy surrounding the recently published quantum attacks

against the Soliloquy and Smart-Vercauteren schemes, indicating how our method can

be improved to effectively curb this quantum threat.
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5 IMPLEMENTATION RESULTS

We have implemented the methods discussed in previous chapters, and in this

chapter we report the results obtained. For GGH-YK-M, our alternative reduces pub-

lic key bandwidth occupation by an order of complexity, specifically, from O(n2 lg n)

down to O(n lg n), where n is a public parameter of the scheme. The new technique also

attains faster processing in all operations involved in a public-key cryptosystem, that is,

key generation, encryption, and decryption. By far the most pronounced improvement

in performance is in key generation, which becomes more than 3 orders of magnitude

faster than published results (BARROS; SCHECHTER, 2014), while encryption becomes

about 2 orders of magnitude faster. For decryption, our implementation is ten times

faster than the literature. For LMSV (LOFTUS et al., 2012), we compare the cyclotomic

ring Z[x]/(xn − 1) and the more secure irreducible ring Z[x]/(xn − x− 1). Performance

of encryption remains virtually the same, and decryption becomes slightly worse. Key

generation, however, is much slower, due to the fact that it is necessary to use a more

generic and expensive method.

The times needed to gather suitable primes for the Chinese remainder theorem are

not included since they are precomputed only once and stored. When n is a power of

two, the Fast Fourier transform (FFT) is available for both the circulant and negacyclic

cases. Considering that their performance is very similar, we opt to only present the

circulant case, However, as previously discussed, cyclotomic lattices are not secure.

For this reason, we also present tests with Z[x]/(xn−x−1) and prime n, as suggested by

Bernstein (BERNSTEIN, 2014). Unfortunately, in this case there is no known technique
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for diagonalizing matrices and a slower generic method must be used. This negatively

impacts performance of the key generation algorithm.

5.1 Tests with GGH-YK-M

In tests with the GGH-YK-M encryption scheme, we disregard lattice dimensions

smaller than 350, since they are susceptible to attacks (BARROS; SCHECHTER, 2014),

and we set n to be either a prime or a power of 2. We provide data for dimensions

around 512 as well, going somewhat beyond the dimensions found in that reference.

By design, we only consider private keys whose HNF is minimal. To this end, we

adopted a rejection sampling strategy, generating uniformly random private keys and

discarding those that do not satisfy the desired property, until finding one that does.

Table 3: Timings for GGH-YK-M (in seconds)
source (n, σ, h, k) keygen (s) encrypt (ms) decrypt (ms)

previous1 (350, 256, 526, 64) 368.16 13.3 37.6
Java (353, 256, 526, 64) 0.34 2.7 55.2

C (353, 256, 526, 64) 0.10 0.1 4.8
previous1 (400, 256, 601, 64) 692.48 15.5 59.8

Java (401, 256, 601, 64) 0.46 2.0 67.9
C (401, 256, 601, 64) 0.12 0.1 5.3

Java (509, 256, 769, 80) 1.04 4.0 166.3
C (509, 256, 769, 80) 0.22 0.2 9.4

Java (512, 256, 769, 80) 3.01 2.4 124.5
C (512, 256, 769, 80) 0.11 0.2 9.8

1 (BARROS; SCHECHTER, 2014).

We have implemented the improved encryption scheme in two ways: Java and C,

both running on an Intel i5-2450M 2.5 GHz platform under 64-bit Ubuntu 14.10. To

facilitate comparison with the literature (BARROS; SCHECHTER, 2014), where timings,

obtained from an implementation in C/C++, are only available on an AMD E-350 1.6

GHz platform, their results are scaled by a factor 3414/756 on Table 3, corresponding

to the benchmark difference between the two processors1. Performance turned out to

1Obtained from http://www.cpubenchmark.net on 05/10/2015.
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be highly competitive with the prior state of the art.

Table 4: Public key sizes for GGH-YK-M (in bits)
source (n, σ, h, k) |pk|

previous1 (350, 256, 526, 64) 1157800
ours (353, 256, 526, 64) 6682

previous1 (400, 256, 601, 64) 1543200
ours (401, 256, 601, 64) 7738

previous1† (512, 256, 769, 80) 2621440
ours (512, 256, 769, 80) 10240

1 (BARROS; SCHECHTER, 2014).
† Inferred.

Interestingly, prime values of n tend to yield lattices with minimal HNF far more

often than composite n. Empirically, the probability that a random circulant matrix A

has a minimal HNF is heavily affected by the choice of lattice parameters, particularly

its dimension n, being roughly O(1/D) where D is the number of irreducible factors of

xn − 1. Tourloupis (TOURLOUPIS, 2013) addresses this issue (for a generic matrix A,

not necessarily circulant) by sieving the randomly sampled A to have prime or near-

prime determinant, thus ensuring that it has a 99% probability of sporting a minimal

HNF. However, choosing n itself to be prime increases that probability to the same level

(since the number of irreducible factors of xn−1 coincide with the number of factors of

n), without having to resort to primality testing during key generation. This behavior

is only counterbalanced for composite n when the FFT is available, in which case

processing is fast enough to roughly compensate for the rejection sampling overhead.

This can be noticed when comparing Java results with n = 509 and n = 512.

The same effect is not observed in C. This can be explained if we take into consid-

eration some implementation details. In our C implementation, multiplicative inverses

are calculated using the extended Euclidean algorithm implementation provided by

RELIC Toolkit (ARANHA; GOUVÊA, 2013). In Java, the same calculation is done using

the modInverse method of the BigInteger class. This procedure is optimized in native

code for the Java Virtual Machine, whereas the same operation is not available in C,

at least not in an optimized implementation. As a result, in cases when n is a power
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of 2 (and the fast Fourier transform is available), the efficiency gain by avoiding the

calculation of multiplicative inverses is much more dramatic in C than it is in Java.

Key sizes are essentially the same in our proposal for a given dimension n regard-

less of the choice of p(x). Sample public key sizes are listed on Table 4.

5.2 Tests with LMSV

Tests with LMSV aimed at evaluating the impact on performance caused by adopt-

ing the more secure Z[x]/(xn − x − 1) ring. The scheme was implemented in Java on

an Intel i5-2450M 2.5 GHz platform under 64-bit Ubuntu 14.10, and the results are

shown in Table 5. For encryption and decryption, both cases yield similar efficiency.

For key generation, however, the circulant case is much better. As explained in Sec-

tion 4.5, there is no known method for efficiently diagonalizing matrices in the ring

Z[x]/(xn − x − 1), which needs two expensive computations: the resultant of polyno-

mials and the Euclidean algorithm. This is much more expensive than the technique

applied in the circulant case, based on Vandermonde matrices (see Section 3.1).

Table 5: Timings for LMSV
P(x) n keygen (s) encrypt (ms) decrypt (ms)

xn − 1 353 0.3 1.5 41.1
xn − x − 1 353 15.3 1.8 45.0

xn − 1 401 0.4 2.5 60.1
xn − x − 1 401 20.3 2.4 64.8

xn − 1 509 1.4 7.2 129.9
xn − x − 1 509 42.8 7.3 134.0

xn − 1 2039 100.3 390.0 10.4 × 103

xn − 1 8191 7.3 × 103 18.3 × 103 879 × 103

Despite being a widely used and throughly available platform, Java provides only

limited support for cryptographic applications. Firstly, there is no guarantee that imple-

mentations are isochronous on all available Java Virtual Machines (JVMs), a potential

vulnerability that could be exploited in side-channel attacks. Java does not provide a

method for efficient multiplication of big and small integers, demanding conversions
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to the more expensive BigInteger representation. Also, there is no method to calculate,

at once, the quotient and modular remainder of an integer division (the only simi-

lar method yields a signed remainder that behaves like the “%” operator, not like the

mod() method). As a result, it is necessary to compute essentially the same operation

twice. But maybe the biggest hindrance is due to the fact that BigInteger objects are

immutable. This means that new instances are created for each and every arithmetic

operation. When a large amount of such operations is executed, a significant impact

on performance is observed, caused not by the arithmetic calculations themselves, but

by the expensive memory management associated to repeated object instantiation. An-

alyzing the results presented in Table 5, it is clear that for n > 509 these limitations

distort the obtained results, as timings increase disproportionately fast.

Implementing the algorithm in C or C++, for instance, could help achieve better

performance. It would not, however, address the main issue, that is, the complexity of

key generation in Z[x]/(xn−x−1). In particular, the Karatsuba algorithm (KARATSUBA;

OFMAN, 1963) can be used for faster polynomial multiplication, as it is O(nlg 3), against

O(n2) of the naive method. Very good implementations of the Euclidean algorithm for

calculating the GCD of polynomials can also attain slightly lower complexity. How-

ever, all of these methods introduce other overheads, such as memory management

of recursive function calls. It is then an open question whether the lower asymptotic

complexity generates an appreciable improvement for the rather small values of n that

are used in practice. Furthermore, at best, these improvements would have a limited

impact in the execution time of the algorithm. Hence, the issue of poor performance in

Z[x]/(xn − x − 1) is not simply a matter of fine-tuning the implementation, but still an

algebraic problem.
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5.3 Synopsis

We have presented the obtained results for both cryptosystems, considering the

circulant ring Z[x]/(xn − 1) for many values of n and the more secure polynomial ring

Z[x]/(xn−x−1). It is important to note, however, that even though the circulant ring has

been tested, we strongly recommend against using it in real application scenarios, as

IND-CCA-1 key recovery attacks have been described for all cyclotomic rings. Those

results are presented purely as a performance assessment. Finally, we have also shown

that key generation in the irreducible ring Z[x]/(xn−x−1) can still be greatly improved.
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6 CONCLUSION

We have shown a way to improve the efficiency and security of cryptosystems

based on GGH-style lattices. Our contributions stem from the technique first put for-

ward by Smart and Vercauteren, which we optimize in a simpler and more efficient

way than the Gentry-Halevi method. Our new method has been tested with two differ-

ent schemes. The first one is the GGH-YK-M scheme by Barros and Schechter, and

we were able to reduce its public key size by an order of complexity from O(n2 lg n)

down to O(n lg n) bits. As a result, key generation times decrease as compared to the

Barros-Schechter variant by more than 3 orders of magnitude. Besides the key gener-

ation speedup, encryption becomes almost 2 orders of magnitude faster; decryption is

about ten times faster though the reason for the improvement in this particular opera-

tion could be simply related to different implementation details.

Another concern is related to the security of the Smart-Vercauteren family of ho-

momorphic cryptosystems. The British GCHQ recently published a quantum attack

that is able to recover the private key of these constructions, and we have shown that

our method can be adapted to prevent this attack. In our tests with the LMSV scheme,

we adopt an irreducible polynomial ring that yields nearly circulant matrices and com-

pare it with the circulant case. As a result, encryption remains virtually the same, and

decryption becomes only slightly worse. Key generation, though, is much slower, due

to the fact that there is no dedicated algorithm for diagonalizing matrices, forcing the

use of a more generic (and more expensive) method. Our benchmarks were obtained

using Java, and suffered with some of the limitations of this platform when working
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with greater values of n. A C/C++ implementation is likely to improve performance,

but it certainly would not be enough to solve the issue with key generation, as this is

not a matter of fine-tuning the implementation, but still an open algebraic problem.

The research of dedicated methods for improving the efficiency of key generation in

Z[x]/(xn − x − 1) is devised as a possibility of continuation of this work. In particu-

lar, a method for constructing fields Fqk with appropriate qk for the Chinese remainder

theorem such that the splitting fields of p(x) have small degree, allowing for efficient

diagonalization with a cost of O(n lg n) light operations.
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APPENDIX A -- SECURITY ISSUES IN
SARKAR’S E-CASH
PROTOCOL

In the course of investigating applications of somewhat homomorphic encryption

that might benefit from the techniques presented in the main body of this thesis, we

briefly assessed some e-cash protocols, in particular Sarkar’s (SARKAR, 2013) because

of its apparent reliance on ring operations. While that protocol turned out not to be a

significant example of a scenario where somewhat homomorphic encryption would be

useful per se (in the sense of functional rather than security aspects), as a by-product

of our analysis we were able to entirely break it, subverting all of its security goals.

The results were published as (BARGUIL; BARRETO, 2015), and are herein reproduced.

The notion of digital currency (e-cash) is far from new (CHAUM, 1983), but its

practical importance has increased over the past few years, fueled by public awareness

of surprisingly successful proposals like Bitcoin (NAKAMOTO, 2008). Regardless of

being centralized or peer-to-peer, an ideal e-cash protocol should feature some essen-

tial security properties:

1. (Unforgeability/integrity). No user should be able to forge a coin or to modify

the value of an existing coin.

2. (Untraceability/privacy). No user should be able to extract transaction details

or user details from any given coin.
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3. (Double-spending prevention). No user should be able to spend a coin more

than once.

Additionally, an e-cash protocol may satisfy some other desirable properties like

currency divisibility and low bandwidth occupation. The difficulty to obtain all these

requirements often yields protocols that satisfy some but not all of them, thus opening

many venues of improvement as new protocols offer more features without sacrificing

the strictly required ones. Indeed, the shortcomings of Bitcoin sparked the design of

new protocols aiming at enhancing efficiency (LEE, 2011; MARKUS, 2013) and, more

importantly, security (MIERS et al., 2013).

A recent protocol designed by P. Sarkar (SARKAR, 2013) has been presented as an

alternative to Bitcoin and claims strong security properties, but offers no formal proof

of security (e.g., in the well-established form of a sequence of games (SHOUP, 2004)).

This situation is risky even in basic cryptographic schemes like plain digital signatures;

in a scenario as multifaceted as a full-fledged e-cash protocol, it is critical, and can lead

to devastating consequences, as we will argue it does.

In this chapter we perform a complete cryptanalysis of Sarkar’s protocol, showing

that none of the claimed security properties is effectively satisfied.

Besides constituting further evidence that intricate cryptographic protocols need to

be accompanied by formal security proofs, the relative simplicity of Sarkar’s protocol

and its cryptanalysis could play the role of a clear and realistic counterexample to

secure e-cash design, and help preventing similar flaws from finding their way into

future protocols.

The remainder of this chapter is organized as follows. In Section A.1 we recapitu-

late the basics of Sarkar’s protocol. We describe our attacks against all security aspects

of the protocol in Section A.2. We conclude in Section A.3.
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A.1 Sarkar’s e-cash protocol

Sarkar’s protocol is structurally closer to Mao (MAO, 1996) than to Bitcoin and

other distributed cryptocurrencies, since it relies upon a central authority, referred to

as the “bank,” which is assumed to have a (presumably certified) pair of RSA (RIVEST;

SHAMIR; ADLEMAN, 1978) keys (du, nu), (eu, nu), which are used respectively to sign

and verify each issued coin. For conciseness, we denote by sign(x) the result of signing

some value x into xdu mod nu.

When creating an account at the bank, the i-th user obtains a unique identifier Ii.

The bank generates a pair of RSA keys (di, ni), (ei, ni), revealing only (ei, ni) to the user

while keeping (di, ni) in its possession for user identification. The protocol requires the

user to encrypt her identity within coins under the key (ei, ni) at coin transfer transac-

tions. For conciseness, we denote by encri(x) the result of encrypting some value x

into xei mod ni.

A coin has the form

[Ak, sign(Ak), Fk, sign(Ak ⊕ Fk), (eu, nu), {User_History}]

where Ak is a unique coin identifier and Fk is its value. User_History stores the se-

quence of transaction records involving the coin, each in the form

[S i j, encri(S i j ⊕ Ii), (S i j ⊕ ni) · bi j, (ni ⊕ bi j)] (A.1)

where S i j is called a receiving-end number and bi j is called a spending-end number.

When withdrawing or receiving a coin in payment, the i-th user randomly gener-

ates S i j and encrypts it into User_History using her identity Ii and public key (ei, ni).

When spending or depositing the coin (to the j-th user or to the bank, respectively), af-

ter the j-th recipient already holds the whole coin except the last two components of the

transaction record and has checked the bank’s signature on the initial coin components,
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the i-th user randomly generates bi j and computes the remaining two components of

the transaction record, appending them to the User_History.

After m transactions, the coin has been through m receptions and m− 1 spendings.

When the m-th user deposits the coin to the bank, the bank verifies if any other coin

with the same identifier Ak has been previously deposited to check for occurrences of

double spending.

We point out at this point that Sarkar does not explicitly define the algebraic

nature of the dot product involving bi j above. However, Equation 6 of (SARKAR,

2013, Section 10) makes it clear that it must be distributive over the exclusive-or

to enable the detection of double spending, namely, given two transaction records

[S i j, encri(S i j⊕Ii), (S i j⊕ni)·bi j, (ni⊕bi j)] and [S i j, encri(S i j⊕Ii), (S i j⊕ni)·b′i j, (ni⊕b′i j)]

corresponding to two spendings of the same coin, the modulus ni can be extracted from

them as:

((S i j ⊕ ni) · bi j ⊕ (S i j ⊕ ni) · b′i j) / ((bi j ⊕ ni) ⊕ (b′i j ⊕ ni))

= ((S i j ⊕ ni) · (bi j ⊕ b′i j)) / (bi j ⊕ b′i j)

= S i j ⊕ ni

(note the implicit property α · (bi j ⊕ b′i j) = α · bi j ⊕ α · b′i j with α := S i j ⊕ ni). The

extracted modulus can then be looked up in a database of private keys (di, ni) to allow

recovering Ii from the value encri(S i j ⊕ Ii) stored in the transaction records above, thus

revealing the identity of the double spender.

Therefore, rather than a plain integer or modular product (which would not be

distributive over the exclusive-or operation), the dot must denote the product in the

binary polynomial ring F2[x] or, more likely, some binary finite field F2m , so that the

multiplicative inverse is defined for all nonzero values.

Sarkar claims (without providing a formal proof) that his proposal satisfies se-
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curity requirements 1 through 3, as well as certain functional requirements, such as

supporting offline transactions and multiple transferability.

A.2 Attacking the security claims of Sarkar’s protocol

We now show that Sarkar’s protocol fails to achieve the goals its author set forth.

In order, we show that the protocol, in its present form:

1. does not prevent modifying a coin’s value,

2. does not protect the users’ anonymity, and

3. does not thwart double spending.

A.2.1 Changing the coin value

Suppose an attacker collects two coins

M1 := [A1, sign(A1), F1, sign(A1 ⊕ F1),User_History1],

M2 := [A2, sign(A2), F2, sign(A2 ⊕ F2),User_History2].

Let δ := A1 ⊕ A2, and define F′1 := F2 ⊕ δ. With this information alone, the attacker

can already violate security requirement 1 (unforgeability/integrity) by existentially

forging a coin M′
1 := [A1, sign(A1), F′1, sign(A1 ⊕ F′1),User_History1], which has the

modified value F′1. This is possible because sign(A1⊕F′1) is simply sign(A1⊕(F2⊕δ)) =

sign((A1 ⊕ δ) ⊕ F2) = sign(A2 ⊕ F2), i.e. a copy of the signature from coin M2.

Moreover, this attack can easily have practical consequences. As the protocol

imposes no restrictions on the value of A, it is plausible that in practice it will take the

form of a serial (sequential) number. If so, for coins withdrawn within a reasonably

short time interval, δ will be small enough for F′1 to be an admissible and reasonable

coin value.
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A.2.2 Subverting the traceability of multiple spending

Requirement 3 (double-spending prevention) succumbs by virtue of the following

observation: there is no way to verify that the user is really using her identifier Ii, not

even at the very moment the coin is spent. The only exception would be if the coin were

checked online – but this would trivially violate the user’s anonymity by making the

transaction traceable (security requirement 2). Besides, it would also subvert one of the

functional features of Sarkar’s protocol, specifically, its support for offline operation.

Because of this, the j-th coin recipient (which can be any user except the with-

drawer herself) could simply omit the last two components of the last User_History

entry received from the i-th user, and transfer the truncated coin to any number of

other recipients. After those users check the bank’s signature, the malicious j-th user

delivers the missing two components he received from the i-th user, thereby person-

ifying her since the bank will afterward mistakenly attribute the double spending to

the i-th user. Alternatively, the attacker could merely intercept a coin and replace the

whole User_History by random values, since the receivers have no way to distinguish

them from well-formed ones. The difference is that, in this case, the bank will not be

able to trace a double spending to any user whatsoever.

A.2.3 Defeating anonymity altogether

Sarkar’s protocol appears to assume tacitly that user account creation is somehow

anonymized in the sense that the bank cannot map the identifier Ii to the private key

(di, ni). Otherwise, a dishonest bank would be able to bypass untraceability/anonymity

by abusing the double-spending detection procedure, that is, by systematically testing

all keys against the first two components [S i j, vi j] within each User_History entry of

every deposited coin until (vdi
i j mod ni)⊕S i j = Ii, since by definition vi j := encri(S i j⊕Ii).

As we pointed out, although the protocol does not explicitly define the algebraic
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nature of the dot product involving the spending-end number, it is clearly distributive

over exclusive-or. Unfortunately, the distributivity destroys anonymity: as the coin

contains the values ri j := bi j ⊕ ni and ti j := (S i j ⊕ ni) · bi j, any user with access to the

coin can substitute bi j = ri j ⊕ ni in the second relation, obtaining a simple quadratic

equation in ni, namely,

n2
i ⊕ (ri j ⊕ S i j)·ni ⊕ (ri j ·S i j ⊕ ti j) = 0.

Solving this equation is now a trivial matter (see e.g., (IEEE P1363 Working Group, 2000,

Section A.4.7) for the case when the dot product denotes multiplication in a binary

field). We point out en passant that the same reasoning would still apply if the dot

product actually denoted integer multiplication, although it would require replacing

the exclusive-ors by additions or subtractions as appropriate.

From there, the bank can trace the entire path traversed by the coin, in the exact

order it was passed from user to user, since this path is implicit in the sequence of the

ni values within a coin (randomizing this sequence would merely hide the order, but

all users involved in the exchanges would still be revealed).

Even more critically, this process does not require any user to double-spend a coin,

but simply to deposit it. In this sense, it harms genuine, honest users.

A.3 Conclusion

As we have seen, Sarkar’s e-cash protocol fails to attain any of its purported se-

curity goals, being easily susceptible to a number of simple attacks. Fixing all the

problems is far from being a trivial task, and would seem to require a complete re-

design of the protocol, with the side effect that the result would likely become far more

complex than it presently is.

Crucially, the protocol entirely lacks a formal security proof, and this should be
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the very first aspect to addressed.

To conclude on a positive note, one might argue that both Sarkar’s protocol and its

cryptanalysis are simple enough (and yet, realistic enough) that they can serve the ad-

ditional purpose of providing a clear reference counterexample to secure e-cash design,

and a source of insight for future robust proposals.


